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L. INTRODUCTION However, compliance with this law presents technical and
organizational challenges that companies face [1], [2].

Algerian companies face many obstacles in applying Law
18-07, including the understanding the legal requirements, which
are often complex, making compliance difficult. Implementing
technical and organizational measures to protect personal data,
which requires significant resources. Managing individuals' rights,
such as access, rectification, or opposition to the processing of
their data. Identifying and correcting flaws in existing IT systems,
which are not always adapted to current legislation and the risks
related to non-compliance, which may result in legal sanctions or
reputational damage [2].

This article proposes the design and implementation of a
computer application dedicated to compliance with Law 18-07. Its
aim is to provide companies with a practical and accessible tool
for complying with legal data protection requirements while
strengthening the security and efficient management of their IT
systems.

With the increasing spread of personal data around the
world, growing concerns emerge regarding the protection of
individuals' privacy and trust in computer systems. The ubiquity
of personal data and its rapid flow across borders, in a world
where technology pervades all domains, raises major concerns
about preserving individual privacy and trust in IT systems.
Compliance with data protection laws thus becomes an imperative
necessity to ensure assurance and security in technological
environments, where personal data is collected, stored, and shared
at an unprecedented rate [1].

Algeria's adoption of Law 18-07 in 2018 marks a
significant step forward in the protection of personal data. This
law, inspired by international standards, regulates the collection,
processing, and use of personal data by organizations. It plays a
crucial role in building trust between consumers and service
providers, which is essential for boosting digital economies.
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II. RESEARCH BACKGROUND
II.1 PRIVACY AND PERSONAL DATA

Privacy is the right of an individual to determine when,
how, and to what extent that information is shared with others, as
defined by [3]. According to [4], the concept of personal data is
based on four main elements, namely: "any information",
"concerning”, "natural person", and "identified or identifiable".
According to the [5], it is any information relating to a natural
person who can be identified, directly or indirectly; for instance, a
name, photo, fingerprint, postal address, email address, telephone
number, social security number, internal identification number, IP
address, computer login ID, voice recording, etc.

The processing of personal data, and handling of personal
data, includes various actions such as collection, recording,
organization, storage, modification, association with other data,
transmission, etc. Analyses of the legal and regulatory texts as
well as the charters for the use of computer systems have
highlighted the six axes on which the protection of personal data
is based on the following points [6]:

1. Information: the obligation to inform the user about the
processing,

2. Consent: the consent expressed by the data owner to the
collection and processing of his/her personal information,

3. Modification: includes several rights of the data owner,
among others: access, update, and deletion of the data collected
and processed,

4. Justification: Justify the purpose of the data processing
by answering the question: "Is it justified to collect such data and
use it in the context of such and such processing?"

5. Storage: the period of storage of personal data is limited
in time and determined according to the context of the processing,

6. Transmission: The transmission of data to third parties
must be limited and subject to authorization, in special cases, it is
prohibited altogether.

In information systems, these axes are translated into
guidelines, such as data protection by design, privacy impact
assessment and data breach notification [7]. In [8] has defined the
following eight strategies that IT architects should apply to embed
privacy by design, as illustrated in Figure 1.

1. Minimize: Reduce the impact of a system on privacy as
much as possible by collecting only the data strictly necessary for
processing.

2. Hide: Hide personal data and its interrelationships to
prevent abuse, for example, by using encryption.

3. Separate: Process personal data in a distributed manner,
in separate compartments as soon as possible (K-anonymity, I-
diversity).

4. Aggregate: Processing personal data at the most
aggregated level possible, limiting the details.

5. Inform: Ensure transparency by adequately informing
data owners about the processing of their information.

6. Control: Give data subjects full right and control over
their personal data.

7. Impose: Implement a privacy policy that complies with
legal requirements and ensure it’s applied.

8. Demonstrate: Enable the Data Controller to prove
compliance with the Privacy Policy and applicable legal
requirements.
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Figure 1: Strategies for personal data privacy.
Source: Authors, (2025).

I1.2 THE NATIONAL AUTHORITY FOR THE
PROTECTION OF PERSONAL DATA

The National Authority for the Protection of Personal Data
translated in French as ‘Autorit¢ Nationale de Protection des
Données a carcartére Personnel’ (ANPDP) is an independent
administrative institution functionally attached to the Presidency
of the Republic, created by Law 18-07 of 10 June 2018 [7] to
protect natural persons in the processing of personal data. The
headquarters of the ANPDP are located in Algiers (commune of
Hydra) [8]. The ANPDP (Figure 2) is responsible for ensuring
that the processing of personal data is carried out in accordance
with the provisions of this law and for ensuring that the use of
information and communication technologies does not involve
threats to the rights of individuals, public freedoms, and privacy

[9].
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Figure 2: Timeline of the ANPDP.
Source: Authors, (2025)

The ANPDP's missions [9]:
1. To issue authorizations and receive declarations relating to the
processing of personal data;
2. To inform data subjects and data controllers of their rights and
obligations;
3. To advise persons and entities who use the processing of
personal data or who carry out tests or experiments likely to lead
to such processing;
4. To receive complaints, appeals, and complaints relating to the
implementation of the processing of personal data and to inform
their authors of the action taken on them;
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5. To authorize, under the conditions provided for in this law,
cross-border transfers of personal data;

6. To order the necessary changes to the protection of the
personal data processed;

7. To order the closure of data, its removal or destruction;

8. To present any suggestions likely to simplify and improve the
legislative and regulatory framework relating to the processing of
personal data;

9. To publish the authorizations granted and the opinions issued
in the national register referred to in Article 28 of Law 18-07;
10.To develop relations of cooperation with similar foreign
authorities, subject to reciprocity;

11.To impose administrative sanctions under the conditions
defined by Article 46 of this Law 18-07;

12. To develop standards in the field of personal data protection;
13.To draw up rules of good conduct and ethics applicable to
processing personal data.

Law No. 18-07 of 10 June 2018 on the protection of
natural persons in the processing of personal data is an important
step forward in terms of the protection of individual freedoms, but
also in the accountability of companies for the data they collect
and the preservation of the privacy of natural persons who interact
in both the production and consumption processes [10], [11]. It is
structured in seven headings, as illustrated in the following Table
1.

Table 1: Structure of Law 18-07.

Titles Chapters Articles
General Provisions 1-6
Fundamental principles Prlolr. approval - and - data | 7-11
of  personal data | QUalty
protection Pre-treatment procedures 12 -21
The National Authority
for the Protection of 22-31
Personal Data
Right to be informed 32-33
Right of access 34
Rights of the data | Right to rectification 35
subject Right to object 36
Prohibition of Direct | 37
Marketing
Confidentiality and security | 38 - 41
of processing

The processing of personal | 42
data related to certification

Obligations of the Data | and electronic signature

Controller Processing of personal data in | 43

the context of electronic

communication

Transfer of data to a foreign | 44 - 45

country

Administrative procedures 46 - 48
Administrative and "Ryjes of procedure 49 - 53
penal provisions — —

Criminal provisions 54-74

75-76

Transitional and final
provisions

Source: Authors, (2025).

II.3 THE UP PROCESS

For a better control of our project, the UP process has been
integrated, which describes a two-pronged approach [12-14]
(Figure 3).

A) A horizontal axis divided into four phases:
1. Inception: corresponds to the initialization of the project
where a feasibility study of the system to be built is carried out.
2. Development: corresponds to the validation of the use cases
resulting from the previous phase, the risk assessment and the
study of the profitability of the project as well as the planning of
the construction phase.
3. Construction: corresponds to the production of a first version
of the product; it is focused on the phases of design,
implementation and testing activities.
4. Transition: corresponds to the delivery of the product for a
real operation where “beta tests “are carried out to validate the
new system with users.
5. Iterations: an iteration is a complete development circuit that
results in the delivery of an executable product.

B) A vertical axis that present the sequence of activities
in the UP process:

1. Expression of needs: UP distinguishes between two types of
needs. The functional needs that lead to the development of use
cases, and Non-functional needs that result in the drafting of a
requirements matrix.
2. Analysis: the analysis takes the form of the elaboration of all
the diagrams giving a representation of the system, both static
(mainly class diagram) and dynamic (diagram of use cases,
sequences, activities, state-transitions, etc.).
3. Design: the design takes into account the technical
architecture choices made for the development and operation of
the system. The design extends the representation of the diagrams
at the analysis level by integrating the technical aspects that are
closest to the physical concerns.
4. Implementation: This phase corresponds to the production of
the software in the form of components, libraries, or files.
5. Test: Tests verify the proper implementation of all
requirements (functional and technical), the correct functioning of
interactions between objects and the proper integration of all
components into the software.
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Figure 3: Overall diagram of the UP process.
Source: Authors, (2025).
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III. MATERIALS AND METHODS

The main objectives of the preliminary study are to
establish and initial collection of functional and operational
requirements and to model the system context. Functional needs
represent the main functionalities of the system [15],[16]. Non-
functional requirements are indicators of the quality of the
execution of functional requirements [17].

In this work, Microsoft Visual FoxPro V.9 (VFP) was used
as the development environment for our application. The latter is
a relational database management system (RDBMS) and an
object-oriented programming environment designed to create
database applications. Among the features of VFP, we can
mention [18]:

- Rapid Application Development (RAD)

- Interactive Development Environment (IDE)
- Table and Database Management

- Data Connectivity

The functional needs are represented in Table 2.

Table 2: System functional requirements.

Needs Features
The Data Controller (DC) monitors
the application's processing. The
Management of the | Authorized Representative  (AR)

register of personal
data processing

verifies the validity of the processing
with Law 18-07 and ensures the
follow-up of the declaration submitted
to the ANPDP.

The Authorized Representative (AR

The dynamic context
“Conform1807" is illustrated in Fig
identified actors of the system:

1. Main actors:

- The DC,

- The AR,

- The CISO,

- The administrator.

2. Secondary actor :

- The Data Subject (DS),
- The ANPDP
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Figure 4: Dynamic context diagram of "Conform1807".
Source: Authors, (2025).

Table 3: Distribution of use cases and actors package.

Management of the breach in the app, develops the ac.tion Use cases Actors Package
register of personal pl?ln preyentlve measures, notifies Tracking the processing
d third parties, and closes the case. The £ 1d DC
ata breaches . ) ) of personal data
Chief Information Security Officer - -
Verify the compliance Management of
(CISO) handles the breach. & .
The administrator - of personal data | AR the processing of
i Ce itrmllms ra ort. 11 featur processing personal data
Database ontro’s access 1o all Ieatres, Follow the decisions of | AR
Administration - Manage the Databasc, the ANPDP
- Saves and restores the Database, i ANPDP
- Creates and modifies user profiles. Follow up on the right | AR
Authentication  and | The user must enter a password to request of the data DS
access access the app. subjects Management of
Source: Authors, (2025). To process the data | DC ;liatﬁts re uselztt)iea
subjects' request for £ d
In our case, the non-functional requirements are translated rights Sl
into three points: Track the personal data | AR
1. Security: The system administrator is responsible for breach ANPDP Management of
defining the user profiler and storing passwords securely. DS \ dat
2. Educational: To provide an informative bridge between . EerSOEa aa
the operations of the system, on the one hand, and the legal Handling the breach of CISO reaches
essence of Law 18-07, on the other hand. personal data
3. Usability: Integrate tooltips into the app to help users Manage users . .
navigate and interact effectively with the app. Manage the Database Administrator | Support service

Source: Authors, (2025).
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The Use Case Diagram (UCD) identifies four main and
two secondary actors (Figure 5):

- Main actors: the data controller, the AR, the CISO and
the administrator.

%

N

- Secondary actors: the ANPDP and the data subject.

Conform1807 : Application dedicated to compliance with Law 18-07
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Figure 5: Use case diagram.
Source: Authors, (2025).

In the activity diagram of the “management of personal
data processing”, there are two main actors and one secondary
actor, as illustrated in Figure 6.

1. The data controller, the main actor, monitors the
processing of personal data.

2. The Authorized Representative, the main actor, verifies
the compliance of the processing with respect to Low 18-07 and
prints the processing declaration to be submitted to the ANPDP
through the Web portal.

3. The ANPDP, a secondary actor, receives the treatment
declaration.
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Figure 6: Activity diagram of the Management of Personal Data
Processing package.
Source: Authors, (2025).
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In the activity diagram of the "Management of Data
Subjects' Rights Requests", there are two main actors and two
secondary actors, as illustrated in Figure 7.

1. The AR, receives the request for rights from the
concerned person and follows up on the rights request. He
documents the results and notifies third parties.

2. The data controller, as the main actor, processes the
request for the rights of the data subjects.

3. The data subject, who is a secondary actor, requests the
exercise of these rights.

4. The ANPDP, a secondary actor, responds to requests
for response time.

Data Subject | Authorized Representative Data Controller ANPDP
?._ Fmcwive o rogai
. A :
et (R w——]
:
[ s |
«..‘...L.....:G [y
< o
4. Wi P
== B =
w1 T T L E—-::.' -
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Figure 7: Activity diagram of the Management of Data Subjects
Rights Requests package.
Source: Authors, (2025).
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In the activity diagram of the Personal Data Breach
Management, there are two main actors and one secondary actor,
as illustrated in Figure 8.

4. The AR, he main actor, monitors the violation of
personal data. He notifies third parties of the breach.

5. The CISO, the main actor, send the report of detection
of the personal data breach to the AR, addresses the breach, and
develops the action plan for preventive measures.

6. The ANPDP and the concerned person, secondary
actors, receive notifications of violations.
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Figure 8: Activity diagram of the “Personal Data Breach
Management" package.
Source: Authors, (2025).

The class diagram of our application is shown in Figure 9.
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Figure 9: Class diagram.
Source: Authors, (2025).

In our application, we implemented the SHA-256 hashing
algorithm to secure user passwords, as shown in Figure 10.
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Figure 10: User table with hashed password field (Pwd_sha).
Source: Authors, (2025).

IV. RESULTS AND DISCUSSIONS

To access the application named Conform1807, the user
must authenticate with username and password (Figure 11).

Figure 11 : The “Authentication” interface.
Source: Authors, (2025).

The Roles interface (Figure 12) , allows configuring
system access permissions, thus ensuring system protection.

1"}
Baln
R ]
Hanagesest of Ferional data Pracaising ()
Maragensst of the [xeriins of dets Subject righta .. ... (NY)
PMarggemnst of P b= (e}
| Databana Mdwindplretlon oo (DB
* -
1 * ] » & -
[T ] ¥ et Ljina g Sl it Fis s e Gulttes
[ Baacrigtios L L 1] L] - 11
AN Adainlatratos A A A
€% Chief Talormatisn Sedurity 0 ioe
aK Btheor i rodl Bepreimstiotive
4 fute Controlie
I

Figure 12 : The “Roles” interface.
Source: Authors, (2025).

In order to manage users, the “User Management”
interface is implemented, as shown in Figure 13.
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Figure 13 : The “User Management” interface.
Source: Authors, (2025).

In the Conform1807 application, the management of the

personal data processing register is carried out through the
interface shown in Figure 14.
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Figure 14 : The interface of the “Personal data processing
management” module.
Source: Authors, (2025).

Managing data subject rights requests begins with
identifying the concerned person, as illustrated in Figure 15.
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Figure 15: “Data Subjects Update” interface.
Source: Authors, (2025).

Once the data subject is identified, the request is tracked
and recorded in the associated registry, as illustrated in Figure 16.
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Figure 16 : The interface of the "Management of requests for
rights of data subjects".
Source: Authors, (2025).

The CISO and AR handle the personal data breach register,
as explained in Figure 17.
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Figure 17: The interface of the “Personal Data Breach
Management” module.
Source: Authors, (2025).

Our application "Conform1807" stands out for its ability to
provide companies with an effective tool to comply with the
requirements of Law 18-07; it incorporates the principles of
personal data protection such as individuals' rights, notification of
personal data breaches as an example, and not exhaustively. By
offering a wuser-friendly interface, automated compliance
assessments, and personalized advice, it meets a critical need in
the local market.

V. CONCLUSIONS

Law 18-07 marks a significant step forward in Algeria's
legal framework for personal data protection, aiming to regulate
data processing comprehensively while ensuring the rights of
individuals. However, compliance presents technical and
organizational challenges, with risks of legal sanctions and
reputational harm.

Addressing these issues, our application offers a local,
accessible solution tailored to Algerian companies, filling a
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critical gap by providing a user-friendly tool that facilitates data
processing management, respects individuals' rights, and handles
data breaches effectively, all while considering the specificities of
algerian legislation and avoiding the high costs and complexity of
international alternatives.
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