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This research proposes an imaginative hybrid steganography technique meant to strengthen the
protection of text, pictures, and audio in response to the critical problem of information security.
The incorporation of strong encryption in audio steganography adds to the innovation. In
response to rising dangers in digital communication, the study investigates the vulnerabilities
of text, picture, and audio mediums. The inquiry looks into White Space and Least Significant
Bit (LSB) approaches for text steganography, while Quantization Index Modulation (QIM) is
combined with LSB for image steganography. A revolutionary hybrid solution for audio
steganography develops, combining Adaptive QIM and LSB. Python implementations are
provided to demonstrate the use and effectiveness of these strategies in maintaining data
integrity and secrecy. The study broadens its reach by presenting a novel data security paradigm
in audio files that combines AES encryption, Rubik’s Cube-like scrambling, and adaptive
steganography. The method begins with strong AES encryption, which is then followed by a
clever scrambling algorithm inspired by the Rubik’s Cube. The distinguishing characteristic is
seen in the last stage, when adaptive QIM embeds scrambled data into audio files, thereby
disguising encrypted material. This innovative solution not only strengthens data security
through the complexities of AES and Rubik’s Cube-like scrambling, but it also pro- vides a
full framework for safe data transfer, exemplifying the synergy of classical encryption and
current steganography techniques. The results reveal a considerable improvement in
information security across various digital forms, indicating a big step forward in reinforcing
sensitive data transfer.

Copyright ©2025 by authors and Galileo Institute of Technology and Education of the Amazon (ITEGAM). This work is
B licensed under the Creative Commons Attribution International License (CC BY 4.0).

I. INTRODUCTION

The current explosion in web technology has resulted in increasing social networking and online media sharing. Images,
music, and video are exchanged in massive amounts via the internet. Obviously, data and privacy must be protected. To overcome
this barrier, employ chaotic systems for picture encryption to improve security in the field of Steganography [1]. Steganography
and steganalysis are key tools for information concealing and extraction. Steganography is concerned with strategies for concealing
information, whereas steganalysis finds the concealed information with little or no knowledge of the steganography algorithm or

its parameters [2].

The fast evolution of digital communication technology has ushered in an era where information security and privacy are of
the utmost significance. This research study digs into the intricate world of steganography, a critical component of current
cybersecurity, and investigates novel strategies for hiding information inside various digital mediums [3]. The study presents and
investigates cutting-edge techniques such as whitespace manipulation, Quantization Index Modulation (QIM), and Least
Significant Bit (LSB) embedding, with a focus on text, image, and audio steganography [4].
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Text Steganography is at the forefront of this investigation, demonstrating how messages may be surreptitiously buried within
the whitespace of text documents using the intricacy of binary encoding to preserve stealth. Image Steganography expertly
complements this, using QIM and LSB methods to encode binary messages into an image’s pixel structure, quietly modifying its
composition without detectable alterations [5]. The research then delves into Audio Steganography, which involves embedding
messages in audio recordings using a combination of LSB and Adaptive QIM. This technology assures that the encoded data is
imperceptible to the human ear, demonstrating the intricacy of modern steganographic technologies|[6].

Furthermore, the study integrates Advanced Encryption Standard (AES) encryption with Rubik’s Cube-like scrambling as
well as audio steganography, a ground-breaking method in digital security [7]. This approach not only encrypts but also obfuscates
data, making pattern detection in encrypted data much more difficult. The integration of these sophisticated approaches, each with
its own set of obstacles and weaknesses, is systematically examined to get a thorough grasp of their potential and limits [8]. Aside
from technical research, the paper examines the ethical and legal issues that emerge with the deployment of such advanced data
protection mechanisms, notably in the areas of privacy and digital rights. Looking ahead, the possible influence of upcoming
technologies such as quantum computing and artificial intelligence on the fields of cryptography and steganography is also
examined [9]. The research study intends to make a substantial contribution to the field of secure digital communication by using
a multidimensional approach. It emphasizes the relevance steganography in information security, emphasizing its important role in
an increasingly linked digital world [10].

Il. THEORETICAL REFERENCE

The literature research included here analyses important advancements in steganography techniques over a wide range of
domains, including text, image, audio, and video. Notable contributions include the use of bit cycling to increase the security of
encrypted text, the use of LSB methods in audio steganography for enhanced concealment, and the invention of unique picture and
video steganography algorithms.

The unique use of bit cycling in the area of secure communication is highlighted by the work of [11]who use this approach
to improve the security of en- crypted text through the refining of the Least Significant Bit (LSB) method. The algorithms to
improve detection resistance, and increase embedding capacity while keeping a high degree of confidentiality. In the context of
India, [12] created a technique for hiding sensitive information in text, image, video, and audio files by applying the Least
Significant Bit (LSB) algorithm (MH). Their study showed that secret data could be successfully concealed; however, issues
persisted with the LSB algorithm’s ability to embed bigger data volumes without appreciably degrading the quality of the host
media and the method’s resilience against sophisticated detection techniques.

By strengthening the algorithm’s resistance to steganalysis techniques and investigating cutting-edge data embedding
techniques to reduce quality loss in host media, these challenges may be overcome and the steganographic approach’s overall
efficacy increased. In order to improve data hiding capabilities and fortify security, [13] introduced an audio steganography
technique. The developed technique demonstrated improved security measures and a greater ability to conceal information in audio
files, which led to encouraging findings from the study. The authors did, however, face some challenges, including the need to
maintain audio quality when embedding data and potential issues with the method’s computational complexity, which could have
an impact on real-time applications. Subsequent studies could tackle these problems by optimizing the algorithm’s performance to
reduce computational over- head and simplifying the embedding process to reduce the loss of audio quality. This would make the
suggested audio steganography method more beneficial and effective. A novel text steganography method was introduced by [14]in
their study. Although the uniqueness of their research held promise, more research is necessary  to address issues like the method’s
security and resilience to steganalysis techniques.

In the investigation conducted by [15],[16]looked into audio steganography. The specific methods the authors used were not
made explicit, even though their study illuminated the field. Yet, the study most likely yielded conclusions regarding audio
steganography, its applications, or upcoming advancements in the industry. Common issues in audio steganography include data
hiding while maintaining audio quality, security and resilience against detection, and optimizing the embedding process for real-
time applications. To address these challenges, further research may involve refining embedding algorithms, employing advanced
encryption techniques, and conducting extensive testing to enhance the security and viability of audio steganography approaches.
[16] did not specifically develop their own methods; instead, they performed a thorough review of the methods that are currently
in use in audio steganography as part of their survey.

The survey probably provided a summary of different approaches and findings in the field, illuminating the development and
variety of audio steganography techniques. Furthermore, the security of audio steganography may be further improved by adding
encryption and authentication methods, guaranteeing its efficacy in safe data transmission and storage. For [17] assessed audio
steganography as an image file embedding technique in his study, using Snappy compression and encryption. It's possible that the
study included results about how well this method works to safely hide picture data inside audio files. Typical problems with audio
steganography include embedded capacity constraints, possible loss of audio quality, and robustness against detection. Future
studies may look into ways to reduce quality loss in the compression and encryption processes, maximize embedding capacity, and
strengthen the method's resilience against contemporary steganalysis techniques in order to address these issues.

By doing this, audio steganography for image file embedding can become more viable and reliable, increasing its usefulness
for safe data transfer and storage. In order to assess the advantages and disadvantages of different audio steganography techniques,
[18] carried out a comparative analysis of these methods in their study. Most likely, the study offered a thorough analysis of the
various audio steganography techniques currently in use and how well they work in comparison. Creating uniform evaluation
criteria and figuring out the best methods for various application scenarios are two common problems in these kinds of comparative
research. Future work may focus on improving evaluation metrics, creating uniform benchmarks, and offering guidance for
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choosing the best audio steganography technique based on particular use cases in order to address these issues and help make well-
informed decisions regarding secure data protection and communication.

A novel coverless audio steganography technique based on Generative Adversarial Networks (GANSs) was presented by [19]
in their research. Although the reference did not include all of their findings, it is likely that this method showed improvements in
safe data embedding in audio files. A common challenge in coverless audio steganography is maintaining data integrity and
resilience to detection methods. Future research may focus on developing more sophisticated steganalysis-resistant mechanisms,
optimizing the steganographic process for better data integrity, and further refining GAN-based techniques in order to address these
issues. Through these efforts, coverless audio steganography for safe data transmission and protection would become more reliable
and practical. A hybrid encryption algorithm and the Least Significant Bit (LSB) technique were combined to create an image
steganography method by [20]. Although the reference did not provide specific findings and challenges, their approach probably
involved data concealment within images, integrating LSB for data embedding, and using hybrid encryption algorithms to increase
security.

The trade-off between data capacity and security, as well as the requirement to guarantee robustness against detection, are
common challenges in image steganography. Future research may focus on improving the hybrid encryption algorithms, enhancing
data embedding for increased security and data integrity, and creating defences against sophisticated steganalysis techniques in
order to address these issues. These initiatives would help to improve the usefulness and dependability of this image steganography
technique for safe data transmission and archiving. To hide images within audio data, [21]set out to develop a deep steganography
technique. Although the source did not specify the precise outcomes and difficulties they faced, their work probably contributed to
the development of image-in-audio steganography.

Optimizing the embedding process for data capacity and minimizing perceptual distortions while maintaining robustness
against steganalysis technigues are common challenges in deep steganography. Future research may concentrate on improving deep
steganography algorithms, investigating cutting-edge neural network architectures, and carrying out extensive testing to evaluate
the efficacy and security of the technique in order to address these issues. This would make image-in-audio deep steganography
more useful and dependable, increasing its efficacy for secure data transmission and concealment. A coverless video steganography
method based on the combination of audio and frame features was created in [22]. This approach probably involved innovations in
secure data embedding within video files through the fusion of audio and frame characteristics, though specific results and
challenges were not specified in the reference.

Problems with data capacity, preserving video quality, and guaranteeing robustness against steganalysis are frequently linked
to coverless video steganography. Future research may focus on improving the steganographic procedure to strike a balance
between data capacity and video quality, streamlining the integration of frame and audio features, and putting in place sophisticated
steganalysis-resistant techniques in order to overcome these difficulties. These initiatives would help to improve coverless video
steganography's usefulness and dependability for secure data communication and protection. An innovative JPEG steganography
technique with high capacity and robustness was created via adversarial training in the study done by [23].

This technique probably represented advancements in safely embedding data within JPEG images, with an emphasis on data
capacity and resilience against detection, even though specific results and challenges were not mentioned in the reference. Keeping
data capacity and image quality in check while also addressing flaws in current steganalysis methods are common problems in
JPEG steganography. Future work may focus on improving adversarial training strategies, streamlining the embedding procedure
to minimize visual distortion and increase data capacity, and creating defences against sophisticated detection techniques in order
to address these issues. These initiatives would help to improve the usefulness and dependability of robust and high-capacity JPEG
steganography for safe data transfer and security.

Previous steganography research encountered issues such as steganalysis sensitivity, probable audio quality loss, limited
embedding capacity, and detection method flaws.
I1l. METHODOLOGY

111.1 TEXT STEGANOGRAPHY(STEGOTEXT)

The message is translated to binary form and then carefully inserted among the whites- pace of the original text. Each

character of the binary message corresponds to the least important bits of the characters in the text; this strategy depends on
changing inconsequential components of the carrier (text) to hide the message without visible changes to the human eye [24].
The key approach used includes manipulating whitespace characters; the script finds existing whitespace in the text and adds extra
spaces that encode the binary message. The whitespace works as a carrier for the concealed information, successfully disguising it
within the seemingly benign spaces between words and lines. This delimiter helps the extraction procedure by specifying when the
encoded binary message ends, assuring correct and ambiguous recovery [25].

111.2 IMAGE STEGANOGRAPHY (PIXEL QUANTA)

Our proposed work demonstrates a technique called Quantization Index Modulation (QIM) combined with the Least
Significant Bit (LSB) method for steganography, embedding secret messages into images and extracting them without per ceptible
visual changes [26].

The suggested work represents transforming a text message to binary and hiding it in a picture using LSB substitution in the
least significant bits of the RGB channels. Retrieves the concealed binary message from the stego picture by analyzing the LSBs
of the RGB channels, and finds any pixel-wise discrepancies between the original and stego images to ensure the steganographic
process's integrity[27]. Finally, compare the original and stego photos to visually analyze any variations between the two
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photographs. The QIM method provides detection resistance, but the LSB method allows for minimum visual distortion, making
it suited for hidden communication.

111.3 AUDIO STEGANOGRAPHY (QUANTUMAUDIO)

The amalgamation of Adaptive Quantization Index Modulation (QIM) and Least Significant Bit (LSB) methods forms the
foundation for our proposed work, enabling the concealment of both audio and textual information within audio files.
The technique includes calculating frame energies to allow adaptive embedding inside the audio stream, guaranteeing an optimum
concealment strategy. The Adaptive QIM embedding technology smoothly embeds pieces of information by modifying audio
samples based on a predetermined delta value. In addition, the Least Significant Bit (LSB) approach conceals textual information
within audio samples, resulting in a hybrid model for strong and thorough data concealment [28].

111.4 ADAPTIVE QUANTIZATION INDEX MODULATION (QIM)

Adaptive QIM Embedding: This technique modifies audio samples by embedding information in their quantized
representations based on a predefined delta value, using a QIM scheme.
The Adaptive QIM technique is a sophisticated approach geared towards embedding an audio message into a host audio file. This
method hinges on the principle of selectively modifying certain parts of the audio based on their energy levels — a strategy that
brings adaptiveness into play. Audio steganography system marries the robustness and perceptual transparency of Adaptive QIM
with the simplicity and subtlety of LSB. Adaptive QIM is adept at embedding messages in parts of the audio that are less likely to
reveal alterations, while LSB offers a straightforward way of hiding text messages with negligible impact on the audio quality.
Adaptive QIM Extraction: It reverses the embedding process to extract the hidden information from the modified samples [29].

Steganography Embedding (QIM)
Given:

Audio frame F.
Binary bit to embed b.Delta value A.

The embedding function for QIM can be defined as:

F
F A .
lAJ.A'i'Z,lfb—l

(D
FJ.A ~2.ib = 0
A
Steganography Extraction (QIM)
Given:
. F
{1, ifF > [,].A (2)
0, otherwise

Modified audio frame F .
Delta value A.

111.5. LEAST SIGNIFICANT BIT (LSB) EMBEDDING

This method embeds text information by manipulating the least significant bits of the audio samples.

The proposed steganographic model combines QIM and LSB approaches, proving its effectiveness through actual
application. The encoded information is unnoticeable to aural examination, and the original audio quality is effectively preserved.
The QIM-based embedding's adaptive nature, directed by energy thresholds, enables optimal concealing capacity without
compromising audio fidelity [30].

Finally, the presented research adds a unique way to audio steganography by combining QIM and LSB approaches. The
hybrid architecture proposed provides a stable and extensible framework for hidden data transfer within audio recordings. The
imperceptibility of embedded information, together with message extraction efficacy, highlights the potential for real-world
applications needing secure and covert communication routes [31].
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Figure 1: Hybrid Audio Security Process Flow Diagram.
Source: Authors, (2025).

The diagram shows how to safeguard audio recordings using a multi-layered security approach that combines encryption
and steganography. At first, the Input Layer supports a number of media formats, such as text, audio, and photos. The data is then
processed using a Hybrid Steganography Approach, which hides the data from view by embedding it into an audio file using
methods like LSB and Adaptive QIM [32]. At the Output Layer, the resultant file is called an Audio Stegano file, signifying that
the data has been hidden inside the audio. This steganographically enhanced file is then subjected to an additional layer of security
called a Robust Encryption Layer, which uses a combination of the Advanced Encryption Standard (AES) and Rubik’s Cube
algorithmic strategies in addition to Quantum Key Encryption, which proposes the use of quantum-resistant encryption techniques.
At the Final Output, the proce- dure is complete. The Audio Stegano files are now encrypted, offering a high degree of
confidentiality and privacy, and are prepared for safe transmission or storage [33].

111.6 RUBIK CIPHER AUDIO

Embedding data within an audio file using atechnique called Quantization Index Modulation (QIM), allowing to modify
audio samples to encode hidden information our proposed work implements Advanced Encryption Standard (AES) encryption, a
symmetric key algorithm renowned for its security and efficiency in data encryption (Thabit et al., 2021). Our proposed work
implements Advanced Encryption Standard (AES) encryption, a symmetric key algorithm renowned for its security and efficiency
in data encryption. AES operates in Cipher Block Chaining (CBC) mode, providing confidentiality through block-level encryption.
After that we initializes the AES cipher in CBC mode with a specific key finally, we perform encryption and decryption using AES
with padding to ensure the input data is of the correct block size.

AES Encryption:
Given:

Plaintext P.
Key K.
Initial Vector IV generated randomly.
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The AES encryption process can be represented as:
C = AESg v(P) 3)
Where C is the cyphertext AESy v (P)is the AES encryption of plaintext P using key K
And initial vector IV .
AES Decryption:
Given:

Ciphertext C.
Key K.
Initial Vector IV.

The AES decryption process is represented as:
P = AESg}y(C) (4)
Where P is the decrypted plaintext, and AES1y(C) is the AES decryption of ciphertext C
Using key K and initial vector IV.

Steganography conceals information within other data (here, an audio file) without arousing suspicion. Our proposed work
uses Quantization Index Modulation (QIM) for embedding bits into audio samples[34]. It embeds a binary message into an audio
file by slightly modifying audio samples based on a delta value, extracts the hidden binary message from the modified audio file
using the same delta value employs custom algorithms for data manipulation, including reversible scrambling inspired by the
Rubik's Cube and binary representation conversion, scrambles and unscrambles data using a key, implementing a custom reversible
algorithm inspired by the Rubik's Cube, and applying text messages into binary representations for embedding within the audio
file and reverses the process for message extraction.

1I1.7 RUBIK’S CUBE-LIKE SCRAMBLING:
Given:

Scrambled data D.
Key K represented as a sequence of integers K = [kq, ks, ..., k,].

The unscrambling process for each byte Di in D can be described as:

D; = Unscramble(D; K) (5)
where D; is the unscrambled byte. The unscrambling process involves reversing the scrambling
steps applied previously.

The struct module facilitates the conversion between Python values and binary data, Audio frames are manipulated at the
sample level to embed and extract hidden bits, ensuring minimal perceptual impact.

111. 8. MEAN SQUARED ERROR (MSE)
The difference in squares between the original and stego audio signals' equivalent values is measured by the Mean Squared
Error.

1
MSE = -3 (% — yi)? (6)
Where N is the number of samples and x;and y;are the corresponding sample the original and stego.

Table 1: Audio Files with Steganography Analysis of MSE, PSNR and SNR.

Audio Name Stego Name Audio Size Stego Size MSE PSNR SNR
Audiol.wav | stego_audiol.wav | 1.51 mb 1.50 mb 0.0928 | 10.323dB | -2.794 dB
Audio2.wav | stego_audio2.wav | 3.33 mb 3.29 mb 0.0775 | 11.104dB | -2.870 dB
Audio3.wav | stego audio3.wav 3.36 mb 3.27 mb 0.0309 | 15.088dB | -12.872dB

Source: Authors, (2025).
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111. 9. PEAK SIGNAL-TO-NOISE RATIO (PSNR)

PSNR is a measure of the quality of the stego audio signal compare to the original audio signal. Its express in
decibels(dB)

PSNR = 10.1 MAX® 7
= 1U.10810 MSE @)
Where MAX is the maximum possible pixel value (usually 1 for normalized audio) and MSE is the Mean Squared Error.
111.10. SIGNAL-TO-NOISE RATIO (SNR)
SNR is measure of the quality of the stego audio compared to the original audio signal. It is also expressed in decibels

(dB).

SNR = 10 .1o (signalpower) (8)

o -10810 Noisepower

When it comes to audio processing, the signal power (signal power) can be thought of as the original

The energy difference between the original and stego signals is known as the noise power, and it is represented by the
audio signal.
IV.RESULT
IV. 1 TEXT

The message is converted into binary form and then strategically embedded within the whitespace of the original text.
Each character of the binary message corresponds to the least significant bits of the characters in the text, this technique relies on
altering insignificant components of the carrier (text) to hide the message without perceptible changes to the naked eye. The
whitespace acts as a carrier for the hidden message, effectively concealing it within the seemingly innocuous gaps between words
and lines. This delimiter helps the extraction process by indicating where the embedded binary message concludes, ensuring
accurate retrieval without ambiguity.

1V. 2. IMAGE

The original image (lena_std.tif) most likely represents the well-known "Lena" image, a typical test image often used in
image processing. Initially, it converts the message into a binary representation and appends a delimiter to mark the end of the
message. Subsequently, the function traverses each pixel of the input image. During this iteration, it embeds the binary message
into the least significant bits (LSBs) of the red, green, and blue channels of each pixel.

The "Input audio file" serves as the original audio source for message embedding, and the "Output audio file" designates
where the steganographic audio will be saved. Users have the option to embed either a "Secret audio message" or a "Text
message" within the input audio file. The "Delta" value is specified for the Adaptive QIM embedding technique, influencing the
degree of message concealment. Additionally, an "Energy threshold" is established for adaptive steganography, determining the
level of energy required for effective concealment.

Steganography Audio Encryption

Start | AES . Rubik’s o
Encryption | Unscramble
Embed in
Audio
AES Extract From |
END Decryption 1 Audio N -~

Figure 2: Robust Encryption Approach.
Source: Authors, (2025).

Quantization Index Modulation (QIM) is an audio embedding technique that surreptitiously encodes binary signals into
audio files, gently modifying audio samples that are unnoticeable to the human ear. This entails translating a textual message to
binary for embedding and recovering embedded binary messages via audio extraction. Furthermore, the explanation of AES
decryption emphasizes the significance of safe key generation, as demonstrated by the development of a random 16-byte AES key.
Finally, the research shows generic data encryption and decryption using AES-CBC mode, emphasizing the symmetric aspect of
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AES by utilizing the same key for both encryption and decryption. These strategies, when combined, demonstrate the flexibility of
cryptographic methods in safeguarding information and enabling clandestine communication.

The Figure 3 presents information on original audio files and their stego versions, including file names, sizes, and quality
metrics. The "MSE" (Mean Squared Error) indicates the difference between original and stego signals, with lower values indicating
better quality. "PSNR" (Peak Signal-to-Noise Ratio) measures stego audio quality, higher values suggesting better fidelity. "SNR"
(Signal-to-Noise Ratio) reflects the overall quality of stego audio. The Figure 3 provides a concise assessment of steganography
effectiveness for each audio pair.

Mean Squared Error {MSE) Peak Signal-to-Noise Ratio {(PSNR) Signal-to-Noise Ratio (SNR)

PSNR [d8)

SNR (dB)

& & & o & & &
o & o ol s

3f &° &€ &F 3¢ §f §f aF S
= @ ¥ = . & & e &

Audio Name Audio Name Audio Name

Figure 3: Performance Assessment of Audio Steganography: MSE, PSNR, and SNR Results.
Source: Authors, (2025).

Based on the estimations of performance metrics, the results of comparative comparison of audio steganography show
significantly variation in performance metrics for audio files chosen. MSE values indicate that all the chosen audio files have quite
minimal distortion even after steganography, and thus, MSE 0.03098 for Audio3.wav is the smallest MSE; therefore, it is assuming
better quality retention. For PSNR, Audio3.wav had the highest PSNR at 15.09 dB in comparison with the others; hence, superior
audio fidelity post-steganography is achieved for this one. However, the SNR of all samples is negative, which shows that even
though the watermark was successfully inserted, the effect is quite disturbing and noise-like. As a whole, these metrics
underestimate the effectiveness of proposed audio steganographic methods.

V. CONCLUSIONS

This study presents a ground-breaking hybrid steganography technique that combines strong encryption methods like the
Advanced Encryption Standard (AES) and Rubik's Cube-like scrambling with advanced steganographic techniques like White
Space, Least Significant Bit (LSB), Quantization Index Modulation (QIM), and Adaptive Modulation. The study demonstrates the
feasibility and efficacy of these strategies in real-world circumstances, emphasizing their potential to improve data integrity and
confidentiality across text, picture, and audio data in digital communication. In comparison to previous systems, this hybrid method
provides improved security, increased resistance to detection, and better flexibility to multiple formats, placing it as a flexible
option for secure digital communication. The study not only represents a huge advancement in information security, but it also sets
the path for future research, notably in the fields of quantum computing and artificial intelligence, to further develop these strategies
and solve increasing cybersecurity concerns.
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