
Journal of Engineering and Technology for Industrial Applications 
 

ITEGAM-JETIA 
 

Manaus, v.11 n.55, p. 161-173. September/October., 2025. 

DOI: https://doi.org/10.5935/jetia. v11i55.2111 

 
 

RESEARCH ARTICLE                                                                                                                                             OPEN ACCESS 

 

 

Journal homepage: www.itegam-jetia.org 

 

ISSN ONLINE: 2447-0228  

A NOVEL PRIVACY-PRESERVING DECENTRALIZED FEDERATED 

LEARNING APPROACH FOR INCREMENTAL HEALTHCARE DATA 

Rostom Mennour1 

1University of Constantine 2 – Abdelhamid Mehri, Faculty of NTIC, LISIA Laboratory, Constantine, Algeria. 

1https://orcid.org/0000-0001-7317-3672  

Email: rostom.mennour@univ-constantine2.dz 

ARTICLE INFO  ABSTRACT 

Article History 

Received: May 27, 2025 

Revised: June 20, 2025 

Accepted: September 30, 2025 

Published: October 31, 2025 

 
 

Healthcare institutions face significant challenges in implementing machine learning 

solutions, particularly in environments with continuous data streams and privacy constraints. 

Traditional approaches struggle to balance effective model training with data privacy, 

especially when dealing with varying data volumes across different institutions and the need 

for continuous adaptation to new medical knowledge. This paper presents a novel 

decentralized federated continual learning system that enables privacy-preserving 

collaboration among healthcare institutions without central coordination. Our approach 

combines Generative Adversarial Networks (GANs) and Deep Stacking Networks (DSNs) 

in a fully connected network topology, where each node employs a GAN for synthetic data 

generation and a DSN for classification tasks. The system processes streaming data while 

maintaining privacy through federated parameter sharing, allowing institutions to benefit 

from collective knowledge without exposing sensitive patient data. Experimental validation 

on the MIMIC-VI-ED dataset demonstrates that our approach successfully addresses data 

volume disparities between institutions, enabling smaller healthcare centers to achieve 

performance levels comparable to larger institutions. The system demonstrates robust 

performance comparable to state-of-the-art centralized approaches while providing crucial 

advantages in terms of data privacy preservation, institutional collaboration, and dynamic 

data processing capabilities. 
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I. INTRODUCTION 

Machine learning holds immense potential to transform healthcare by improving patient care, diagnosis, treatment planning, and 

disease prevention. By analyzing diverse medical data—such as patient records, diagnostic images, genomic sequences, and real-time 

monitoring data—machine learning algorithms can uncover patterns and correlations that are often beyond human detection. This 

capability enables more accurate diagnoses [1, 2], personalized treatments, and early disease detection [3]. Additionally, machine learning 

enhances operational efficiency in healthcare by optimizing resource allocation, automating administrative tasks, and improving the 

quality-of-care delivery. The integration of these technologies into healthcare systems promises significant advancements in patient 

outcomes, cost reduction, and medical research innovation [4, 5]. 

 Models trained on data from a single healthcare system often face generalizability challenges due to variations in demographics, 

laboratory equipment, EHR systems, data collection frequencies, and clinical protocols. While combining large-scale clinical datasets 

with deep learning's adaptability offers potential to address these disparities, healthcare data remains fragmented, and issues of 

accessibility and privacy persist [6]. Machine learning applications require extensive and diverse datasets, which are costly and time-

consuming to acquire. Collaboration between hospitals across regions or countries could improve model robustness by incorporating 

diverse patient profiles and pathologies. However, centralized learning approaches—where data is aggregated into a single repository—

face operational challenges such as large-scale data collection, resource sharing, and heightened privacy risks. Protecting patient data is 
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critical, especially given the increasing frequency of healthcare data breaches. These challenges highlight the need for innovative 

frameworks that balance collaboration with privacy preservation. 

 Federated learning (FL) [7] is a transformative approach to machine learning that enables collaborative model training across 

institutions while preserving data privacy. In its conventional form, FL relies on a centralized server to coordinate the process. However, 

centralized FL has notable limitations. It introduces a single point of failure, making the entire system vulnerable to disruptions if the 

server malfunctions. Additionally, it creates trust dependencies, as participants must rely on the server to maintain data privacy and 

integrity. The central server also often becomes a bottleneck when managing updates from numerous clients, leading to delays and 

computational inefficiencies [8]. Furthermore, establishing a central server is complicated by legal and regulatory constraints, especially 

when data from multiple institutions is involved [9]. 

 Moreover, healthcare data is expanding rapidly due to the widespread adoption of sensing devices and data collection tools, 

generating vast, real-time data streams globally [10]. Traditional FL methods often rely on rigid assumptions, requiring predefined and 

static data and class structures, which conflict with the dynamic nature of real-world healthcare [11]. Extracting insights from streaming 

processes poses challenges due to their dynamic nature, which significantly impacts the entire analysis workflow [12], and training 

separate models for each task—demands excessive computational resources and fails to leverage shared representations effectively [13]. 

This dynamic nature of healthcare data necessitates an incremental learning approach that allows models to update continuously without 

retraining from scratch [14]. 

 Addressing these challenges requires a machine learning solution that enables collaboration among clinical institutions while 

ensuring data privacy and adapting to new knowledge without losing previously acquired insights. To this end, we propose a decentralized 

federated learning system where hospital nodes collaboratively train models without relying on a central server. Each node independently 

operates generative and discriminative models, leveraging streaming data to generate synthetic data and improve performance. Nodes 

periodically exchange generative model parameters, integrating these updates into their local models to benefit from the collective 

knowledge of all participating nodes. This paper is organized as follows: Section 2 reviews related work in these domains within 

healthcare contexts. Section 3 details the proposed decentralized federated continual learning approach. Section 4 presents experimental 

results validating the system's effectiveness using the MIMIC-IV-ED dataset. Finally, Section 5 concludes with key findings and future 

research directions. 

II. RELATED WORKS 

This section reviews the existing literature on federated learning (FL) and continual learning (CL) within the context of 

healthcare. Federated learning has emerged as a critical approach to addressing privacy concerns and data silos in healthcare by enabling 

collaborative model training across multiple institutions without sharing sensitive patient data. Concurrently, continual learning offers 

solutions to the challenges posed by the dynamic and evolving nature of medical data, allowing models to incrementally learn from new 

data without forgetting previously acquired knowledge. We will explore seminal and recent contributions in these fields, highlighting 

their applications, benefits, and limitations in healthcare settings. 

According to [15], all the articles about the application of federated learning in the healthcare sector were published after 2018, 

showing an exponential increase in the number of relevant publications over the past few years. Specifically, there was 1 article (0.2% of 

the total) in 2018, and 253 articles (41.3%) in the first three quarters of 2023. Among the three forms of data partitioning in federated 

learning, horizontal data partitioning was the most prevalent. Additionally, a significant majority of the articles (83.7%) used a centralized 

communication architecture, while only 10.6% adopted a decentralized approach. We begin by reviewing several key papers that explore 

the application of federated learning in healthcare, highlighting how this approach has been utilized to address privacy concerns and 

improve collaborative medical research. 

In [16], the authors applied a federated learning technique for the diagnosis of breast cancer. they present a memory-aware 

curriculum learning method for federated learning, designed to improve local model consistency by penalizing forgotten samples. This 

approach prioritizes training samples that are forgotten after the global model's deployment and incorporates unsupervised domain 

adaptation to handle domain shifts while preserving data privacy. The study in [17] proposes FedMRI, a specificity-preserving federated 

learning algorithm for MR image reconstruction. The core concept is to split the MR reconstruction model into two parts: a globally 

shared encoder that generates a generalized representation, and a client-specific decoder that maintains each client's unique domain-

specific properties. The researchers introduce in [18] the first federated learning framework for multiple sclerosis (MS) lesion 

segmentation, utilizing two effective re-weighting mechanisms. The framework assigns a learnable weight to each local node during 

aggregation based on its segmentation performance. 

Additionally, the segmentation loss function for each client is re-weighted according to the lesion volume in the training data. 

Kassem et al. introduce FedCy [19], a federated semi-supervised learning method that integrates federated learning with self-supervised 

learning to enhance surgical phase recognition using both labelled and unlabelled videos in a decentralized dataset. FedCy leverages 

temporal patterns in the labelled data to guide the unsupervised training on unlabelled data. The largest federated learning study to date 

was presented in [20], encompassing data from 71 sites across 6 continents, to develop an automatic tumour boundary detector for 

glioblastoma, a rare disease. In [21], the authors explore the potential of edge computing in medicine by evaluating intelligent clinical 

data processing at the edge. they implemented clustered federated learning (CFL) to develop an automatic COVID-19 diagnosis system.  

Several other studies have utilized federated learning for various healthcare applications, including predicting mortality in 

intensive care units [22], analyzing electronic health records [23], and classifying tumor-infiltrating lymphocytes [24]. All the mentioned 

articles have employed centralized federated learning, a technique associated with several limitations as outlined in the introduction. 

However, only a few studies have explored a distributed configuration of federated learning. FedDIS [25], a novel federated learning 

approach for medical image classification, aims to reduce non-IIDness across clients by generating data locally at each client while sharing 

medical image data distribution from others, all while safeguarding patient privacy. In their paper [26], the researchers introduce a peer-
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to-peer federated learning (P2PFL) framework utilizing Vision Transformers (ViT) models. their aim is to address key challenges and 

accurately classify COVID-19 versus normal cases in Chest X-ray (CXR) images. The study in [27] introduces a decentralized federated 

learning algorithm based on deep neural networks, aiming to mitigate concerns regarding untrusted central servers. 

The approach decomposes the original problem into subproblems with consensus constraints, solvable through local computation 

and communication. The authors of [28] introduce a fully decentralized federated learning method employing knowledge distillation to 

uphold data privacy and security. Each node operates autonomously without requiring access to external data sources. DEEP-FEL, a 

decentralized, efficient, and privacy-enhanced federated edge learning system, is introduced in [29]. DEEP-FEL allows medical devices 

across different institutions to collaboratively train a global model without exchanging raw data. it employs a hierarchical ring topology 

to reduce centralization and formulate the ring construction as an optimization problem, solvable through an efficient heuristic algorithm. 

While some studies have adopted federated learning approaches without relying on a central server, none of the above cited articles have 

addressed the dynamic nature of data in the healthcare field. 

However, the exploration of continuous learning has begun to tackle this aspect, highlighting the need for models that can adapt 

to the ever-evolving medical data landscape. The survey in [30] aims to provide an overview of the current techniques, applications and 

challenges, of continual learning in physiological signal analysis. It identified eight articles focusing on the application of continual 

learning methods to physiological signals published between January 2021 and September 2023. Deep Generative Feature Replay 

(DGFR), a continual learning approach for cancer classification, is proposed in [31]. DGFR includes an Incremental Feature Selection 

(IFS) module to identify the most significant CpG sites from high-dimensional data, optimizing the number of selected sites. 

It also features a Scholar Network (SN) that employs a variational autoencoder (VAE) to generate pseudo data without needing 

past samples and a neural network classifier to predict cancer types. The study in [32] introduces Lifelong nnU-Net, a standardized 

framework designed to facilitate continual segmentation for researchers and clinicians. Based on the highly regarded nnU-Net, this 

framework includes all necessary modules for sequential training and testing, ensuring broad applicability and making it easier to evaluate 

new methods in a continual learning context. The review in [33] offers a comprehensive overview of state-of-the-art continual learning 

techniques in medical image analysis. It covers key issues such as catastrophic forgetting, data drifts, and the balance between stability 

and plasticity. It discusses continual learning frameworks, including scenarios, techniques, evaluation schemes, and metrics. The review 

also addresses challenges like costly data annotation, temporal drift, and the need for benchmarking datasets. 

 Despite the increasing popularity of federated learning and continuous learning techniques in healthcare, the intersection of these 

two fields remains largely unexplored, with only a few articles addressing their combined potential. The study in [34] explores the 

feasibility of continual learning for multicenter collaboration in brain metastasis identification. The synaptic intelligence (SI) continual 

learning algorithm is employed to preserve important model weights while sequentially training across different centers. Sequential 

training faces several limitations, including significant communication overhead and scalability issues as the number of participating 

nodes increases. Synchronization challenges arise due to heterogeneous environments, and fault tolerance is a concern since the failure 

of a single node can disrupt the entire process. A privacy-preserving algorithm called WUPERR (Weight Uncertainty Propagation and 

Episodic Representation Replay) for early sepsis prediction is presented in [4], Continual learning is used for federated learning purpose, 

but the data in this configuration is considered to be static. 

III. PROPOSED APPROACH 

In this article, we propose a novel approach for decentralized continual federated learning for emergency department in healthcare 

institutions. 

III.1 DATA DESCRIPTION AND PREPROCESSING 

To train and evaluate our federated continual architecture, we utilized the MIMIC-VI-ED dataset [35]. MIMIC-IV-ED is a 

comprehensive, publicly accessible database of approximately 425,000 emergency department admissions at Beth Israel Deaconess 

Medical Center from 2011 to 2019. It includes vital signs, triage information, medication details, and discharge diagnoses, all deidentified 

in compliance with HIPAA regulations. We then performed a preprocessing phase according to the method outlined in [36]. The 

preprocessed dataset was then horizontally divided into subgroups, with each subgroup representing the data for a single healthcare 

institution. During the training phase, the algorithm for each institution does not access the entire dataset at once but receives it 

progressively in a streaming manner. 

III.2 PROBLEM FORMULATION 

In this paper, we address the problem as follows: Consider N hospitals (nodes) in a decentralized, fully connected network 

topology, without a central server. Each hospital is labeled by i ∈ {1, 2, …, N}. The dataset at hospital i is represented as 𝐷𝑖 = ⋃ 𝐷𝑖
𝑡∞

𝑡=1 , 

where t indicates the time when the data was received. Here, 𝐷𝑖
𝑡  ∩  𝐷𝑖

𝑟 = ∅ if t ≠ r and 𝐷𝑖 ∩ 𝐷𝑗 = ∅ if i ≠ j. Each hospital can only access 

its own dataset and does not have access to the data of other hospitals. At any given timestamp t, a hospital can only see the data 𝐷𝑖
𝑡  and 

cannot access historical or future data. The objective is to effectively train N continual learning models on their respective private task 

streams by communicating model parameters among themselves in a fully distributed manner. 

III.3 GLOBAL SYSTEM ARCHITECTURE 

In this decentralized federated learning system, multiple hospitals act as nodes in a fully connected peer-to-peer network without a 

central server. Each hospital independently receives and processes streaming data in real-time, performing continual learning on the 

incoming data. As illustrated in Fig. 1, the architecture ensures that each hospital node is directly linked to every other node in the network. 
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Hospitals periodically train their local models using the latest data collected, ensuring that models remain up-to-date with current 

information. After a set number of local updates, each hospital shares its updated model parameters with all other nodes in the network. 

Upon receiving these parameters, each hospital aggregates them using the method detailed in a later section, integrating knowledge from 

multiple sources to enhance its local model with insights from other hospitals' data. This iterative cycle of local training, model sharing, 

aggregation, and updating enables continuous adaptation and improvement over time. Importantly, patient data remains local to each 

hospital, ensuring privacy and compliance with regulations, as only model parameters—not raw data—are exchanged. This decentralized 

approach leverages the collective intelligence of all participating nodes while safeguarding sensitive patient information, making it a 

robust and privacy-preserving solution for collaborative healthcare analytics and machine learning. 

 
Figure 1: Global system architecture. 

Source: Authors, (2025). 

III.3 NODE LEVEL PROCESS 

Each node in the decentralized federated learning system operates with several key components: a generative model to recreate 

data from previous streams, a discriminative model to classify data, and a vector to store the generative model parameters received from 

other nodes. Periodically, each node receives a new batch of data. At this point, the node uses its generative model to recreate older data 

from previous streams and combines it with the newly received batch. This combined dataset is then used to update the generative model, 

ensuring it can generate accurate synthetic data in future iterations. Additionally, the node uses the generative models stored in its vector—

representing data streams seen by other nodes—to generate further synthetic data. This synthetic data is combined with the node's local 

dataset, after which the discriminative model is retrained on this comprehensive dataset. Finally, the updated generative model is broadcast 

to all other nodes, which store these parameters in their respective vectors. This process allows each node to continuously improve its 

models by integrating knowledge from both its own data and synthetic data representing other nodes' experiences. As a result, the system 

enhances overall performance while maintaining strict data privacy. 

III.3.1 CONTINUAL LEARNING ASPECT 

 Continual learning at each node ensures that models adapt and improve as new data becomes available. Periodically, each node 

receives new data batches from its local sources. To effectively integrate this data, the node first uses its generative model to recreate 

historical data from previous streams, generating a comprehensive dataset that combines both past and newly received data. This 

combined dataset is essential for updating the generative model, ensuring it captures both historical and current data trends, thereby 

enhancing its ability to simulate future data accurately. The node then retrains its discriminative model using this comprehensive dataset. 

By incorporating both newly received and generated historical data, the discriminative model continuously adapts to evolving information, 

improving its classification and prediction capabilities over time. This iterative process, illustrated in Fig. 2, enables each node to stay 

aligned with changing data patterns, ensuring that models remain accurate, robust, and relevant in dynamic environments. 

 
Figure 2: Continual learning process. 

Source: Authors, (2025). 
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III.3.2 FEDERATED LEARNING ASPECT 

The federated learning component of the system facilitates collaborative knowledge sharing among multiple nodes without relying 

on a central server. Each node in the network maintains a vector that stores generative model parameters received from other nodes. 

Periodically, nodes update their generative models with newly received data and broadcast these updated models to all other nodes in the 

network. Upon receiving these updates, each node refreshes the corresponding entries in its vector, ensuring it has the latest model 

parameters from all participating nodes. Using these stored generative models, each node generates synthetic data that represents the data 

streams observed by other nodes. This synthetic data is then combined with the node's own generated and newly received data to create 

a diverse and enriched dataset for retraining its discriminative model. By incorporating synthetic data from other nodes, each node 

effectively simulates and learns from experiences across the network, enhancing its own model's performance. This process, illustrated 

in Fig. 3, occurs continuously, enabling all nodes to benefit from the collective intelligence of the network while maintaining strict data 

privacy and security. Through this collaborative approach, the federated learning system leverages diverse insights from all nodes, 

resulting in improved overall system performance and more generalized models. 

III.3.3 NODE’S COMPONENTS 

Each node in the proposed system consists of two primary models and a storage vector for the models of other nodes, as illustrated 

in Fig. 4. The primary models include a Generative Adversarial Network (GAN) [37], which serves as the generative model, and a Deep 

Stacking Network (DSN) [38], which functions as the discriminative model. Each component is examined individually and described in 

detail in the following sections. 

 
Figure 3: Federated learning aspect. 

Source: Authors, (2025). 

a) Generative model 

In the proposed system, a Generative Adversarial Network (GAN) is employed as the generative model. GANs are a class of neural 

network architectures designed to generate synthetic data that closely resembles the real data on which they are trained. The GAN 

comprises two sub-models: the generator and the discriminator. The system is designed to train the GAN on a combination of newly 

received data and historical data, enabling it to continuously adapt and refine its data generation capabilities by incorporating both current 

and past information. Newly received data represents the latest batch of information collected by the system, reflecting current trends and 

patterns, while historical data refers to synthetic data generated by the GAN based on its prior learning from earlier data streams. 

Both components of the GAN—the generator and discriminator—are implemented as Multi-Layer Perceptrons (MLPs). During 

each training iteration, the new data is combined with historical data generated by the GAN itself to form a comprehensive training 

dataset. The generator is trained to produce synthetic data that not only mirrors the characteristics of the new data but also retains features 

from historical data. Its objective is to improve its output such that the discriminator cannot differentiate between real data (a combination 

of new and historical) and synthetic data. Meanwhile, the discriminator is tasked with distinguishing between real and synthetic data, 

receiving both types during training. 

The training process follows an adversarial framework, where the generator and discriminator compete against each other in a 

feedback loop. As the generator improves its ability to create realistic synthetic data, the discriminator becomes increasingly proficient at 

identifying fake data. This adversarial dynamic ensures that the GAN continuously enhances its generative capabilities while maintaining 

alignment with evolving data trends, making it a critical component of the system's continual learning framework. 

b) Discriminative model 

The discriminative model in the proposed system is implemented as a Deep Stacking Network (DSN), a robust and scalable neural 

network architecture designed for complex classification tasks. The DSN consists of three identical modules, each implemented as a 

Multi-Layer Perceptron (MLP) with three layers: an input layer, a hidden layer, and an output layer. The first module receives input that 

combines local data—including newly received data and historical data generated by the node's own generative model—with external 

data synthesized by the generative models stored in the vector of models, representing data from other nodes in the federated network. 

This integration ensures that the model captures both local trends and broader patterns observed across the system. The hidden layer in 

each module transforms the input data into higher-level features, enabling the extraction of intricate patterns essential for accurate 

classification. The output layer of each module generates intermediate results, which are passed sequentially to subsequent modules. The 
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outputs of the first and second modules serve as inputs to the second and third modules, respectively, allowing the DSN to progressively 

refine its understanding of the data through each stage. The final classification is performed by the third module, ensuring that the model 

achieves high accuracy by leveraging both local and collaborative knowledge. This hierarchical structure enables the DSN to effectively 

handle complex classification tasks while maintaining adaptability in dynamic and distributed.  

 
Figure 4: Data path through the different components of a node. 

Source: Authors, (2025). 

IV. RESULTS AND DISCUSSIONS 

This section presents a comprehensive evaluation of the proposed decentralized federated continual learning system through a 

series of experiments designed to validate its effectiveness and analyze various aspects of its functionality. The evaluation begins with an 

ablation study to isolate and assess the contributions of individual components. Specifically, we evaluate the performance of the Deep 

Stacking Network (DSN) in a centralized configuration, examine the streaming process without collaboration in both single and multi-

institution settings, and analyze decentralized federated learning without streaming. Following the ablation study, we evaluate the 

complete system, integrating all components—streaming, and decentralized collaboration. 

Beyond validating the system's overall performance, we conduct targeted experiments to explore specific aspects of the approach. 

These include studying scalability by assessing the effect of adding more institutions on performance, analyzing the impact of synthetic 

data size on learning efficiency, evaluating knowledge retention to measure how well the system preserves insights from previous data 

streams, and investigating knowledge diffusion to quantify how effectively learned knowledge propagates across clients. Finally, we 

compare our approach with several state-of-the-art methods, including FedAvg, FedProx, FedCIL, and Oracle. 

IV. 1 CENTRALIZED DSN EVALUATION 

In our first experiment, we evaluate the baseline performance of the Deep Stacking Network (DSN) architecture using the complete 

MIMIC-VI-ED dataset at a single institution. The DSN is configured with three sequential modules, each containing input, hidden, and 

output layers, where the output of each module serves as input for the subsequent one. We train the model for a total of 3000 epochs 

across all modules combined, using 80% of the dataset for training while reserving 20% for testing. The performance metrics, expressed 

in terms of precision and recall as shown in the Fig. 5, establish our reference point for comparing subsequent streaming and federated 

approaches, demonstrating the model's fundamental classification capabilities when trained on a complete, static dataset before 

introducing the complexities of streaming data processing and inter-hospital collaboration. The baseline DSN model demonstrates robust 

performance on the complete dataset, achieving a precision of 0.84 and recall of 0.8, indicating strong classification capabilities in both 

correctly identifying positive cases and minimizing false negatives. 

IV.2 STREAMING PROCESS EVALUATION IN A SINGLE AND MULTI-INSTITUTION SETTING 

The second experiment evaluates our system's performance in a streaming environment across two scenarios. In the first scenario, 

we assess the model's ability to handle sequential data streams at a single institution, where the complete dataset is delivered in 20 

consecutive streams. The system processes these streams sequentially using the complete architecture (GAN for synthetic data generation 

and DSN for classification). It employs continual learning mechanisms to integrate new information while preserving knowledge from 

previous streams through synthetic data generation. 

In the second scenario, we extend the evaluation to multiple institutions by distributing the data across five hospitals with varying 

data volumes to reflect real-world healthcare settings. The data distribution follows an uneven pattern (30%, 20%, 20%, 15%, 15%) to 

simulate practical situations where larger institutions, such as major hospitals, have access to more extensive datasets, while smaller 

health centers possess significantly less data. Each hospital processes its streams independently without any inter-hospital collaboration, 

allowing us to analyze how data volume disparities affect model performance in a multi-institutional setting. This setup helps understand 

the system's behavior under realistic healthcare scenarios where data availability varies significantly across institutions. 

The results of first scenario demonstrate strong performance, achieving a precision of 0.83 and recall of 0.8. When compared to 

the baseline DSN experiment, where the model had access to the complete dataset at once, the streaming approach maintains comparable 

performance levels. This indicates that our system effectively handles sequential data processing without significant degradation in 

classification capabilities. As shown in the Fig. 6, the model successfully integrates new information from each stream while maintaining 

its predictive power. 
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Figure 5: Precision and recall of traditional DSN model on 100% of available data in a single institution configuration. 

Source: Authors, (2025). 

 
Figure 6: Precision and recall evolution of streaming architecture experiment in a single institution configuration. 

Source: Authors, (2025). 

In the multi-institutional scenario, performance varies significantly across hospitals of different sizes. The largest hospital (30% 

data volume) achieves the highest performance with a precision of 0.72 and recall of 0.70. Medium-sized hospitals (20% data volume) 

show moderate performance with a precision of 0.66 and recall of 0.63, while smaller hospitals (15% data volume) demonstrate lower 

metrics with a precision of 0.58 and recall of 0.56. These results, when compared to the single-institution scenario (precision: 0.83, recall: 

0.8), indicate that data volume significantly impacts model performance. For visualization clarity in the Fig. 7 and Fig. 8, we aggregated 

results from hospitals with similar data volumes, presenting three representative curves: one for the largest hospital (30%), one averaged 

curve for medium-sized hospitals (20%), and one for smaller hospitals (15%). This representation clearly illustrates how institutional data 

volume correlates with model performance in a streaming environment without collaboration. 

 
Figure 7: Precision evolution of streaming system architecture in the scenario of five clients without collaboration. 

Source: Authors, (2025). 

 
Figure 8: Recall evolution of streaming system architecture in the scenario of five clients without collaboration. 

Source: Authors, (2025). 
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IV.3 DECENTRALIZED FEDERATED LEARNING EVALUATION WITHOUT STREAMING 

In the decentralized federated learning configuration, where five hospitals collaborate without streaming data, the results 

demonstrate significant performance improvements across all institutions regardless of their data volume. The largest hospital (30% data 

volume) achieves a precision of 0.83 and recall of 0.79, while medium-sized hospitals (20% data volume) show comparable performance 

with a precision of 0.83 and recall of 0.78. Notably, smaller hospitals (15% data volume) maintain similar performance levels with a 

precision of 0.82 and recall of 0.78. These results reveal that federated collaboration effectively neutralizes the performance disparities 

observed in the non-collaborative scenario, enabling smaller institutions to achieve performance metrics nearly identical to larger ones. 

As shown in the Fig. 9, where results are aggregated for hospitals with similar data volumes, the convergence patterns demonstrate 

remarkable consistency across institutions of different sizes, highlighting the effectiveness of our decentralized federated learning 

approach in equalizing performance across participating hospitals. 

 
Figure 9: Evaluation results of the decentralized federated architecture without streaming in a configuration of five institutions. 

Source: Authors, (2025). 

IV.4 PERFORMANCE ANALYSIS OF THE FULLY INTEGRATED SYSTEM 

The final experiment evaluates the complete system incorporating both federated learning and streaming capabilities across five 

hospitals with varying data volumes. The system demonstrates significant evolution in performance across all institutions throughout the 

streaming process. Initially, all hospitals show relatively low performance metrics, with the largest hospital (30% data volume) starting 

at precision 0.42 and recall 0.29, medium-sized hospitals (20% data volume) at precision 0.41 and recall 0.27, and smaller hospitals (15% 

data volume) at precision 0.38 and recall 0.26. As the system processes more streams and hospitals continue to collaborate, performance 

steadily improves across all institutions, ultimately converging to comparable high levels regardless of institutional size. By the final 

stream, the largest hospital achieves precision 0.81 and recall 0.78, while medium-sized and smaller hospitals demonstrate similar 

performance with precision 0.82/0.81 and recall 0.78/0.77 respectively. As illustrated in the Fig. 10 and Fig. 11, where results are 

aggregated for hospitals with similar data volumes, the combination of federated learning and streaming capabilities enables all 

institutions to achieve high performance levels, effectively neutralizing the initial performance disparities related to data volume 

differences. 

 
Figure 10: Evolution of precision at each institution in the decentralized federated learning system as data streams arrive 

Source: Authors, (2025). 

 
Figure 11: Evolution of recall at each institution in the decentralized federated learning system as data streams arrive. 

Source: Authors, (2025). 
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IV.5 SCALABILITY: EFFECT OF ADDING MORE INSTITUTIONS 

To assess the scalability of our decentralized federated learning system, we conducted experiments by progressively increasing 

the number of client nodes and evaluating precision and recall after processing 20 data streams. The results indicate a slight decrease in 

system performance as the number of clients increases like shown in Fig. 12. Specifically, the average precision decreased from 0.84 

when using a single institution to 0.82 with five clients, 0.81 with ten clients, and 0.8 with twenty clients. Similarly, the average recall 

followed a comparable trend. This degradation is primarily attributed to the division of the dataset among clients, resulting in smaller data 

volumes per client as the number of clients increases. This reduction in local data availability negatively impacts the efficiency of each 

client's model, leading to a gradual decline in overall system performance. Despite this decrease, the system maintains robust performance 

across different scales, demonstrating its ability to adapt to various multi-institutional settings while preserving data privacy and 

facilitating collaborative learning. 

 
Figure 12: System scalability as the number of nodes increases. 

Source: Authors, (2025). 

IV.6 SYNTHETIC DATA SIZE: IMPACT ON LEARNING EFFICIENCY 

In this subsection, we analyze how the size of synthetic data generated by the system influences the efficiency of the learning 

process. The experiment evaluates synthetic data proportions ranging from 0% to 75% of the original data size. At 0%, no synthetic data 

is generated, which means that neither collaboration nor incremental processing is possible. Consequently, the system's performance is 

significantly limited, achieving only a precision of 0.55 and recall of 0.49. As synthetic data generation increases, the system begins to 

leverage collaborative and incremental learning, resulting in improved performance like illustrated in Fig. 13. The optimal results are 

observed when synthetic data constitutes between 45% and 60% of the total training data, where precision and recall reach their peak 

values. Beyond this range, however, performance starts to decline, likely due to over-reliance on synthetic data, which may reduce 

diversity or introduce noise into the learning process. 

 
Figure 13: Evolution of precision and recall of the system as sythentic data size changes 

Source: Authors, (2025). 

IV.7 KNOWLEDGE RETENTION: ABILITY TO PRESERVE INSIGHTS FROM PREVIOUS STREAMS 

The objective of this experiment is to evaluate the system's ability to retain knowledge from previous data streams while training 

on newly received data batches. This experiment is motivated by the challenge of catastrophic forgetting, a common issue in continual 

learning where models lose previously acquired insights when adapting to new information. The experiment is conducted in two phases: 

first, a pre-update evaluation measures the model's performance on previous streams before training on the new batch; second, a post-

update evaluation assesses performance after integrating the new batch, quantifying knowledge retention and identifying potential 

degradation. Both evaluations (pre and post update evaluations) used a test dataset derived exclusively from previous streams, excluding 

the newly received data. The experiment was conducted at multiple time points corresponding to the arrival of streams 2, 5, 10, 15, and 

20, with tests performed on data generated from older streams. The results, illustrated by Fig. 14 and Fig 15, showed that while there is a 

slight decline in precision and recall metrics post-update compared to pre-update, the differences were minimal (mean differences of 

0.018 for precision and 0.011 for recall), with low variability (standard deviations of 0.0084 for precision and 0.0055 for recall). 
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Figure 14: Pre and post update precision evolution over time during the knowledge retention experiment. 

Source: Authors, (2025). 

 
Figure 15: Pre and post update recall evolution over time during the knowledge retention experiment. 

Source: Authors, (2025). 

IV.8 KNOWLEDGE DIFFUSION: PROPAGATION OF KNOWLEDGE ACROSS INSTITUTIONS 

This experiment aims to evaluate the extent of knowledge diffusion among clients in the decentralized federated learning system. 

Specifically, it investigates whether the knowledge learned by a client on its local data propagates effectively to other clients, enabling 

them to perform well on data streams they have not directly observed. To study knowledge diffusion in the decentralized federated 

learning system, we evaluate each client's ability to perform on test datasets derived exclusively from other clients' local data. After 

training, each client’s discriminative model is tested on unseen data streams from other clients, and the results are compared against those 

obtained from exclusive local training (without collaboration). 

The evaluation is conducted using average precision and recall as metrics to quantify the effectiveness of knowledge transfer 

across clients. The results of the knowledge diffusion experiment in Fig. 16 demonstrate the effectiveness of collaborative learning in 

improving client performance on unseen data. Under collaborative training, the average precision and recall across clients reached 0.82 

and 0.79, respectively, compared to 0.77 and 0.74 in the local training scenario without collaboration. This significant improvement 

highlights the ability of the decentralized federated learning system to propagate knowledge between clients effectively, enabling each 

node to benefit from insights learned by others. 

 
Figure 16: Comparison of collaborative and local average performances in the knowledge diffusion experiment. 

Source: Authors, (2025). 

IV.9 COMPARATIVE ANALYSIS 

In this subsection, we compare the performance of our proposed decentralized federated continual learning approach with several 

state-of-the-art methods, including FedAvg [7], FedProx [39], FedCIL [40], [41], and Oracle. FedAvg and FedProx represent two widely 

used aggregation techniques in federated learning, serving as benchmarks for collaborative model training. FedCIL employs GANs to 

generate samples from previous tasks. Finally, Oracle serves as an upper bound for comparison, assuming clients have access to all their 

historical data during training. 
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The results in Table. I. demonstrate that our approach achieves comparable performance to FedCIL, with both methods showing 

high precision and recall. However, our decentralized framework eliminates the reliance on a central server, addressing critical limitations 

such as single points of failure and bottlenecks in communication. While Oracle, as an upper bound, outperforms all methods due to its 

access to all historical data, our method closely approaches its performance while preserving privacy and ensuring scalability. In contrast, 

FedAvg and FedProx show significantly lower performance, highlighting their limitations in handling continual learning tasks. 

Table 1: Comparative results of our spproach with FedAvg, FedProx, FedCIL and oracle 

Algorithm Avg Precision Avg Recall 

FedAVG 0.7 0.67 

FedProx 0.74 0.72 

FedCIL 0.82 0.78 

Ours 0.81 0.78 

Oracl 0.85 0.81 

Source: Authors, (2025). 

V. CONCLUSIONS 

In this paper, we addressed the critical challenges facing healthcare institutions in implementing machine learning solutions: data 

privacy concerns, continuous data streams processing, and effective collaboration across institutions of varying sizes. We proposed a 

novel decentralized federated continual learning system that combines GANs for synthetic data generation and DSNs for classification, 

enabling privacy-preserving collaboration without central coordination. Experimental results demonstrate the system's effectiveness 

across diverse scenarios, including ablation studies, scalability analysis, and comparisons with state-of-the-art approaches. The results are 

comparable with state-of-the-art centralized approaches, and while the system may not significantly improve classification performance 

beyond existing methods, it provides crucial advantages in terms of data privacy preservation, institutional collaboration, and dynamic 

data processing capabilities. Furthermore, the analysis of knowledge retention and diffusion highlights the system's ability to preserve 

insights from historical data and propagate knowledge across institutions, ensuring equitable performance even for smaller healthcare 

centers. These characteristics make our approach particularly suitable for real-world healthcare applications where privacy, continuous 

learning, and inter-institutional collaboration are essential requirements. 
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