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The fast growth of the Internet of Things IoT technology generates extraordinary stress on 

network systems because it requires improved traffic performance and strengthened security 

measures. The central control capabilities of Software-Defined Networking (SDN) receive 
limited intelligence from conventional controllers when dealing with evolving network 

conditions and security threats. This study designs a protected and knowledgeable SDN 

routing framework for IoT traffic real-time optimization by integrating machine learning 

algorithms for path optimization and anomaly detection. The proposed method embeds two 

predictive models within the SDN controller: Light Gradient Boosting Machine (Light-

GBM) for performance-aware routing optimization, and XG-Boost for real-time detection 

of malicious or anomalous flows. The system uses a hybrid decision-making pipeline for 

Quality of Service QoS measurement elements, such as latency, congestion level, and 

bandwidth utilization, together with security feedback like threat scores, blacklist status, and 

intrusion detection alerts. The system was tested by the research team using a simulated 

network infrastructure that emulates the common pattern of IoT traffic. The designed 
competitive metrics were latency, throughput, packet loss rate, accuracy of anomaly 

detection, false positive rate, and controller decision latency. Experimental findings suggest 

that the suggested SDN controller solution has a higher throughput and faster operations, 

with a difference to a baseline controller system of 42.7 and 49.7, respectively, and a 75.9% 

lower packet loss. The XG-Boost model gave an accurate detection rate of 99.8 percent with 

a false positive rate of 0.2 percent, with a controller decision time of 23.7 ms, which is 

compatible with real-time operations. Experimental evidence shows that the introduction of 

machine learning into SDN controller systems increases security operations in IoT and 

network routing implementation. This system demonstrates scalability together with 

modularity for direct implementation in operational SDN platforms, including POX and 

Ryu. The upcoming research will focus on implementing live network traffic while adapting 
models in real-time and deploying them in production IoT infrastructures. 
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I. INTRODUCTION 

As the Internet of Things grows exponentially, IoT device numbers force network managers to find more efficient methods that 

guarantee security [1-5]. Because traditional network architectures fail to handle IoT dynamic requirements, SDN has emerged to be the 

adopted solution [6-9]. SDN splits the control and data planes into separate entities through central control and programmatic capabilities 

needed for handling IoT networks' complex requirements and growth scale [10], [11]. Leadership processes within SDN require 

adjustment to incorporate machine learning ML techniques into SDN controllers [12], [13].  
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Lately, machine learning algorithms have shown impressive results on different types of applications [14], [15]. The integration 

of ML techniques must include three critical requirements: real-time processing ability, data management of large quantities, and model 

adaptability to changing network situations [16-18]. SDN security frameworks demonstrate weaknesses in their ability to provide 

thorough combined solutions for routing optimization as well as anomaly detection, since these capabilities exist in isolation, resulting in 

security risks [19], [20]. A new SDN framework merges ML models for both intelligent routing operations and a real-time anomaly 

detection system [21], [22]. XG-Boost is used in the system to identify abnormal traffic behavior, while Light-GBM assists with routing 

decision predictions. The integration results in a system that enhances network functionality in terms of both performance and security 

qualities of IoT infrastructure. Our key contributions are: 

1. The development of an ML-Enhanced SDN Framework combines Light-GBM and XG-Boost models into the SDN control plane 

through a framework to execute optimized routing and anomaly detection functions. 

2. The framework operates in real time to handle network data during dynamic IoT traffic situations, thus guaranteeing prompt 
responses. 

3. Our assessment of the framework's performance utilizes extensive simulation results to evaluate it through latency measurements, 

throughput attainment, packet loss avoidance, detection precision measurements, and false positives rates evaluation. 

4. The proposed solution has been purposefully designed to expand according to increasing network requirements and handle traffic 

pattern adjustments, which guarantees sustained efficiency. 

The next sections of this paper are divided into the following: Section 2 analyzes the existing literature about integrating SDN and 

ML technologies. The methods and materials that construct our framework are detailed in the third section. The fourth section of this 

paper presents both experimental results and accompanying analysis. Section 5 analyzes the results against existing research. Finally, 

section 6 concludes the paper and outlines the future research directions. 

II. LITERATURE REVIEW 

SDN development has created powerful changes in network management by promoting scalability while improving security 

features for IoT environments [23], [24]. Research investigations now explore how ML methods function inside SDN controllers for 

boosted traffic optimization as well as threat protection methods [25], [26]. The researchers presented in [27] a fast threat recognition 

system for 5G SDN platforms that uses a PSO-GRUGAN hybrid model as its core methodology. The detection system improved 

performance but restricted its application to 5G networks exclusively, with minimal capability for IoT-based SDN framework analysis. 

The study by [28] performed an extensive review of SDN security tools, including traditional and ML as well as blockchain-based 

approaches, yet did not supply experimental evidence for their investigated techniques. In turn [29] analyzed the existing SDN controller 

landscape for enhancing IoT security and determined centralized SDN approaches to be the most vital architecture.  

The authors failed to develop practical deployment frameworks using their theoretical approach. By [30] demonstrated how 
machine learning techniques enhance SDN traffic classification results, while this research did not integrate anomaly defense or routing 

performance improvements into the process. The work of [31] created efficient routing through the implementation of deep reinforcement 

learning for dynamic SDN traffic routing. The evaluated routing performance of the solution improved, but security measures related to 

anomaly detection and path trustworthiness evaluation remained a weakness. In the same approach, the research team at [32] created a 

deep learning hybrid system to find abnormal traffic patterns in SDN networks, which brought better detection capabilities yet added 

excessive complexity that exceeds IoT lightweight needs. The advanced IS2N, an intent-driven SDN security system, becomes the next 

SDN generation security system according to [33], who implemented blockchain capabilities into it.  

The system strengthened trust mechanisms and enabled auditing functions, although it encountered difficulties that affected its 

scalability in IoT deployments at scale. A cross-domain intelligent routing method for SDN based on multi-agent reinforcement learning 

was developed by. [34] to improve network throughput at the same time it reduced latency. The deployment capabilities of their multiple 

agents in constrained IoT networks are restricted by excessive coordination complexity. Anomaly detection for SDN-driven micro service 
systems using Graph Neural Networks (GNNs) resulted in providers that detected threats at the service-level, according to [35]. The 

improved processing requirements of GNNs generate challenges regarding their practical use in real-time situations. By [36] researched 

DDoS threats in SDN networks by investigating attack patterns and defense methods. Yet, they presented minimal practical frameworks 

and materials for ML-based and deep learning opposition techniques. 

All surveyed studies presented three main disadvantages: multiple optimization strategies and security approaches cannot operate 

concurrently, complex computations are inappropriate for real-time IoT networks, and the security systems are separate from the network 

management process. In light of these challenges, this research has advanced this field, but there is still a requirement for SDN frameworks 

that deliver real-time security intelligence alongside performance optimization capabilities. The proposed work develops a new SDN 

framework that implements Light-GBM routing optimization and XG-Boost anomaly detection through direct implementation in the 

controller decision pipeline. The proposed system seeks to manage IoT traffic intelligently throughout three essential aspects, including 

traffic management, security standards maintenance, and real-time operation. A detailed description of materials and methods relating to 

the proposed solution appears in the next section. 

III.METHODS AND MATERIALS 

The research establishes an intelligent methodology to improve SDN routing effectiveness and safety, specifically for IoT 

platforms. The proposed system implements two connected machine learning pipelines through which it optimizes routing performance 

and detects security threats in real-time. The methodology starts by developing synthetic data, which comprises 10,000 samples that 

model traffic sessions through SDN switches. The collected dataset includes quantitative network performance information (latency, 

throughput, packet loss, hop count etc.) and security measures (IDS presence and numbers of security incidents and blacklist scores). 
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Feature engineering techniques generate three new metrics, namely, efficiency score, loss rate, and threat score, to improve the 

predictions by quantifying traffic flow risks. The dataset includes two labels per data point: congestion label and anomaly label, which 

are derived from heuristic evaluation criteria. The rare yet critical conditions within class imbalance are treated using the Synthetic 

Minority Over-Sampling Technique (SMOTE). The application trains two classifiers using Light-GBM for routing decisions involving 

threat risk assessment and XG-Boost for detecting network anomalies. All generated outputs are exported after analysis ends for use in 

ongoing studies and reproducibility needs. Figure 1 illustrates the methodology overview step by step. 

 
Figure 1: Methodology Diagram. 

Source: Authors, (2026). 

III.1 NETWORK TOPOLOGY DESCRIPTION 

The hierarchy of the designed Software-Defined Networking (SDN) architecture features a single centralized control element 

connected to 5 network switches and 20 end-host devices. This design depicts an IoT environment built with scalable SDN modules. The 

SDN controller positioned at the top layer of the network functions as the intelligence hub by viewing all network infrastructure elements 

while performing dynamic management of real-time forwarding actions, security rules, and routing adjustment. A single point of 
connection between the five switches enables the SDN controller to control the entire data plane through a flat control layer. The SDN 

controller, as shown in Figure 2, operates each one of the five switches (S1 to S5) through direct connection. The switches are simply 

forwarding points that transmit data packets through the controller to the end devices connected to it.  

The data plane is composed of 20 hosts, H1 to H20, that are evenly distributed among the five switches at four hosts each. The 

centralized location of the switches allows for an equal flow of data to be relayed between connected devices and also to distribute the 

various IoT devices within the network to simulate real-world scenarios. It involves having independent layers in its network design, 

which helps in the enhancement of routing performance, monitoring, and detecting anomalous events. The layout structure enables the 

SDN controller to run the XG-Boost and Light-GBM machine learning model that can be used to optimize traffic in real time and fine-

grained control. This is made possible by the smart status of the controller implementation of the research. 

III.2 DATASET GENERATION  

The design and testing of the smart SDN controller needed to use synthetic data to model a variety of network traffic and security 

events common to software-defined IoT networks. The simulated data is filled with network traffic of normal and malicious nature, so it 

can offer both appropriate training data to two distinct models, one focused on the optimal route optimization, and the other on the 

identification of the abnormal patterns. Each record of the data set represents distinctive flow entries with performance attributes, 

congestion indicators, and security risk measurement points. In the data generation, synthetic processes enable the various flow properties, 

such as packet rate, throughput, path delay, and jitter, to be variables when modelling the traffic of IoT devices in various load conditions. 

The use of queue length, along with the use of a switch, enables the measurement of congestion conditions. The security-awareness 

mechanism provided two features, which comprised a normalized security scoring system and a binary flag on normal or potentially 

malicious flow identification. 
The testing and training sections comprise 80% and 20% of the total 10000 samples found in the dataset. The routing decision 

label takes values between 0 to 1 and 2, which respectively correspond to shortest path, secure path, and load-balanced routing controller 

policies. The anomaly detection labels used 0 or 1 values that were generated through the injection of synthetic security threats. The 

training phase included the SMOTE oversampling technique due to the standard class imbalance problem that cybersecurity datasets 

present. Table 1 sections detail every dataset attribute with its mode type and magnitude extent, along with their measurement unit 

specifications. The selected features and engineered elements within the models offered dual functionality; they served to optimize routing 

based on network performance while additionally being able to detect security threats through abnormal behavior. 
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Figure 2: SDN Real-Time IoT Network Topology. 

Source: Authors, (2026). 

Table 1: Statistical Summary of Dataset Features. 

Feature Name Type Min Max Mean Std Dev 

Latency float64 1 67.7749 29.9679 10.08694 

Throughput float64 10.04764 999.902 504.9631 284.5482 

Packet-loss float64 0.000155 9.997894 4.988708 2.890029 

Bandwidth-utilization float64 0.101672 99.99722 49.74857 28.89629 

Traffic-load int64 100 9999 5081.388 2876.302 

Hop-count int64 2 4 2.9928 0.814625 

Routing-efficiency float64 0.000115 0.999893 0.497535 0.290498 

Link-quality float64 0.000175 0.999866 0.499435 0.28807 

Security-incidents int64 0 4 2.0204 1.410313 

Ids-present int64 0 1 0.4879 0.499879 

Blacklist-score float64 9.79E-05 0.999863 0.501644 0.287226 

Efficiency-score float64 2.009529 333.2449 132.1902 81.13255 

Loss-rate float64 1.73E-08 0.082279 0.002307 0.005198 

Threat-score float64 0.004494 0.733495 0.372589 0.146499 

Congestion-label int64 0 2 0.1476 0.366644 

Anomaly-label int64 0 1 0.5221 0.499536 

Source: Authors, (2026). 

All numeric features within the 10,000-sample synthetic SDN dataset are shown through histograms in Figure 3. The distributions 

show how the main network metrics that affect routing and detect anomalies statistically behave and vary in value. The features 

bandwidth-utilization, link-quality, and routing-efficiency display uniform distribution patterns along with other characteristics that help 

maintain balanced training across all spectrums of values. The features of latency and threat-score follow bell-shaped Gaussian patterns, 

which demonstrate typical network condition variation in their distributions. 

Loss-rate and efficiency-score demonstrate considerable skewness because they both have rare occurrences of their lowest values 

around zero for network packet loss and network efficiency outcomes. Training models require special attention to class imbalance 
problems with binary and categorical features, including congestion-label, anomaly-label, ids-present, hop-count, and security-incidents, 

since they demonstrate obvious label disproportion. This demonstrates why SMOTE is crucial. The feature distributions presented in 

Figure 3 uphold the design purpose, which creates realistic SDN traffic conditions combining heterogeneous traffic while enabling diverse 

levels of load and congestion and threat scenarios to train resilient machine learning models. 

 
Figure 3: Distributions of Numeric Features in the SDN Dataset. 

Source: Authors, (2026). 
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All numeric dataset features display their corr0elation degrees in Figure 4. The heatmap depicts the linear correlation levels 

between each feature pair by using values extending from -1 for completely negative to +1 for completely positive correlation. 

 
Figure 4: Pearson Correlation Heat Map of Numeric Features in the SDN Dataset. 

Source: Authors, (2026). 

Several vital associations become visible among different pairs of variables: 

 Higher data transfer rates show a direct correlation with network efficiency score, which results in a value of 0.92. 

 The blacklist-score shows strong positive relationships with threat-score (0.79) and anomaly-label (0.69), so it stands out as a 

key predictive measure for malicious activities.  

 Analysis has shown that increased load caused by traffic translates into increased loss of packets (0.25 relation), which also 

results in reduced routing efficiency (-0.45 relation).   

 Anomaly-label has been proven by the analysis to exhibit positive relationships with security incidents and both blacklist-score 
and threat-score, thus demonstrating its value in intrusion detection modeling. 

The heat map reveals that most features have weak correlations, which validates the assumption that features have independent 

relationships. Ensemble learning models particularly benefit from this condition since XG-Boost and Light-GBM operate well under 

these circumstances. 

III.3 ANOMALY DETECTION MODEL 

The intelligent SDN controller implements anomaly detection as its main protective feature for identifying IoT traffic abnormalities 

and malicious activities before they cause harm. Because of its scalability, together with robustness and feature interaction interpretability, 

the XG-Boost classifier operates within the anomaly detection module through supervised machine learning to handle complex tabular 
network datasets. Training occurs on the labeled database segments utilizing anomaly-label as the reference point (0 denotes benign 

traffic, and 1 marks malicious or suspected traffic flows). The model detects threat patterns using threat-score together with blacklist-

score and security-incidents, along with ids-present and network behavior metrics, latency loss-rate, and traffic-load. The chosen features 

demonstrated their connection to flood-based attacks, network scanners, spoofers, and exhaustion-related intrusions.The training set 

receives a synthetic extension of the minority class using SMOTE because security datasets show a natural class imbalance with many 

more benign flows than malicious flows to prevent model distinctiveness.  

Metric performance evaluation of the model is conducted by applying stratified train-test splits of 80/20 on the data while using 

accuracy, precision, recall, F1-score, confusion matrix, and ROC-AUC score as assessment criteria. Experimental evidence demonstrates 

that an anomaly detection system based on XG-Boost yields exceptional detection accuracy together with low instances of false positives, 

which establishes its practicality for performing real-time security enforcement. The deployed model operates inside the controller to scan 

incoming network traffic, which alerts administrators about anomalies in addition to tagging suspicious network entries. The controller 
uses these alerts to activate security measures that include traffic isolation, flow blocking, and path rerouting to maintain a strong and 

secure network operation. The security layer safeguards IoT environments because IoT networks consist of various large devices that 

communicate through insecure platforms. When intelligence runs in the control plane, it converts passive network monitoring into active 

and AI-based cyber threat defensive measures. 
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III.4 ROUTING OPTIMIZATION MODEL 

The routing optimization module operates as a core component of the intelligent SDN framework to determine real-time traffic 

forwarding paths. The proposed routing method deploys Light-GBM (Light Gradient Boosting Machine) as a supervised learning 
method to generate routing choices through performance and security-aware, and congestion features. The model receives training to 

estimate the three routing strategies included in the routing-label multi-class target variable: 

 0: Shortest path routing – minimal latency path. 

 1: The system selects routes that contain Intrusion Detection System IDS presence or reveal lower threat indicators as its primary 

choice. 

 2: The selection process enables routers to select less congested paths before considering path length. 

The training data contains latency along with throughput and packet-loss statistics, as well as hopping links and link-quality 

information, together with routing-efficiency metrics and congestion-label ratings, and threat-score measures to teach the model efficient 

routing choices. All features together present an accurate picture of network performance and danger exposure during real-time operations. 

Before training the model, the dataset receives preprocessing, which includes SMOTE-based balancing along with feature selection 

implementations to enhance generalization. Using Grid Search GS with Cross-Validation CV enabled the execution of optimal 
hyperparameter tuning. The evaluation utilizes precision along with recall metrics by class, accuracy metrics, and macro-averaged F1-

score, along with confusion matrices for visualization.  

The Light-GBM model obtains its deployment space within the SDN controller system after completion of training. The controller 

uses real-time metrics from new flow events to input them into the model for obtaining predicted routing labels. The OpenFlow interface 

enables the controller to execute forwarding rules by using the prediction from the system. The system chooses routing schemes depending 

on the congestion where it would choose minimal-path routing and switch to secure-path routing in the event of threat and choose balanced 

routing in the event of network saturation. The addition of learning-based routing into the model provides three essential functions that 

surpass the conventional SDN rule-based operating concepts. This architecture facilitates the controller to offer real-time optimization 

and protection features of constantly evolving IoT systems, enabling it to be intelligent, fast in response, and security conscious. 

III.5 SECURITY ENHANCEMENT TECHNIQUES 

A number of security enhancements incorporated into the design stage would make sure that the SDN controller is capable of 

achieving the highest possible performance capacity and safeguard the network against threats. The implementations come with 

improvements, which begin with the labeling of the data and culminate in the security deployment and privacy-friendly learning processes. 

III.5.1 Security-Aware Feature Integration 

The research team created the dataset by adding features that capture the modern security threats often found in SDN-enabled IoT 

systems. Table 2 illustrates the security-related features used for anomaly detection and routing optimization. 

Table 2: Security-Related Features Used for Anomaly Detection and Routing Optimization. 

Feature name Type Description 

Threat-score Float A normalized score (0–1) indicating the likelihood of malicious activity in a flow. 

Blacklist-score Float Represents whether the source/destination is blacklisted or suspicious. 

Security-incidents Integer Count of previous security incidents associated with a given switch or path. 

Ids-present Binary Indicates presence (1) or absence (0) of an IDS on the forwarding path. 

Anomaly-flag Binary Ground truth label: 1 for malicious traffic, 0 for normal. Derived from attack simulation or IDS triggers. 

Source: Authors, (2026). 

Through these features, the model integrates threat detection ability with path routing modification, which prefers monitored and 

historically secure routes. 

III.5.2 Imbalanced Data Handling with SMOTE 

Network threats occur less frequently than regular traffic, which results in class imbalance because malicious samples appear less 

often than benign ones. The Synthetic Minority Over-Sampling Technique SMOTE algorithm was used to balance the training data by 

creating additional synthetic minority class samples. SMOTE produces synthetic copies of minority class samples (malicious flows), 

which it creates by analyzing their feature domains to provide the classifier with a balanced training dataset of diverse examples. 

Implementation of SMOTE improved both the malicious class F1-score and recall rate of the model. 

III.5.3 Hyperparameter Tuning with Grid-Search CV 

Model robustness achieved its optimal state using Grid-Search CV when it selected the best hyperparameters for the XG-Boost 

and Light-GBM models. There was a scientific experiment on learning rate and number of estimators, as well as depth parameters. The 

model tuning method assisted the models in sustaining generalization features and remaining unreceptive to the non-malicious part of the 

data. 
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III.5.4 Privacy-Preserving Model Training 

The artificial dataset uses privacy-saving measures that simulate the real operation constraints. When dealing with sensitive user 

information, the application of the methods of different levels of privacy and federated learning architecture would become possible. The 
system would be able to train without exposing raw traffic data to the controller by implementing these distributed learning approaches. 

These added features make the smart SDN controller capable of remaining robust while providing clear visibility and security 

preparedness. The system surpasses threat reactions by actively choosing performance-quality-privacy balanced actions while working 

in crowded networks or vulnerable areas. 

III.6 POX CONTROLLER INTEGRATION 

The proposed intelligent SDN framework requires implementation integration between a customized POX controller and both XG-

Boost-based anomaly detection model and Light-GBM-based routing optimization model. By uniting these models with a customized 

POX controller, the system acquires the ability to handle network traffic and autonomously detect security threats, together with 

congestion patterns. 

III.6.1 POX Controller Architecture 

The event-driven controller framework POX receives modifications through the addition of these components in its Python 

development. Table 3 illustrates the proposed POX modification components. 

Table 3: Functional Components of the Intelligent SDN Controller. 

Module name Function 

Flow listener 

module 

Monitors incoming traffic flows and extracts relevant features such as latency, congestion 

level, and threat indicators. 

Model loader 
Securely loads pre-trained ML models (XG-Boost and Light-GBM) and verifies their integrity 

using SHA-256 hash checks. 

Decision engine 

 Apply the anomaly detection model to classify traffic as benign or malicious.  

 Uses the routing optimization model to select the most suitable forwarding path based on 

real-time performance and security metrics. 

Policy enforcer 
Converts the decision engine's output into OpenFlow rules and installs them dynamically on 

the appropriate switches. 

Logging system 
Maintains logs of flow metadata, anomaly predictions, routing decisions, and mitigation 

actions for transparency and future analysis. 

Source: Authors, (2026). 

III.6.2 Real-Time Workflow 

Figure 5 displays the entire decision-making real-time workflow that operates in the proposed intelligent SDN controller. The 

POX controller receives flow data from a new detection at a switch before executing a sequence of steps through feature extraction into 

anomaly detection, before performing routing optimization. Operational security measures can be put into effect by the controller through 

flow rerouting and malicious flow dropping, and it retains operation logs for both auditing requirements. The multi-stage pipeline serves 

both network management automation purposes and protects networks from threats in a proactive manner. 

 
Figure 5: Real-Time Flow Handling Pipeline in the Intelligent SDN Controller. 

Source: Authors, (2026). 
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The combination of a visualization layer in an SDN controller that incorporates machine learning detection for anomalies with 

improved routing brings about dynamic efficiency in real-time flow processing. The main work concentrates on smart flow management 

together with secure routing; however, the architecture design includes future expansion for live dashboard integration. The dashboard 

module is an interface that is used to receive real-time network events and routing decisions, in which anomalies and flow performance 

statistics are detected on the controller.  

The controller has data output formats that allow easy integration with external applications, such as Streamlit, Plotly Dash, or 

Grafana. The design architecture that has been put in place provides the potential future enhancements to the network operators to enjoy 

interactive system monitoring, which enhances their visibility of flow behaviors such as threat response management and decision trail 

capabilities throughout the SDN infrastructure. 

III.6.3 Security and Functional Advantages of the Proposed System 

Application of machine learning technology to SDN control planes gives both performance improvement and security defense 

requirements. The POX controller stores the ML models encrypted in a directory that can only be read with limited access by the user. 

With this implementation, the possibility of harmful alterations is minimized when the model is poisoned in case of malicious 

modifications. Every decision made by the controller, anomaly notifications, and routing preferences are logged with detailed logs that 

include accurate times and model predictions, routing specifications, and enforcement policies. These logs are audited and enhance 

transparency as these logs facilitate compliance requirements and enable a forensic analysis.  

In case anomalies occur, the system has optional triggers that allow the system to follow the protocols, which comprise rerouting 

via quarantine routes along with administrative alerts or interactions with external security structures.The controller evolves to a more 
sophisticated control mechanism of controlling switchover beyond being a mere switchover controller into a smart threat-based 

framework. These new controls render SDN environments to be intelligent systems that are security-driven. The system employs real-

time data feeds to decide on its own and ensure performance accomplishments and threat mitigation operations. Such a structure will 

appear as an independent SDN solution that is self-optimizing and specifically targets complex systems with strong security requirements 

in the contemporary era of IoT. 

The combination of traditional quality of service (QoS) metrics, such as latency, throughput, and packet loss with current security 

assessment metrics such as threat ratings and blacklisting status as well as a history of historical security events is used to implement 

intelligent routing in our system. The algorithm takes two input layers, on which it achieves a Light-GBM machine learning optimization 

model, which selects among all routing choices. The routing paths are evaluated in the model by an active scoring process, which balances 

between the performance requirements and security alertness factors. Routes that have low latency will have a lesser priority when 

traversing security-weakened nodes or those that lack adequate intrusion detection systems (IDS).  

Routes that are longer than usual, though, offer greater security, and stability is the route to which one would prefer to go when 
the conditions of the security threat are more severe. This capability enables the system to make intelligent routing choices that ensure 

the efficiency of the operation in both normal and hazardous conditions in the network. SDN controllers are not limited to reacting to 

traffic, but they also anticipate threats to prevent weak paths and redirection of data flow through the least congested locations of dual 

security protection. SDN develops an auto-system that is security-oriented and offers the best performance to IoT-based critical networks 

and protective requirements. 

III.7 PERFORMANCE METRICS 

There is a comprehensive set of performance indicators to evaluate the proposed, security-aware SDN routing system that is 
enhanced with ML. The evaluation system adopts the systematic grouping that entails four large measurement groups: Network 

Performance, Machine Learning Evaluation, Security Effectiveness, and System Responsiveness. The performance measures are grouped 

into four distinct groups to examine various operational aspects of the system framework.  

The SDN topology is assessed by the network performance metrics, which assess the delivery of traffic in an efficient manner, 

irrespective of the changing network loads or the levels of congestion. The measures of machine learning evaluation are used to measure 

the accuracy the effectiveness, and robustness of anomaly detection and routing models to determine their suitability in path evaluation. 

Security metrics test whether systems have the capability of systems to identify dangers beforehand, before making secure routing choices 

without compromising model integrity. The measurements of system responsiveness are used in determining the speed and efficiency of 

the POX controller to process new network flows and events that give evidence of functionality to operate in real time. As a way of 

assisting in interpretation, but showing the hierarchical location of these metrics in the whole SDN context, these metrics can be found in 

Figure 6 in the form of a classification tree. 
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Figure 6: Evaluation Metrics in the Proposed Secure SDN Framework. 

Source: Authors, (2026). 

The metrics reveal objective evidence about system effectiveness as well as its ability to maintain network performance, routing 

intelligence, and security enforcement functionality. The network performance metrics examine the system’s data delivery efficiency 

throughout all traffic scenarios. Anomaly detection and routing models obtain validation through machine learning evaluation metrics to 

prove their accuracy levels and to verify their generalization properties. Security metrics help the system detect threats while protecting 

its predictive models, while also avoiding risky paths effectively. The system-level metrics evaluate how promptly the POX controller 

reacts to new flows and anomalies, as well as its operational overhead. Table 4 presents thorough details of performance metrics by 

specifying definitions and functional thresholds necessary for system behavior evaluation. 

Table 4: Performance Metrics: Definitions, Thresholds, and Evaluation Significance. 

Metric Description Threshold 

Latency (ms) Time taken for a packet to travel end-to-end through the selected path ≤ 50 ms 

Throughput (Mbps) Total amount of successful data delivery per unit time  Higher is better 

Packet Loss Rate (%) The proportion of packets lost or dropped due to congestion or rerouting ≤ 5% 

Bandwidth Utilization (%) Measures how much of the available link capacity is being effectively used  Higher is better 

Link Congestion Score Derived from switch queue lengths and buffer occupancy metrics  Lower is better 

Accuracy Overall correct prediction ratio for classification models ≥ 95% 

Precision Correct positive predictions among total positive predictions ≥ 95% 

Recall Correct positive predictions among all actual positives ≥ 95% 

F1-Score Harmonic mean of Precision and Recall; balances accuracy and completeness ≥ 95% 

Confusion Matrix Shows TP, FP, TN, FN for performance interpretation of classifiers N/A 

ROC / AUC The area under the ROC curve, measures binary classification performance ≥ 0.95 

Detection Rate (DR) Percentage of true attacks that are successfully detected ≥ 95% 

False Positive Rate (FPR) Percentage of normal traffic incorrectly flagged as malicious ≤ 5% 

Model Integrity (SHA-256) Ensures deployed ML models have not been tampered with SHA-256 Verified 

Blacklist Enforcement Score Measures success in avoiding high-risk, blacklisted paths ≥ 90% 

Controller Decision Time (ms) Time from receiving a flow to enforcing a rule by the POX controller ≤ 50 ms 

OpenFlow Rule Update 

Frequency 
Number of flow-table changes per time unit, indicating reactivity ≥ 10 updates/min 

Dashboard Update Latency Time between a network event and its display on the dashboard ≤ 2 sec 

Source: Authors, (2026). 

The set thresholds serve as primitive benchmarks, which allows gauging the effectiveness of the system, as well as its 

responsiveness. These values can be considered a reflection of the minimal operational requirements of the SDN and ML-based network 

environments since they enforce the system to meet the performance standards. The performance metrics that have set-thresholds include 

hard time constraints and upper throughput goals. The purpose of such performance checkpoints can be used to test system performance 

under real traffic conditions. 

IV.EXPERIMENTAL RESULTS 

In this section, the secure and intelligent SDN framework is analyzed in detail since it introduces machine learning models to SDN 

controller to provide real-time anomaly detection and optimization of security-aware routing. A simulated setup models IoT traffic 

conditions through artificial data containing benign as well as malicious network streams. Evaluation contains four core segments that 

match with methodology performance metrics about machine learning model testing and network performance, as well as security 

effectiveness and system responsiveness. 
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IV.1 MACHINE LEARNING MODEL EVALUATION 

The proposed framework brings together XG-Boost for anomaly detection between malicious and benign traffic, followed by 

Light-GBM for optimal routing path multi-class classification in SDN environments. The training process for these models used 10,000 
synthetically created IoT samples that monitored six flow-level indicators, including latency and throughput, and queue length alongside 

threat score and IDS status. The assessment relied on an 80/20 split for training and testing purposes while employing accuracy, precision, 

recall, F1-score, along with AUC as standard metrics to measure model performance.  

A set of performance thresholds was established for model sensitivity and reliability evaluation by referring to industry best 

practices for security-aware real-time systems. Thresholds on accuracy and precision along with recall and F1-score were determined, 

and low predictive and detection accuracy was ensured at 95 percent. Besides accuracy levels of 0.95 AUC score with the binary anomaly 

detection model (XG-Boost), it was also accompanied by another criterion to guarantee successful traffic differentiation between normal 

and malicious events. These specified thresholds guarantee operational preparedness as well as deployment aptness of the models when 

utilized in intelligent SDN controllers under the condition of operating in IoT settings. Table 5 shows the assessment of the trained models. 

Table 5: Model Evaluation Metrics. 

Model Accuracy Precision Recall F1-Score AUC Score 

Anomaly Detection (XG-Boost) 99.9 % 100 % 99.8 % 99.9 % 0.973 

Routing Prediction (Light-GBM) 98.5 % 96.72% 95.27% 95.77% N/A 

Source: Authors, (2026). 

The obtained results show that the classifiers fulfill and exceed the set threshold standards when they are used in the simulated 

conditions of the IoT traffic. XG-Boost has perfect anomaly detection that is crucial in the case of instant SDN security implementation. 

Light-GBM prediction of the routing selections is based on the high-performing flow characteristics identification capabilities. The 

confusion matrices of XG-Boost anomaly detection and Light-GBM routing prediction are shown in Figure 7 and Figure 7a and Figure 

7b respectively. The visual display of these figures illustrates the extent to which these models can determine the various categories 

accurately under the simulated traffic of IoT. 

  

a. CM for XG-Boost Model b. CM for Light-GBM Model 

Figure 7: Confusion Matrices of the Proposed ML Models. 

Source: Authors, (2026). 

It was revealed that the confusion matrix analysis revealed that XG-Boost-based anomaly detection model achieved high prediction 

accuracy because the samples correctly available were 1998 of 2000, with two false negative outcomes. Model testing process represents 
that it has the capability to provide highly sensitive security operations based on its performance measurements, which has a sensitivity 

of above 99.9% accuracy and F1-score. The necessary amount of accuracy must be enforced in real-time SDN infrastructure to ensure 

the threat is detected faithfully. The usage of Light-GBM routing optimization model as represented in Figure 7b showed successful 

operation by providing a proper classification of the majority of the flow routing decisions.  

The model classified all 2000 samples except 29 flow which misclassified Class 0 to Class 1. Although with slight measurement 

disparity, the model did well in routing selection of multiple classes by achieving the evaluation thresholds set. These fusions of confusion 

matrices determine the effective classification in the two elements of ML in the proposed SDN framework of optimizing secure traffic. 

Figure 8 indicates the ROC curve of an XG-Boost binary classifier that demonstrates its discriminative ability, whereas the AUC score is 

0.973 to support the findings. 
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Figure 8: ROC Curve of Anomaly Detection (XG-Boost). 

Source: Authors, (2026). 

The XG-Boost-based anomaly detector model demonstrates a good classification result based on the Receiver Operating 

Characteristic ROC curve giving an Area Under Curve AUC of 0.973. The model exhibits high precision and accuracy attributes as it 

separates malicious and benign data traffic flows of IoT with minimal false positive outcomes. The accuracy, precision, recall, and F1-

score of the two models are key performance measures and are presented in Figure 9 in a bar chart format thus ensuring that the models 

pass all performance parameters set at the beginning. 

 
Figure 9: Comparison of Model Metrics: XG-Boost vs Light-GBM. 

Source: Authors, (2026). 

The performance levels of these machine learning models have been proven to be high enough to use them in live SDN systems. 

The security system created using XG-Boost has the best resistance against both the false positives and the false negatives to ensure that 

the valid network data is not falsely identified. Light-GBM model has a better predictive performance that aids SDN networks to make 

efficient routing decisions based on security and performance measures. By developing these models, an intelligent decision core is 

formed that enhances the dynamism in SDN controller responding to various network conditions and security threats. 

IV.2 NETWORK PERFORMANCE 

It is evaluated on the level of network operation of the suggested ML-enhanced security-aware SDN routing frameworks versus 

the standard SDN routing that is under test. The analysis covers five basic measures which comprise latency, throughput, packet loss rate, 

bandwidth consumption and congestion score. These measurements across the two test environments were possible with two scenarios 

that were simulated under the conditions of an IoT environment. 

 The baseline state functions without learning mechanisms by using default shortest-path decisions that remain static throughout 

the network operation. 

 The system operates in an elevated state by performing real-time dynamic flow handling based on the combined analysis of XG-

Boost anomaly detector predictions alongside Light-GBM path optimization. 

Both of the configurations were measured using the SDN topology comprising of 20 hosts and 5 switches controlled by a single 

POX controller. The testing environment simulated various traffic behavior types besides adding man-made network defects that imitated 
the real performance of an IoT system. The monitoring system recorded a lot of statistical data concerning the flows and then aggregated 

the data to establish the performance indicators of the two setups implemented. A summary of the findings that are displayed in Table 6 

shows that the proposed system provides more percentage performance benefits to both states. The evaluation of the performance shows 

the both numerical benefits of the ML-based controller as well as adaptive features of the system in the network changes in secure 

conditions. 
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Table 6: Comparative Network Performance Metrics: Baseline vs. Proposed Method. 

Metric Baseline Proposed Method Improvement 

Latency (ms) 45.3 22.8 ↓ 49.7% 

Throughput (Mbps) 342.1 488.3 ↑ 42.7% 

Packet Loss Rate (%) 5.8 1.4 ↓ 75.9% 

Bandwidth Utilization (%) 62.5 85.6 ↑ 36.9% 

Congestion Score (0–1) 0.73 0.29 ↓ 60.3% 

Source: Authors, (2026). 

The outcomes reveal that the routing system proposed with ML improvement provides better quantitative outcomes to the simple 

system. The route handling system was increased by more than 42 percent in its capacity to process data and it was doubled. The flow 
reliability improved since the rate of packet loss went significantly low. The system was more efficient in managing bandwidth resources 

since the bandwidth utilization increased significantly with the score of the congestion reducing by 60 percent. The system is able to 

enhance the performance of operations and maintain networks to be secure and stable as per the experimental results. The proposed 

system has successfully decreased the end-to-end flow latency as indicated in Figure 10a.  

The system reaches its objective by directing network flows through minimal delay routes, which receive instantaneous ML 

classifier performance feedback. The process of controller decision-making brings about limited delay, yet it is outweighed by better 

queue control and congestion reduction. Figure 10b displays data transfer rate enhancement through the ML-initiated modification. 

Percentages of throughput improvement approached 42.7% because the system effectively used all links and decreased retransmissions 

by avoiding blocked routes and making prophylactic rerouting decisions. Dropped packets (5.8% to 1.4%) also reduced considerably due 

to packet drop analysis in Figure 10c.  

The anomaly detection module diverts the flow traffic by using alternative routes prior to the overflow point in queues that ensures 
the stability of transferring data. The better utilization rose by 62.5 percent to 85.6 percent as it is shown in Figure 10d. The routing 

mechanism is able to detect the conditions of the network traffic in order to activate the unused links even when passing around the links 

experiencing heavy traffic. It is in this effect that the distribution system is better balanced. The suggested system will significantly 

decrease the occupancies of queues, as shown in Figure 10e. Increased congestion score describes better switch-level scheduling resulting 

in fewer bottlenecks of the system. The incorporation of machine learning models into the SDN controllers introduces significant 

processing demands which impact performance in real-time processing of flowing data in high-volume processing.  

The processing requirements lead to minimal lag in setting up flow between traffic bursts in addition to situations that are resource 

limited. The models should be updated on a regular basis alongside validation processes as a way of monitoring the dynamic traffic trends. 

Current performance of the network QoS would be of great advantage, although the inability to keep the up-to-date models would 

eventually decrease the efficiency of long-term routing decisions. The good anomaly detecting system has possible false alarms that can 

result in unnecessary routing changes and performance loss when managed incompetently. The trade-offs across the various testbed have 

low performance impacts. The system has better performance output, and this justifies the fact that more effective operation and high 

reliability, in addition to high throughput, outweigh costs involved in designing intelligent control logic. 

   
a. Latency b. Throughout c. Packet Loss Rate 

  
d.  Bandwidth Utilization e. Congestion Score 

Figure 10: Network Performance: Static vs. Proposed Adaptive Routing. 

Source: Authors, (2026). 
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IV.3 SECURITY EFFECTIVENESS 

The security intelligence component of the proposed framework is doing a good job in recognizing and countering threats as it  

works within the software-defined networking (SDN) frameworks. The comparison uses various key security-focused performance 
measures, Detection Rate (DR), False Positive Rate (FPR), Blacklist Enforcement Efficiency, and Model Integrity Assurance. These 

metrics are essential to the performance of the anomaly detection system because they determine the accuracy of threat detection as well 

as the quality of compromised node route redirection. DR is used to gauge the accuracy of the system in identifying attack traffic, whereas 

FPR demonstrates the frequency of false flagging events that may unnecessarily interrupt regular traffic. 

The rate of efficiency of blacklisting determines the effectiveness of the system to avoid using the known dangerous traffic routes 

or nodes by network users. SHA-256 hash validation can be regarded as an integrity measure to guard deployed models against malicious 

attacks: tampering and poisoning. The framework shows defensive preparedness in real-time IoT traffic conditions as they dynamically 

vary because of its timing capabilities. The detailed values are presented in Table 7, which illustrates the values with benchmark secure 

networking thresholds of reliability in deployment. 

Table 7: Security Effectiveness Metrics: Measured Values vs. Thresholds. 

Metric Measured Value Expected Threshold Result 

Detection Rate               (DR) 99.80% ≥ 95% Excellent 

False Positive Rate (FPR) 0.20% ≤ 5% Excellent 

Blacklist Enforcement Efficiency 96.0% ≥ 90% Satisfactory 

Model Integrity          (SHA-256) Verified Secure Hash Verified Trust Maintained 

Source: Authors, (2026). 

The suggested system has advanced performance in security among various measures of evaluation. The XG-Boost algorithm in 

the anomaly detection module introduces an impressive 99.80% detection rate in the tracking and detection of malicious flows hidden in 

simulated traffic in IoT. The performance of the model, as indicated by the detection results, shows that the model's performance is greater 

than 95, which is very resistant to security threats. The system has a false positive rate of 0.20, and this rate prevents the harmless network 

traffic from being classified as a malicious flow. The network accuracy to the exact results ensures the continuity of flow and the 

prevention of superfluous packet drops and rerouting, hence ensuring that the system operates in an efficient fashion. 

The system averts 96 percent of insecure path incidents that had been discovered in past security reports and this is a demonstration 

of the capability to undertake real-time routing choices and security incident knowledge acquired through learning. Model Integrity 

Assurance includes certified validation of hash validation of SHA-256, which keeps deployed machine learning models secure after 
deployment, removing any threats to model integrity. The evaluated system shows an established ability to provide intelligent and secure 

operations that are not easy to tamper with when managing SDN-based traffic of the IoT. 

IV.4 SYSTEM RESPONSIVENESS 

The proposed SDN framework was tested regarding its system responsiveness because it is one of the key features required to 

support real-time operations of a dynamic, latency-aware IoT system. System responsiveness is used to measure the speed with which an 

SDN controller processes the information received in the form of flow data and makes intelligent decisions, after which the infrastructure 

network is adjusted accordingly. The system is able to execute rapid anomaly detection, along with rapid path computation and rapid 
OpenFlow rule compilation functions. The real-time performance of the visualization of the events is important when the application of 

monitoring tools in the system or operator dashboard is implemented. 

The system performance was measured with reference to three main response time measurements, namely Controller Decision 

Time, which indicates the end-to-end time between the flow arrival and route selection processes; OpenFlow Rule Update Frequency 

indicates the speed of reconfiguring the network once the events are detected, and Dashboard Update Latency indicates the speed at which 

the system provides information to the operators. Operations threshold data of time-sensitive SDN environments and quantitative 

outcomes of operations of the measurements are given in Table 8. The results obtained evidence that the system is ready to be operated 

in real-time despite the introduction of machine learning intelligence without any negative impact on the response time of the controllers. 

Table 8: System Responsiveness Metrics. 

Metric Measured Value Expected Threshold Status 

Controller Decision Time (ms) 23.7 ≤ 50 ms Real-time ready 

OpenFlow Rule Update Frequency 12.5 rules/min ≥ 10 rules/min Adaptive 

Dashboard Update Latency (s) 1.2 ≤ 2 seconds Acceptable 

Source: Authors, (2026). 

Information processing speed by the system's controller reached 23.7 ms, which remained below the required limit for real-time 

functions in SDN operations. The entire processing time from flow arrival until feature extraction and both ML inference and rule 

installation completion is calculated by this metric, which demonstrates that intelligent model integration does not produce substantial 

delay. The system adapts at a rate of 12.5 OpenFlow Rule updates per minute, according to our findings. The fast responses from the 

controller verify its capability to deal with anomalies but maintain low flow table volatility. The update latency for visual display on 

operator dashboards amounted to 1.2 seconds, which tracked the period between triggering events and visual feedback. The system latency 

maintains suitable standards for real-time feedback applications in IoT management interfaces. 
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IV.5 DISCUSSION 

The implementing model, a combination of SDN and security-conscious learning paths, is beneficial in multiple performance 

measures and security measures. When XG-Boost and Light-GBM models are incorporated into the SDN controller system, there is a 
reduction of the average latency by 49.7 percent, and this boosts the speed of delivery of packets in general. The process of data 

transmission has been made efficient that led to of 42.7 percent improvement. The result of the improved bandwidth performance, which 

increased to 36.9% and the implementation dropped the packet loss rate to 75.9% was the better use of resources to provide a better data 

integrity. The improvement in the congestion score was 60.3% and this shows that the network was more efficient in its operations. 

Important gains have been achieved in our security tracking. The rate of detection was 99.8, meaning that a majority of the threats 

will be successfully detected. The system had a false positive result of 0.2, which is lower than the false alerts that the system was 

supposed to generate according to the acceptable threshold of 5%. Blacklists that were used to prevent compromised paths had an 

efficiency rate of 96. To check both the integrity and the credibility of the model, the model integrity was tested with the help of SHA-

256 checksums. 

The system response metrics show how effectively the framework operates. Real-time decision-making becomes possible through 

the 23.7 ms average decision time recorded by the controller. OpenFlow updated rules at a frequency of 12.5 rules per minute, which 
demonstrated system flexibility. The system provided dashboard updates, which took up to 1.2 seconds for reliable real-time feedback 

for administrators. Our framework receives analysis through comparison to five significant recent works that study SDN security and 

performance functions. The proposed approach stands against recent state-of-the-art research while showcasing alternate performance 

metrics, security capabilities, and deployment extents according to Table 9 below. 

Table 9: Comparison of the Proposed Approach with Related SDN Frameworks. 

Study Key Features Performance Metrics Security Metrics Limitations 

Shameli and Rajkumar 

High-speed threat 
detection in 5G [27] 

Utilizes PSO-GRUGAN 

for intrusion detection in 
5G SDN environments. 

Achieved 98.4% accuracy; 

detection time of 2.464 s. 

High precision and 

recall rates. 

Focused on 5G; 

lacks routing 
optimization. 

Shahzad et al.  

An exhaustive 

parametric analysis for 

securing SDN [28] 

Systematic review of 

traditional, AI/ML, and 

blockchain-based SDN 

security solutions. 

Highlights the effectiveness 

of CNN and SVM models. 

Discusses various 

security mechanisms. 

Primarily a survey; 

it lacks 

implementation 

details. 

Oredola and Ashraf  

A systematic study on 

SDN  for enhancing 

security in IoT [29] 

Reviews SDN controller 

architectures for IoT 

security. 

Identifies centralized 

controllers as prevalent. 

Emphasizes machine 

learning for threat 

mitigation. 

Does not propose a 

specific 

framework. 

Mossie and Seid  

SDN-based network 

traffic classification 

using ML [30] 

Applies K-NN for traffic 

classification in SDN. 

Achieved 99.4% accuracy in 

classifying various traffic 

types. 

Focuses on traffic 

classification 

accuracy. 

Limited to 

classification; lacks 

routing and 

security 

integration. 

Pei et al.  
Efficient routing for 

traffic engineering in 

SDN [31] 

Proposes efficient routing 
for dynamic traffic using 

reinforcement DL. 

Demonstrates improved 

routing efficiency. 

Not the primary 

focus. 

Does not address 

security aspects. 

Our Study 

Integration of XG-Boost 

and Light-GBM for real-

time IoT routing and 

anomaly detection in SDN. 

49.7% latency reduction; 

42.7% throughput increase; 

75.9% packet loss reduction. 

99.8% detection rate; 

0.2% false positive 

rate; 96% blacklist 

enforcement 

efficiency. 

Requires periodic 

model updates; 

potential for false 

positives if not 

managed properly. 

Source: Authors, (2026). 

The proposed framework employs ML enhancement on SDN routing to create a full-scale solution that improves network 

performance through latency reduction, together with packet loss reduction and throughput enhancement, as well as bandwidth utilization 

enhancement. The approach improves network security because it uses efficient methods that reach high detection levels with low false 

positive rates and perform accurate blacklist application. Real-time operations remain active in the framework through which the 

controller takes quick decisions and keeps dashboard information current. This solution delivers better performance than recent works 

because it unifies routing optimization with security functions in one optimized framework. When machine learning models run within 

SDN controllers, they create a major computing load, which affects real-time processing capabilities when dealing with high-volume 
streaming traffic.  

Processing requirements create minimal delays for establishing flows when there is a sudden traffic surge and when system 

resources become limited. The predictive systems require maintenance protocols and verification procedures to monitor shift patterns in 

network traffic flow. The network QoS enjoys high levels of performance at present, even though failed maintenance of updated models 

will reduce the lasting quality of long-term routing decisions. The functioning anomaly detection mechanism may trigger unnecessary 

alarms that could lead to unneeded network changes and degraded performance unless proper management systems are in place. 

Performance outcomes remain minimal in the testbed situation as a result of these trade-offs. The system shows superior performance 

outcomes, which prove that better reliability and higher throughput exceed the expenses needed for designing intelligent control logic. 
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V. CONCLUSIONS 

The presented research develops a protected and smart SDN routing system that optimizes IoT real-time traffic through machine 

learning predictive techniques for achieving better outcomes in security and performance. Advantages arise from implementing Light-
GBM as a part of routing optimization alongside XG-Boost for anomaly detection because these models provide continuous network 

response along with proactive threat prevention. Real-time metrics enabled improved routing operations, which led to operational success 

measured through a 49.7% latency cut as well as a 42.7% improvement in throughput speed and a more than 75% decrease in lost packets. 

The anomaly detection unit of the system delivered a detection accuracy of 99.8% but only produced 0.2% false positives, which 

protected legitimate traffic from disruption. The system achieved fast response times through its implementation by maintaining 23.7 ms 

controller decision durations and constant flow rule updates alike, along with the capability of adding real-time operator-visible 

dashboards. SDN controllers can effectively implement intelligent ML logic to achieve responsive and secure management of IoT 

infrastructure according to this validation. The proposed solution demonstrates peak performance alongside complete security coverage 

when compared to five contemporary SDN frameworks because it avoids the single-focus problems that previous solutions exhibited. 

As a result of its strength-based model, the approach carries processing expenses while needing periodic model updates to function 

effectively as traffic patterns change. Experimental results demonstrated that implemented trade-offs, including system complexity and 
false alarm risks, did not affect performance metrics in operational tests, as baseline performance markers remained surpassed throughout 

all trials. The framework effectively shows how combined machine learning at the core of SDN-based IoT traffic control provides 

scalability along with security benefits necessary for real-time conditions. Model deployment in live POX or Ryu controllers, along with 

testing the system in production IoT testbeds through continuous model adaptation of traffic traces, will be the focus of future work. 
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