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ARTICLE INFO ABSTRACT

Article History Deep neural networks (DNNSs) are widely used today. These methods work well in many
Received: January 13, 2026 tasks but show weakness against adversarial attacks. Attacks use small changes in input
Reviewed: February 15, 2026 images to fool DNNs. Because of this, many platforms exist to test the strength or
Accepted: March 27, 2026 weakness of a DNN. However, most current platforms face two problems. First, improving
Published: April 30, 2026 the structure of neural networks is not possible. Second, creating stronger attacks is not
Keywords: supported. As a result, these platforms do not help make DNNs more secure or smarter. To
Deep neural networks address this, a new system was proposed named A3D. It stands for Auto-Adversarial
A3D Attack and Defense. This platform does two main jobs. It finds strong DNN structures. It
Attacks finds smart attack methods. This is done by using automatic search techniques.A3D uses
Adversarial different search tools. These tools help to build better DNNSs that are harder to fool. A3D

finds better ways to fool the DNNs. The system works in both directions. Stronger the
attacks, better the defense models it creates. The stronger the models, the smarter the
attacks it designs.A3D is tested on popular datasets. These include CIFAR10, CIFAR100
and ImageNet. The results show that A3D works well. It creates DNNs that are more
secure. It creates attacks that are more effective.A3D is a powerful tool. It helps
researchers test and improve DNNSs in a smart and automatic way. It solves the limits of
older systems. And it brings better security and performance to deep learning.

Copyright ©2026 by authors and Galileo Institute of Technology and Education of the Amazon (ITEGAM). This work is licensed
BY under the Creative Commons Attribution International License (CC BY 4.0).

I. INTRODUCTION

Deep learning plays an important role in many computers vision tasks [1]. These tasks include image classification, object
detection, segmentation and tracking. DNNs are the main tools used in these tasks [2]. DNNs show very high performance when the
input data is clean. However, itis not reliable when the input is slightly changed by an attacker. Even small and invisible changes in the
input fool a DNN model [3]. These harmful inputs are named as adversarial examples (AEs).Adversarial examples are created by
adding carefully designed noise to an image.

These changes do not affect the way humans see the image, but easily mislead a DNN. This weakness causes big problems in
real-world applications for example self-driving cars and facial recognition systems [4]. There are two main areas in this field:
adversarial attack and adversarial defense. Adversarial attack methods try to find the weakest points of a model [5]. It generates images
that look normal but trick the model into making wrong predictions. These methods include FGSM, PGD and CW attacks.
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These attacks change many factors like the direction of the gradient, the size of the noise, the number of iterations and the loss
functions used [6]. On the other hand, adversarial defense objects to build models that resist these attacks. One common method is
adversarial training. This involves training the model with both clean and attacked images [7]. Another way is to design network
structures that are strong by default. Many researchers worked on different types of defenses to make DNNs more robust [8].To test and
compare these methods, many open-source platforms are developed. Some popular ones include CleverHans, Foolbox and ART.
However, these platforms mostly focus on testing. The main problem is that these tools cannot improve themselves [9]. As a result, this
cannot push the limits of current deep learning models [10]. To solve this problem, the paper introduces the clue of using Auto Machine
Learning (AutoML).AutoML is a method that searchs for the best models and settings automatically [11]. It reduces the need for
manual tuning. AutoML works by defining a search space, using a search algorithm and applying an evaluation metric. It isalready
shown great success in selecting models and tuning hyperparameters [12]. Some researchers used AutoML to build better attacks or
find robust networks. But most of these efforts only focus on one side-either attack or defense.

Another challenge is that different AutoML methods use different search spaces, strategies and metrics [13]. This makes it
hard to compare them fairly. Some attacks only work on weak models. Some models are strong against simple attacks. There is no
unified way to test both sides together. This leads to a gap in the field. Without a combined approach, cannot build truly robust systems
[14].To fill this gap, the paper proposes a new platform termed A3D. This platform joins both attack and defense into one loop. It
automatically find robust network architectures. It discovers efficient and smart adversarial attacks. A3D works by letting the attack
part test the defense part and vice versa [15]. This feedback loop makes both parts stronger over time. The A3D platform uses advanced
techniques to improve DNNSs. It searches for model architectures using different robustness evaluation methods. It uses optimization
methods to find strong and efficient attacks. This dual approach allows A3D to handle many types of noise and test scenarios. The A3D
platform is tested on standard datasets like CIFAR10, CIFAR100 and ImageNet [16]. The results show that it works well. It finds better
models that resist attacks more effectively. It creates attacks that test the limits of these models. This proves that the platform is useful
and practical for real-world problems. The Key Contributions of this paper are:

»  To evaluate eleven NAS methods to identify robust model architectures. Test performance under four scenarios: adversarial noise,
natural noise, system noise and quantitative metrics. Create tailored loss functions for each evaluation type.

» To develop evolutionary optimization algorithms to generate efficient adversarial attacks aimed at significantly reducing robust
accuracy of machine learning models while minimizing attack cost.

» Todevelop an integrated AutoML framework (A3D) that unites attack and defense strategies. Use adversarial attacks to strengthen
model robustness. Use robust models to guide the creation of stronger attacks. Enable mutual improvement through a closed-loop
learning process.

This clearly explains why DNN models are wulnerable. It reviews current tools and methods and shows existing limitations. The
A3D platform is proposed as a solution that brings AutoML to both attack and defense. It is the first unified system that improves both
parts automatically and together. This marks a big step forward in building secure and smart deep learning systems.

11.BACKGROUND & RELATED WORK

This section reviews the background of adversarial attacks and defenses and the role of AutoML in improving them. It
provides a complete understanding of the steps that led to the design of the A3D framework.Adversarial attacks seek to fool DNNs.
These attacks add small and invisible noise to input images. This noise tricks the model into making wrong predictions. The image
looks the same to humans, but the model fails. The task is to find a small change A X that causes the model F to misclassify X+ A X .
This optimization problem is shown in [17].Many popular attack methods are developed. FGSM (Fast Gradient Sign Method) was one
of the earliest methods [17]. Later, PGD (Projected Gradient Descent) [18] and CW (Carlini & Wagner) attack [19] were introduced to
create stronger attacks. Other methods include Momentum lterative Attack (MI) [20] and MultiTargeted Attack (MT) [21]. To defend
against these attacks, researchers proposed several methods. One strong defense is adversarial training. In this method, the model is
trained with both clean and adversarial examples [17]. Other defense strategies include defensive distillation [22], input transformations
[23] and building robust network architectures [24].

To support research in this field, various platforms were introduced. CleverHans is one of the first and most used platforms
[25]. It supports FGSM and JSMA-based training and attacks. Foolbox [26] offers a wider variety of attacks. ART (Adversarial
Robustness Toolbox) includes attacks for text, audio and image tasks [27]. Dong et al. introduced a benchmark for evaluating
robustness on image classification tasks [28]. There are platforms for language [29] and graph data [30].However, all these tools focus
only on testing. The settings are manual and fixed. As a result, it is limited in creating stronger defenses or smarter attacks. AutoML is a
useful tool for this problem. AutoML is able search for the best model or best attack settings automatically. NAS is a core part of
AutoML. It finds better model structures for a task.NAS splits into two parts. The inner part trains weights using gradients. The outer
part updates model architecture. DARTS (Differentiable Architecture Search) is a popular NAS method [31]. It is fast and efficient. PC-
DARTS [32] and FairDARTS [33] are improved versions.

For adversarial defense, researchers use metrics like the Jacobian matrix [34] or the Hessian matrix [35] to guide the search.
There are non-differentiable NAS methods. These include Random Search, ENAS [36], DE-NAS, NAO [37] and BONAS [38]. Model
structures are sampled and evaluated with complete training and testing. Though slower, these methods are useful when gradients are
hard to compute.AutoML is used in generating adversarial attacks. Mao et al. proposed Composite Adversarial Attack (CAA) [39]. It
uses NSGA-II to search for better attack combinations. Yao et al. expanded this by adding data transformations and multiple loss
functions to the search space [40]. Fu et al. designed AutoAdyv, a decision-based attack using AutoML [41]. Croce et al. showed that
combining attacks gives better results than using a single one [42].But many of these works focus only on one side—either attack or
defense. This is a problem. To address these problems, the A3D platform is introduced.
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A3D combines NAS for model defense and evolutionary search for attack generation. It creates a loop. Stronger attacks test the
models. Better models force stronger attacks. Over time, both sides improve together. This unified AutoML framework is what makes
A3D unique and powerful.

1. THE FRAMEWORK OF AUTO-ADVERSARIAL ATTACK & DEFENSE

A3D has two main modules. The top part is the NAS module. The bottom part is the attack search module. It finds smart ways
to fool the models. These two parts work together. The searched attack helps test the models. The searched model helps build better
attacks. This loop makes the system stronger over time. A3D focuses on building strong models. These models should work well even
when noise or attacks are added to the input images. The Figure 1 explains a framework that performs automatic neural architecture
search to create robust models against adversarial attacks. It starts with data settings on the left. Datasets like CIFAR10, CIFAR100 and
ImageNet are used. These datasets go through preprocessing steps. These preprocessed inputs are used in the main process of finding
robust neural networks. This main process includes three steps.

These steps help in selecting strong architectures by testing them under different conditions. Once the robust models are found,
it is passed through multiple layers and added to the adversarial attack pool to test the strength. These models, identified as robust
architectures are stored in a pool and reused for training. On the right-side training settings like learning rate, batch size, epoch count
and optimizer type are defined. These control the process for training and evaluating robust models. An evolutionary search is used for
adversarial attacks. This includes attacker search space, attacker strategy and attacker evaluation. The purpose is to generate new and
efficient attacks that challenge the robustness of the current models. These attacks are then added to the adversarial attacks pool, that
helps improve the testing process. The robust architectures and attack pool are used together in retraining to build even stronger models.
This loop of training and testing helps to confirm that the final models are more secure. It handles real-world adversarial challenges
effectively.

Auto-Adversarial Defense: Neural Architecture Search for
Model Model Robustness
Data Settings Search Search Evaluation Training Settings
Dataset: Learning Rate:
CIFAR10 MultiStepLR
CIFAR10 StepLR
0
Laye Batch Size:
32, 64,
Preprocessing v } Laye Epoch:
B Robust DNN Add Robust J Adversarial 50.100.150
Cutout A LT Architectur Attacks Pool B
' es Optimizer:
- Laye P
Retraining Add SGD
Adam...
Auto-Adversarial  Attack:  Evolutionary
Attacker Attacker Attacker
Search Search Evaluation

Figure 1: A3D framework.
Source: Authors, (2026).

To do this, use different NAS methods. First, find model designs (denoted as ¢ ) that give high accuracy and high robustness.
The inner loop finds the best weights w for a given model design. The outer loop chooses the best model structure ¢ . The optimization
objective is:

mina Lval(W*(a)' CZ) + R(W*(a’)' CZ) (1)
s.t.W*(a) = argmin,, L4 (w, @) 2

Here, L, is the loss on the validation set. Lii‘"in is the adversarial training loss. R is the robustness metric. This way, search

for strong models that perform well under both clean and noisy data. A3D checks model strength using four types of robustness tests.
The first is adversarial noise, created by attacks like FGSM and PGD. These attacks add small, smart noise using gradients. If a model
handle these, it is seen as strong. The second is natural noise, like lighting changes or image blur. This noise happens in real life and
does not come from gradient methods. The third type is system noise, caused by hardware or software issues. Examples are image
compression errors or memory faults. The last type is quantified metrics. These use math values like Jacobian or Hessian norms. Lower
values mean the model is more stable. For adversarial noise, define the robust accuracy (RA) as:
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RA(W*(a),a, X*) 3)
Here, dev is an adversarial example made by an attack algorithm. For quantified metrics use:
LW*(a), & Dyo) + v R(W™(a), a,x;) (4)

Here RJ is the Jacobian value and y is a balancing factor.A3D uses two types of NAS methods. Differentiable NAS, like

DARTS and FairDARTS, uses gradients. This makes the search fast and efficient. It scales well with larger models. Non-differentiable
NAS does not use gradients. It includes random search and evolutionary algorithms. These are slower but work in more cases.In both
types, robustness metric R are used to guide the search. The final score is the combination of clean accuracy and robustness value.ln
A3D, mix multiple robustness evaluations. For example, a model is tested with both PGD and natural noise. Combine the scores to find
the best model. Let the final score S be:

S = a; x cleanAcc + a, * RApgp — a3 * R (5)

Here, o, o, and «, are weights.This flexible setup allows us to test models under real and artificial conditions.The purpose

is to create attacks that reduces model accuracy while keeping the attack cost low. The system searches for the best attack configuration
by adjusting different parameters automatically.In this setup, the attacker wants to generate adversarial examples that fool the model.
These examples are created by adding small changes to the input images. The attacker seeks to reduce the model’s prediction accuracy
while keeping the changes are small and not visible to humans. This problem is defined as an optimization task. The optimization
objective includes two terms. One term focuses on reducing accuracy. The second term minimizes the cost of the attack. The loss
function is written as:

ming Acc (F(x“d"(e))) + A% CF(x(0),x) (6)

Here, X (0) is the adversarial input created with parameter & . The function F represents the model under attack. The term
Acc(x) is the accuracy of the model when tested on the adversarial input. The function C(X) represents the cost or effort needed to

create the adversarial input. The parameter A is used to balance the two tasks.To find the best attacks, A3D explores a wide range of
settings. These settings form the attack search space. The search space includes the type of attack for example FGSM, PGD or CW. It
includes the choice of loss function. This includes cross-entropy loss, margin-based loss or confidence-based loss. Other important
settings include perturbation strength, number of attack steps and step size. Some attacks use image transformations like Gaussian blur
or brightness shift. Each possible combination of these settings is treated as a candidate in the search. The attacker tries not only to fool
the model but to do so efficiently. Therefore, the attacker uses a multi-objective function. One part of the function objects to reduce the
robust accuracy of the model. The other part measures the cost of the attack. The function is given as:

ming[1 — RA(F,x%%(8)),C(x*(6) | @)

The attacker is trying to find a solution that reduces the accuracy while keeping the cost small. A solution is better if it lowers
the robust accuracy without requiring too much time or computation.A3D uses several optimization strategies to search for the best
attacks. Random search is the most basic method. It selects parameters randomly. Bayesian optimization creates a model to estimate the
performance of each setting and chooses the next setting based on uncertainty. It is more intelligent than random search. Genetic
Algorithms (GA) are inspired by biological evolution. Operations like crossover and mutation are used to evolve better attack settings
over time. Differential Evolution (DE) is another evolutionary method that uses differences between candidate solutions to guide the
search. One of the most powerful methods used in A3D is NSGA-II. It is designed for multi-objective problems. It finds a set of
solutions titled as the Pareto front. These solutions offer different trade-offs between success rate and cost.

After each candidate attack is tested, it is scored using two metrics. The first metric is robust accuracy. A lower score shows a
stronger attack. The second metric is the attack cost. This includes computation time or the number of steps needed to create the
adversarial input. These scores are used to guide the search toward better attacks.At the end of the search, A3D returns the best attack
settings. These include the type of attack, the parameters like O(perturbation size), number of steps, step size and any transformation
functions used. This optimized attack is then used to test the models found by the NAS module. It helps improve model training by
providing stronger adversarial examples. In this way, the AutoML for attack module plays a key role in making A3D more powerful
and adaptive. The A3D system works by joining the attack and defense modules in a loop.

This loop helps both parts get better over time. The concept is simple: use strong attacks to test models and use strong models
to challenge attacks. This creates a cycle in which both parts improve.In traditional methods, models and attacks are trained separately.
This causes a gap. A3D solves this problem using a co-evolution strategy.Each time a model is searched by the NAS module, it is tested
with attacks from the attack module. These attacks are not fixed. So, the models are always tested with the current best attacks. This
forces the model search to find better and more robust architectures. At the same time, the attack module keeps updating its strategies. It
uses the latest searched models to find weak points. Since these models are harder to fool, the attacks should be stronger and smarter.
This feedback helps the attack module grow. As a result, the attacks become better with each round.Let us understand this loop with a

simple example. Suppose at round t, the NAS module finds a model ¢, with weights W, .
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This model is passed to the attack module. The attack module uses it to search for an attack &, . Then, 6, is used to test ¢, . If
the model performs poorly, the NAS module will try to find a stronger model «,,, in the next round. Similarly, «,,, is then used to

update the attack 6,,, . This cycle continues.Mathematically, represent this loop as:
Apyq = argming [Lyg (W (@), @) + R (W*(a), a; 6] )]

8,41 = argming[1 — RA (Fyr, x%%(0)) + 1% C(x*¥(6),x) | )

Here, the defense updates depend on the latest attack. The attack updates depend on the latest defense. This creates a tight
loop.To make this loop efficient, A3D uses a shared controller. This controller manages both searches. It stores past results, compares
new solutions and updates priorities. This shared memory allows better coordination.Another key concept in A3D is the use of multi-
objective optimization.The defense module wants high accuracy and high robustness. The attack module wants high success and low
cost. These are always in conflict.To solve this, A3D uses Pareto optimization. A solution is Pareto-optimal if you cannot improve one
objective without hurting another. A3D keeps a Pareto front of the best models and best attacks. At each step, only the best non-
dominated solutions are kept. For example, a model that has high clean accuracy and high robust accuracy is preferred.

Another model with better robust accuracy but slightly lower clean accuracy might be kept as well. These models lie on the
Pareto frontier. Similarly, for attacks keep a set of attacks that each trade-off success rate and cost differently. This strategy allows A3D
to offer a diverse set of solutions. A3D runs a two-way loop. Models help improve attacks and attacks help improve models. Each side
is optimized using multi-objective search. The system tracks the Pareto front for both parts. This helps create a balanced and strong
framework for testing and improving deep learning systems.The A3D framework works as a full pipeline that brings the defense
module and the attack module together. Each part is improved step by step in an alternating loop. In every round, a new model is
searched. A new attack is found. This process repeats until no more improvements is made.Let us define a cycle of this loop. In round t,

amodel ¢, and an attack &, are present. First, the defense module updates the model:
Uy = argming [[Lya(W* (@), @) + R (W*(a), a; 6,]] (10)

Here, L, is the validation loss, R is the robustness score and 6, is the current attack setting. Use the newly found model

@, , the attack module updates its attack setting:
0,41 = argming[1 — RA (Fpy1, x%%(0)) + 1 % C(x*¥(6),x) | (11)

In this case, RA is the robust accuracy, C is the cost of the attack and A is a trade-off factor.This sequence continues in
rounds. Each update helps the other improve. This is termed as co-evolution.A3D uses a controller to manage the search. This controller

schedules when to search for a new model or a new attack. It stores the history of all trials and uses it to guide next steps.Let SP and

Sf represent the current search states for defense and attack, respectively. The controller uses a simple rule to schedule updates. For
example:

if ASP < o'p then switch to attack module (12)

if ASA < o', then switch to defense module (13)

Here, AS is the change in performance and O is the early-stopping threshold. If there is no improvement, the system switches
tasks.The controller ranks past results using a score function:

score = a * 8 * RobustAcc —y * cost (14)

This score is used to select the best candidates from history. It helps adjust the search space by focusing on successful
regions.A3D works with many datasets. Each dataset has different properties like image size, number of classes and complexity. The
system adjusts its pipeline to fit each case.For small datasets like CIFAR-10, the system trains models for more epochs. The full
training loop is allowed because the data is small. For large datasets like ImageNet, the system trains on proxy data. A proxy dataset D'
is defined as:

D' = {(x;,y;)e D/ i€ subset} (15)

This reduces training time. Later, the best model found using is fine-tuned or D’validated on the full dataset D.The NAS and
attack search changes depending on dataset size. For CIFAR-10, A3D allows a larger search space:

SearchSpacecipar = {Depth < 20,Width < 128} (16)

For ImageNet, the search space is smaller to save resources:
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SearchSpacepnqgenesr = {Depth < 10,Width < 64} 17)

Likewise, attack settings are adjusted. For small datasets, it is possible to run more complex attacks.For large ones, simple
attacks are preferred during search and more complex attacks are used only for final testing.The attack cost C is calculated based on
time and resources. For example:

C(x%%,x) =1, * QueryCount + 1, * Time + 13 * (x*? —x) (18)

Here, 77, 17, and 77, are weights for balancing cost dimensions.The controller uses all this information to adapt the search

process. A3D pipeline is dynamic. It alternates between attacker and defender updates. A smart controller makes decisions based on
performance. The system supports multiple datasets and adapts its search space and training based on the task. With well-designed
equations and feedback loops, the system grows smarter over time. The A3D framework is a powerful system. It solves two problems at
the same time. First, it finds neural networks that are strong against adversarial attacks.

Second, it finds smart attacks that breaks weak models. The system does both using AutoML. It learns and adapts with
time.A3D works in a loop. This loop has two main modules. The first module creates models. The second module creates attacks. Each
time a model is created, it is tested by the best attack. Each time a new attack is created, it is tested on the best model. This makes both
parts stronger. The system uses many optimization methods. The model part uses NAS. The attack part uses algorithms like NSGA-II. It
tests different ways to fool the models. Both modules use multiple objectives. For example, the model module wants both high clean
accuracy and high robust accuracy. It solves the following problem:

min, Lval((W*(a’),a) +y=*R (W*(a),a) (20)

The attack module wants to reduce robust accuracy while keeping cost low. It solves ad given in equation (6). Both parts use
Pareto optimization. The system keeps a Pareto front. From this, users select the best trade-off needed.A3D works on different datasets.
For small datasets like CIFAR-10, it runs deep searches. For large datasets like ImageNet, it runs fast proxy searches. The controller
adjusts search settings based on the task. It sets training epochs, model depth, image size and more. This makes A3D flexible.The A3D
framework is smart. It does not use fixed rules. Instead, it learns from each round. It knows what worked and what failed. It stores this
knowledge. This concept is named as co-evolution. The attacker learns from the defender.

The defender learns from the attacker. Both get stronger with time. This makes the system different from past tools. Most other
platforms test attacks and defenses separately. A3D joins them in one cycle. The controller plays a key role. It decides when to stop a
search. It ranks solutions based on clean accuracy, robust accuracy and attack cost. It uses the score which is given in equation
(12).A3D help test and improve them.It helps in building strong facial recognition systems. These systems are frequently targeted by
attacks. A3D is used to find weak spots and fix them.Researchers use A3D as a benchmark tool. It gives fair tests for both models and
attacks. It removes bias. It gives detailed results under many conditions.

Developers use A3D in industry. The system is automatic. It needs less manual work. It learns fast and adapts. This saves time
and money.A3D is a smart and complete framework. It solves a hard problem in deep learning. It does not just test models or attacks. It
improves them together. It works in a loop. It learns from its past. It adapts to each task.It uses many powerful tools. These include
NAS, evolutionary algorithms, Pareto search and co-evolution. The result is a system that gets stronger over time.A3D works across
datasets. It adjusts settings and resources as needed. It is smart, flexible and useful. It helps make Al systems safer and stronger. It
makes research and testing faster and fairer.This framework marks an important step. It shows that AutoML is useful not just for
building better models, but for creating stronger attackers. It shows that both improve each other within one smart system.

Algorithm 1: NSGA-I1I for Efficient Adversarial Attacks.
Initialize population P with N attack candidates
Evaluate fitness: robustness R(x) and time cost T(x) for each X € P
for generation g =1 to G do
Perform non-dominated sorting on P
Assign crowding distance to individuals
Select parents using tournament selection
Apply crossover and mutation to generate offspring Q
Evaluate R(x) and T(x) for each X € Q
9. Combine P and Q into population R
10. Perform non-dominated sorting on R
11. Select the best N individuals to form next P
12. end for
13. Return Pareto front of final population

Source: Authors, (2026).

IV. EXPERIMENTS

O Nookrwd

This section describes the experimental results of the A3D framework. All experiments are performed on standard image
classification datasets like CIFAR10, CIFAR100 and ImageNet. In the first part, the experiments focus on AutoML for adversarial
attack. The objective here is to search for strong and efficient adversarial attack strategies. In specific, the framework is tested on
models that is already been trained using different adversarial defense techniques.
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Two types of norm-based attacks are considered: the #  norm and the £, norm. The purpose is to compare the attacks
discovered by the A3D framework with commonly used manual attack methods like FGSM, PGD and CW.The Table 1 shows the
results of single-objective optimization using the /_ norm. This test was conducted on 500 images from the CIFAR10 dataset. The
table lists different attack methods along with the corresponding robust accuracy and time cost. The robust accuracy is the accuracy of a
model under attack and a lower value indicates a stronger attack. The time cost shows the duration required to generate the attack.

Table 1: Comparison under ¢_ Attack (500 CIFAR10 Images).

Attack Type Robust Accuracy (%) Time Cost ()
FGSM 62.1 5
PGD 48.5 35
CW 44.3 60
Ml 45.7 58
A3D- Local Search 42.8 42
A3D-DE 36.6 55
A3D-NSGA-II 38.2 65

Source: Authors, (2026).

From the Table 1, it is clear that the DE algorithm within A3D finds the most effective attack, achieving the lowest robust
accuracy at 36.6%. The attack fool the model more effectively than others. Although CW and MI are strong attacks, the A3D-based
search finds combinations that outperform them.In Table 2 multi-objective optimization is considered. Here, both robustness and time

efficiency are important. The following table shows the comparison using the £, norm with 500 CIFAR10 images.

Table 2: Multi-Objective Attack Comparison (7, norm, 500 Images)

Algorithm Robust Accuracy (%) Time Cost (min)
Random Search 42.7 22
A3D-NSGA-II 39.5 26

Source: Authors, (2026).

This Table 2 shows that A3D's NSGA-II algorithm find stronger attacks with slightly more time cost than random search. It
demonstrates that a smart search strategy improves both attack quality and efficiency. The second major part of the experiments focuses
on AutoML for adversarial defense. The intention is to automatically search for model architectures that are robust to different types of
perturbations. These include adversarial, natural and system noises. Eleven NAS algorithms are evaluated, both differentiable and non-
differentiable. The robustness is measured by the accuracy of the model under attack.The following Table 3 presents the results for
models trained on adversarial noise using the FGSM attack as evaluation. It includes the final robust accuracy and model size in terms
of the number of parameters.

Table 3: Model Robustness on Adversarial Noises (CIFAR10, 0=1/255)

Model Robust Accuracy (%) Params (M)
DARTS 50.3 3.4
Random Search 48.2 3.3
SmoothDARTS 52.6 3.5
DE_NAS 51.8 3.6
ResNet-18 (manual) 43.5 11.2

Source: Authors, (2026).

SmoothDARTS achieved the best robustness, showing that differentiable NAS methods outperform traditional hand-crafted
models like ResNet-18. The architectures discovered by A3D were smaller in size, making them more efficient.Table 4 shows the
interaction between attack and defense processes in a loop.First, it shows that better attacks help discover stronger models. When
A3D’s adversarial attack (AAA) is used to evaluate models during NAS, the resulting architectures are more robust. The Table 4
compares the accuracy under AAA when different search strategies are used.

Table 4: Effect of AAA on NAS (CIFAR10, 60=1/255)
Search Strategy Robust Accuracy under AAA (%)
Random_Search FGSM 41.6
Random Search_ AAA 49.4
Source: Authors, (2026).

TheTable 4 shows that using stronger attack methods as evaluation metrics leads to finding more robust architectures. The
robust accuracy improved by nearly 8%.Finally, the framework was tested in an iterative loop, with attack and defense modules running
in sequence over multiple cycles. In each cycle, a new model is discovered and used to find even stronger attacks. This ongoing process
helps both modules improve continuously. The improvements in accuracy and attack strength over multiple iterations demonstrate the
power of the A3D framework. The experimental results clearly demonstrate the effectiveness of the A3D framework.
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It automatically discovers both strong adversarial attacks and robust model architectures. Using these modules together in a
loop improves both model performance and adversarial resistance.
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Figure 2: Robust Accuracy versus Attack Type.
Source: Authors, (2026).

The Figure 2 shows the robust accuracy of a model under different types of adversarial attacks. FGSM has the highest robust
accuracy at around 64%. PGD follows with about 49%. CW results in a slightly lower accuracy near 46%. M1 yields a robust accuracy
of around 44%, indicating a stronger attack compared to FGSM and PGD. The attacks found by the A3D system are shown next
starting with A3D-Local. It gives a robust accuracy near 47%. This shows it is more effective than PGD but slightly weaker than M.
Among the most powerful attacks are A3D-DE and A3D-NSGA-II. A3D-DE brings the robust accuracy down to about 37%. A3D-
NSGA-II reduces it to around 38%. These are the most successful in fooling the model with A3D-DE being the strongest. The overall
results shows that attacks designed using A3D expressly with DE and NSGA-II strategies are more efficient than standard gradient-
based attacks. The drop in robust accuracy under these attacks proves that A3D-generated attacks are harder to defend. The difference
of over 25% between FGSM and A3D-DE highlights the increased danger posed by A3D attacks.

The Figure 3compares the time cost of various attack methods. FGSM is the fastest, needing only about 5 seconds. This speed
comes from its simple one-step gradient method. PGD takes longerabout 35 secondsbecause it runs multiple steps. CW takes even more
time, around 60 seconds due to its optimization-based method. M1 uses iterative updates and records a time cost of nearly 55 seconds.
These three attacks show that stronger and more precise attacks tend to consume more time.The A3D-based attacks follow a similar
trend. A3D-Local takes about 42 seconds. It is faster than CW and MI but slower than PGD. A3D-DE uses differential evolution and
takes about 55 seconds. A3D-NSGA-I1 is the most time-consuming, at around 66 seconds because it handles multiple objectives. This
shows that as A3D attacks become more advanced, the time cost increases. More powerful search strategies result in better attack
performance while causing higher computational load.The chart shows this balance clearly.
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Figure 3: Time Cost versus Attack Type. Figure 4: Iteration versus Performance in A3D Framework.
Source: Authors, (2026). Source: Authors, (2026).

The Figure 4 shows two performance metrics Robust Accuracy and Attack Success change over five A3D iterations. At
Iteration 1, the Robust Accuracy is around 42% and it gradually increases across the iterations, reaching approximately 53% by
Iteration 5. This shows that the defense component of the A3D framework improves with each cycle. It makes the model more robust to
adversarial attacks. Attack Success starts high at about 58% in Iteration 1 but steadily drops to around 47% by lIteration 5. This decrease
in Attack Success mirrors the increase in Robust Accuracy. In Iteration 4, both curves intersect that suggests a turning point at which
the defense performance begins to overtake the attack strength. The chart shows steady improvement in robust accuracy. Attack success
drops over time. This shows the A3D loop is working well. Strong attacks help create better models.
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Strong models push the system to find smarter attacks. Over five rounds, models get more robust. Attacks become less
effective. This proves the A3D method works as designed. The Figure 5 illustrates a steady improvement in robust accuracy for three
architecture search methods: DARTS, DE_NAS and SmoothDARTS. In the early phase, all three methods start from a similar point just
above 40% with DARTS slightly behind the others. However, as each A3D cycle progresses, the paths begin to diverge.
SmoothDARTS quickly establishes itself as the leading method gaining momentum with every iteration. By the third iteration, it has
already moved ahead of DE_NAS and maintains this advantage through to the final cycle.

DARTS improves steadily, but its slope is shallower compared to the other two. It indicates slower growth in robustness. By
the final iteration, the contrast between the models becomes clear. SmoothDARTS tops the chart at around 54.2% robust accuracy,
followed closely by DE_NAS at 53.6%. DARTS, while improved ends at a lower value of approximately 49.4%. The gap between
DARTS and other methods keeps growing. This shows DARTS improves slower. DE_NAS and SmoothDARTS adapt better to attacks.
These designs help find stronger models. All methods get better with A3D tuning. But some improve faster. The search algorithm
matters. A good design leads to quicker and stronger results. SmoothDARTS emerges as the most promising candidate for building
resilient neural networks under adversarial stress.
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The Figure 6 shows a line graph comparing the attack strength of three different models ResNet-18, DARTS and DE_NAS
across five A3D iterations. The ResNet-18 model starts with low strength. In iteration 1, it is around 38%. It improves step by step. By
iteration 5, it reaches just under 50%. The progress is steady. The model becomes stronger with each round. As stronger attacks are
discovered, the ResNet-18 model becomes more wulnerable. DARTS begins at a higher attack strength of about 42% in iteration 1 and
rises quickly, reaching approximately 50% by iteration 4.

After that, it shows no major change suggesting that it has reached a peak in wulnerability under the current attack strategies.
DE_NAS shows the highest attack strength among the three from the start. It begins around 44% and rising sharply to 49% by iteration
3. It seems to plateau after that similar to DARTS. The graph shows a clear trend. DARTS and DE_NAS become weaker in early
rounds. Robustness is lost quickly.ResNet-18 declines more slowly. But its drop is steady. Attacks are becoming stronger. The A3D
system learns with each step. It finds weak spots in all models. Even strong models get exposed over time.
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Figure 7: NAS Search Step versus Validation loss or Robustness Metric.
Source: Authors, (2026).

The Figure 7 visualizes the changes in validation loss or a robustness metric across ten NAS search steps for three architecture
search methods.All three lines demonstrate a downward slope, indicating continuous improvement over time. DARTS begins at a
relatively high metric value near 2.3 and declines slowly to finish just above 1.6. DE_NAS starts high at around 2.4. It catches up with
DARTS midway. Later, it drops to about 1.5. SmoothDARTS begins near 2.2. It stays ahead in every step. By step ten, it reaches nearly
1.3. This shows SmoothDARTS starts stronger.

It improves faster over time. DE_NAS shows a similar but slightly slower improvement path, remaining reliably better than
DARTS. The lines move increasingly apart as the search continues. This shows the search method matters more over time. All three
methods get better with each step. But some improve more than others. SmoothDARTS performs the best. DE_NAS comes next.
DARTS improves the least. The growing gap proves the impact of search efficiency.
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The Figure8 shows a line graph comparing the robust accuracy of two attack methods as the number of attack steps increases.
At 10 steps, PGD starts at around 61% robust accuracy.While A3D-DE begins slightly lower at about 59%. As attack steps reach 20,
accuracy drops for both methods. PGD falls to around 49%. A3D-DE drops to about 46%. The decline continues across the graph. More
attack steps mean stronger attacks. Stronger attacks make the model weaker. The analysis shows higher wulnerability with more
iterations. By 50 steps, the robust accuracy under PGD reaches roughly 43%.While A3D-DE drops to about 40%. Across all step sizes,
A3D-DE constantly results in lower robust accuracy compared to PGD. This indicates that A3D-DE is more effective in breaking
model defenses expressly at higher iteration counts. The gap between the two curves remains steady. This shows that both attacks get
stronger with more steps. A3D-DE is always more effective than PGD. Both lines go down smoothly. This shows more attack steps
reduce model accuracy. A3D-DE lowers the accuracy more than PGD. The figure proves that A3D-DE is better at breaking the model
over many step sizes.
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Figure 9: Robust Accuracy versus Noise Level.
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The Figure 9 compares the robust accuracy of five models under different noise levels: 1/255, 2/255, 4/255 and 8/255. The
models are DARTS, Random Search, SmoothDARTS, DE_NAS and ResNet-18. At the lowest noise level (1/255), SmoothDARTS
performs the best with about 54% accuracy. DARTS and DE_NAS follow closely at around 52%.While Random Search scores 49%
and ResNet-18 trails at 43%. As the noise level increases to 2/255, the accuracy of all models drops. SmoothDARTS remains on top at
50%, DARTS and DE_NAS are near 48%. Random Search falls to 45% and ResNet-18 declines to 39%.At 4/255 noise,
SmoothDARTS holds the lead with 47% accuracy. DE_NAS and DARTS stay close at 44%, Random Search drops to 41% and ResNet-
18 falls to 35%. When the noise reaches the highest level of 8/255, SmoothDARTS still performs best with 41%. DE_NAS scores just
under 40% and DARTS ends at 38%. Random Search decreases to 35%, while ResNet-18 has the lowest accuracy of 30%.
SmoothDARTS shows the best resistance to noise and ResNet-18 is the most affected. All models show steady performance decline as
the noise level increases.
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Figure 10: NAS Epoch versus Jacobian / Hessian Norm.
Source: Authors, (2026).
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The Figure 10 shows the norm values of Jacobian and Hessian change over 10 NAS epochs. Three methods are shown:
Jacobian (DARTS), Jacobian (SmoothDARTS) and Hessian (DE_NAS). At epoch 1, Hessian (DE_NAS) starts the highest with a norm
value slightly over 4. Jacobian (DARTS) begins around 3.5 and Jacobian (SmoothDARTS) starts near 3.2. As the epochs increase, the
values for all three methods steadily decrease.By epoch 5, Hessian (DE_NAS) has dropped to about 3.2. Jacobian (DARTS) reaches
near 2.6 and Jacobian (SmoothDARTS) drops to about 2.1. At the final epoch 10, Hessian (DE_NAS) settles just below 2.5, Jacobian
(DARTS) ends near 2. Jacobian (SmoothDARTS) goes down to about 1.5. Throughout all epochs, Jacobian (SmoothDARTS) has the
lowest norm values, indicating smoother gradients. Hessian (DE_NAS) maintains the highest norm values, suggesting more variation in

the learning dynamics. The overall pattern is a steady decline for all methods, showing that training reduces gradient magnitudes over
time.
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TheFigure 11 illustrates attack fitness, represented by robust accuracy, changes over ten generations using the NSGA-II
algorithm. It compares two metrics: Best Fitness and Mean Fitness. In generation 1, the Best Fitness begins at around 48% and the
Mean Fitness starts higher at nearly 53%. As the generations move forward, both lines gradually decline. By generation 5, Best Fitness
drops to about 43%.While Mean Fitness reaches roughly 46%. This pattern shows that as the optimization process continues, both the
strongest and average solutions become less robust.In the final generations, the decline continues but slows slightly. At generation 10,
Best Fitness ends near 40% and Mean Fitness closes around 41%. The gap between the two lines narrows, indicating that individual
models in the population are becoming more similar in robustness. This suggests that the algorithm is converging to a certain
performance level. The plot shows that robustness decreases over time. NSGA-II finds weaker architectures in later generations.
However, the best models still perform better than the average. This holds true even in the last few generations.
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The Figure 12 compares clean accuracy and robust accuracy for four neural network architectures. All four models show clean
accuracy values around 93%. Specifically, DARTS has the highest clean accuracy, slightly above 93%, while the others are close
behind. ResNet-18 has the lowest clean accuracy, though the difference is small. This suggests that all models perform well on clean,
unperturbed data. The robust accuracy tells a different story. SmoothDARTS achieves the highest robust accuracy, close to 54%,
followed by DARTS at around 53%. DE_NAS is slightly behind at 52% and ResNet-18 performs the worst with only 44%. The gap
between clean and robust accuracy is the smallest for SmoothDARTS. It indicates that it handles adversarial or noisy conditions better.
ResNet-18 shows a larger drop in performance when moving from clean to robust scenarios. The chart highlights that although most
models are similar in clean accuracy. SmoothDARTS provides the best trade-off between clean and robust performance.

The Figure 13 compares the GPU time in days required by different NAS methods. Among them DE_NAS has the highest
search cost using about 3.2 GPU-days. SmoothDARTS is next requiring around 2.1 GPU-days. DARTS needs less time using 1.5 GPU-
days. Random Search takes only 0.8 GPU-days and PC-DARTS uses around 1.0 GPU-days. These numbers show that some methods
are much more demanding in terms of computational cost than others.From the figure, it is clear that DE_NAS is the most resource-
heavy method.While Random Search is the least costly. SmoothDARTS and DARTS sit somewhere in the middle. PC-DARTS,
although more efficient than DE_NAS still uses slightly more resources than Random Search.
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This suggests a trade-off between cost and potential performance. Users with limited hardware or time should consider lower-
cost options like Random Search. Meanwhile, those with more resources might choose DE_NAS for possibly better results despite the
higher cost.
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Figure 13: Search Cost versus NAS Method.
Source: Authors, (2026).

V. CONCLUSION

The main purpose of A3D is to automatically search for both strong adversarial attacks and robust neural network
architectures. It brings together two important areas in adversarial machine learning attack generation and defense design.Most existing
tools are limited to evaluating models or attacks. These tools do not improve or optimize the results.A3D solves this problem by using
AutoML techniques. These techniques help in finding better model designs and better attack methods without human effort. The
platform is powerful because it supports both single-objective and multi-objective optimization. This tells it finds results that are either
very strong, very fast or both.For the defense part, A3D uses different types of robustness tests. These include adversarial noise, natural
noise, system noise and mathematical metrics like the Jacobian and Hessian.

The system then searches for models that perform well under these tough conditions. It uses various NAS methods to do
this.For the attack part, A3D uses search algorithms like Differential Evolution and NSGA-II. These help in finding strong attacks that
fools even the most robust models. Attacks found by the system are used to test and improve models. The improved models are used to
find even better attacks. This cycle continues and makes both parts stronger over time. This platform helps researchers build safer and
smarter Al systems.A3D is a complete and automatic solution for improving Al robustness. It makes it easier to build models that are
hard to attack and to test them with strong attacks.
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