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Transactive Energy System (TES) has emerged as a promising paradigm for coordinating
Renewable Energy generation, consumption, and delivery. However, participants' sensitive
data transmitted over the network in the TES framework must be preserved against cyber-
attacks as more Distributed Energy Resources (DERs) come online. This article aims to

Published: June 30, 2026 conduct a comparative survey of two Machine Learning (ML) techniques, Federated

Keywords: Learning (FL) and Self-Learning (SL), to determine which is most suitable for preserving
Federated Learning (FL) participants’ data privacy in TES, based on the existing literature. The performance of their
Self-Learning (SL) models was evaluated with a focus on resilience and network stability. The work examines,

Privacy-Preservation, predicts, and uncovers meaningful patterns in the application of FL and SL techniques

Transactive Energy System around privacy ppeservation. F'inplings reyealed that' FL ig t'he most appropriate choice,' as i.t

(TES). allows collaborative model training, unlike SL, which utilizes centralized data, exposing it
to privacy risks. Furthermore, the efficiency of FL-based TES is superior because it
eliminates communication delays and does not require sending the entire raw data to the
central server. In conclusion, the research demonstrated that FL-based TES is secure and
inherently decentralized. Hence, FL is suitable for preserving participants’ data in TES.

Copyright ©2026 by authors and Galileo Institute of Technology and Education of the Amazon (ITEGAM). This work is licensed
BY under the Creative Commons Attribution International License (CC BY 4.0).

I. INTRODUCTION

The geometric rise in the integration of distributed energy resources (DERs) at energy distribution and utilization levels,
enhanced by advancements in smart metering, energy management, and Information and Communication Technology (ICT), has
transformed conventional electricity consumers into prosumers. These prosumers can monitor and control their generation, consumption,
and energy storage in real time, to facilitate energy cost savings [1]. Recently, peer-to-peer (P2P) Transactive Energy Systems (TES)
have emerged as a new energy market model, promising a more thorough and effective utilization of available renewable production and
DER flexibility by prosumers [2] [3]. It uses control and economic mechanisms to achieve a dynamic balance of energy supply and
demand across the entire electrical grid, with value as a main operational metric [4].

TES can be further described as a group of connected peers that use prices and incentives to sustain economic benefits for
participants [5]. TES permits trade of electricity in real-time based on their energy consumption and generation prediction [6]. It is an
emerging solution with features to secure critical loads during generation deficits and support electrical infrastructure when transmission
and distribution networks are non-operational, which may be due to natural disasters such as Hurricane Maria, which was recorded in
2017 in Puerto Rico, where 80% of the grid collapsed [7]. However, the rapid integration of Internet of Things (IoT) and the adoption of
Intelligent edge devices for processing IoT data into energy systems bring about the unprecedented growth in the digitalization of the
energy sector based on the data volume generated by participants [8] [9].
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Nonetheless, there are security challenges associated with this advancement, which include data integrity, authentication,
scalability, and privacy leakage (that is, personal information and energy consumption patterns of participants) [10]. Hence, this prompts
the need to protect this data against the activities of adversaries and to leverage the potential of intelligent techniques in making rational
choices regarding grid services [11]. Distributed Machine Learning (ML), such as Federated learning (FL) and Self-Learning (SL), has
proved to be a promising technique that permits multiple entities, across edge devices, to train a distributed model without direct raw data
sharing [12]. The FL’s architecture enables collaborative and privacy-preserving training on ML models to [10] [11]. The choice of FL
in recent times is based on its features and the distinctive training approach that permits training of local models in each agent, beyond
the collection of the entire data from other agents to the main server [11]. It alleviates concerns about privacy protection, as only the
updated parameters (gradients or weights) are transferred during model training [13]. FL was portrayed as a catalyst with the potential to
resolve data privacy and security issues in [14]. A privacy-preserving FL scheme was presented for IoT intrusion detection [15].
Researchers are probing the application of FL.

Some of them include a Clustered Asynchronous FL (CAFL), which was proposed for Energy-Harvesting Smart Meters in P2P
Energy Trading (ET) in [12]. Ref. [7] introduced a privacy-aware FL framework for DER analytics in constrained environments. Du et
al. [16] presented an FL-assisted distributed energy optimization, while Mendes et al [17] suggested an FL framework for predicting net
energy demand in TES. The role of FL in preserving the privacy of loT devices was reported in [18], while centralized and decentralized
architectures were compared in [19]. Ref. [20] reported three privacy threats in the FL central server: susceptibility, gradient leakage
attacks, and collusion among participants. The authors further explored three privacy techniques —Homomorphic Encryption (HE),
Differential Privacy, and Multi-party Computation — to address privacy issues. A survey of optimization methods in privacy-preserving
FL with HE was reported in [21]. Privacy-preserving techniques were deployed by hybridizing FL with blockchain for telemedicine in
[22], while Yin et al [23] presented a 5W-scenario-based taxonomy (Who, what, when, where, and why) to classify the potential privacy
leakage risks in FL. Ref. [24] proposed a decentralized FL framework for consumers' privacy preservation and energy theft detection
using HE.

An ML-based technique was proposed to address IoT privacy challenges in [25]. Federated Reinforcement Learning (RL) was
reported for privacy-preserving integrated thermal and energy management of multi-connected hybrid EVs [26], while Federated Deep
RL was introduced to address privacy-preserving issues in Energy Management Systems with shared energy storage for Smart houses
[27]. A hybridization of FL and Transfer Learning (TL) was suggested for privacy-preserving HVAC systems [28], whereas privacy-
preserving heterogeneous federated TL was reported in [29]. These analyses established recent advances in the application of FL in
privacy preservation in energy systems. However, little or nothing has been extensively reported for TES. In summary, the key
contribution of this work is to: (1) examine, predict, and uncover meaningful patterns in the application of FL and SL techniques around
privacy preservation; (2) present a comparative analysis of these ML-based techniques to determine the best-suited for privacy
preservation in TES for the network stability and resilience. The rest of the paper is organized as follows: Section II showcases the relevant
research on privacy-preserving techniques in TES, and an overview of reported literature on FL and SL-based methods for privacy
preservation in Energy Systems. In Section III, we evaluate the performance of FL and SL-based Models for privacy preservation in
energy systems. Section IV focuses on the discussion and reported findings, while Section V is the Conclusion and future research outlook.

II. RELEVANT RESEARCH
I1.1 PRIVACY-PRESERVING TECHNIQUES IN TES: OVERVIEW

Mechanisms must be put in place to protect participants’ sensitive information in TES. Information such as data usage, asset
ownership records, and market bid/ask prices. A privacy-preserving distributed coordination algorithm was introduced for protecting
participants' data in TES in [6]. The authors' literature corroborates the existence of cryptographic techniques for data protection. Ref.
[30] presented a cryptography-based method (HE-based algorithm) to address privacy and security concerns associated with TES
deployment over insecure communication channels, protection of agents’ bidding details, and quick detection of external injection of
malicious data during market interactions. The authors employed Paillier encryption, Paillier digital signature, and Stamp concatenation
techniques for privacy preservation.

Relatedly, Paillier cryptography and calibrated noise were proposed for confidentiality and privacy preservation, respectively
[10]. The introduced privacy protection solution uses calibrated noise to facilitate fair transactions among participants and to conserve
participant behaviour patterns. The authors achieved 41.07% privacy protection with the proposed solution. A blockchain-based privacy-
preserving distributed algorithm with a smart contract to minimize the quantity of information exposed to other participants during ET
using asymmetric cryptography for TES [31]. developed a decentralized P2P ET al algorithm with two stages, on the blockchain, to
preserve participants' privacy [32]. An FL-based framework was presented, utilizing local generation data obtained from a university, to
predict the net demand of a building in TES settings [33].

I1.2 FEDERATED LEARNING FOR PRIVACY PRESERVATION IN ENERGY SYSTEMS

In recent years, the application of FL for privacy preservation has become a centre for research. Liu et al. [12] proposed an
energy-aware FL protocol to prioritize systems with adequate energy reserves dynamically, developed an adaptive dual-phase clustering
strategy to mitigate preference inference attacks, and introduced a blockchain framework to establish a tamper-proof energy harvesting
system in a P2P ET environment. The proposed CAFL resisted preference profiling attacks, confirming the model's robustness and its
convergence under intermittent energy conditions. Consequently, similar research was reported. A FL-assisted distributed consensus
approach was presented to forecast agents’ local energy generation and demand for minimizing errors and improving forecast accuracy
for net power demand prediction [16]. The authors further explored the proposed model to resolve the multi-agent distributed energy
aggregation challenge in TES.
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When comparing the prediction results obtained for FL forecasted (FLF) and Local Model forecasted (LMF), it indicates that
FLF shows superiority over LMF with a greater accuracy of 1.36 times for April, for the first community (100 buildings), and 8 times for
the second community (25 Buildings) for August. Relatedly, the same team of authors in [7] transitioned from applying FL for DER
optimization to predicting net energy demand in the TES environment using FL in [17]. An FL architecture with two independent forecast
systems, generation and demand systems, to facilitate collaborative learning among the buildings without sharing private data, and to
support the management systems of TES. The authors introduced an auxiliary horizontal Federated TL (FTL) to enhance the forecast
system. The buildings were divided into two groups of 100 and 25. The FTL was integrated by transferring the model weights between
the servers responsible for the Groups. Group B realizes a better average of 0.07056 as against 0.09386 obtained by Group A. According
to the authors, the FTL has the potential to enhance the forecast system's reliability.

Venkataramanan et al. [8] introduced an FL algorithm to forecast DER, transmitting a model of the consumption and generation
patterns of 100 DERs for 24 hours without revealing consumer data. The work was evaluated using grid-specific performance metrics
(load swings and load curtailment), while the simulation was validated using real data from the Pecan Street dataset. The research achieves
a forecast with a root-mean-square error (RMSE) of 1.3 for 1000 IoT nodes and a 1.98 RMSE for real field data. However, the authors
failed to establish that there is an existing trade-off between accuracy and privacy when using the FL approach. A comprehensive analysis
of the application of FL in the energy sector, energy markets, and cybersecurity (fault detection, energy theft detection) was reported in
[11]. Table 1 reflects FL applications in energy systems with their research significance, while Figure 1 illustrates the workflow of
centralized FL.

Table 1. Application of FL in Energy Systems.

Ref. FL Research Significance
[12] Clustered Asynchronous FL Energy autonomy of smart meters .and. privacy preservation under intermittent
communication conditions.
[7] Privacy-aware FL using Fog model Conceptualization of the FL framework using the Fog model for DER analytics
[16] FL-assisted distributed consensus To reduce errors in predicting net power demand
[8] DER forecasting DER forecasting and evaluation of grld-spec%ﬁc performance metrics (load swings
and load curtailment)
[17] Prediction of net energy demand Predicting building temporal net energy demand

Source: Authors, (2026).
11.3 SELF- LEARNING FOR PRIVACY PRESERVATION IN ENERGY SYSTEMS

An SL-based adaptive framework, powered by the Soft Actor-Critic algorithm, was presented to enhance the energy management
model, which resulted in a 45% energy reduction [34]. Wei et al [35] developed a novel SL parallel control technique to address the
optimal control issue of discrete-time time-variant nonlinear systems. The adaptive dynamic programming-based SL method was utilized
to ensure value function convergence and optimal policy. Ref. [36] proposed a SL control technique for decentralized winter-operated
household ventilation systems for comfort and energy efficiency of occupants. The SL successfully learns the occupants’ ventilation
preferences. Zhou [37] reported a dynamic SL grid-responsive approach in enhancing energy flexibility and techno-economic needs of
electrochemical batteries by adjusting off-peak grid charging power, thereby facilitating interactive energy networks in smart cities. A
state SL approach was proposed to achieve distributed intelligent control in a multiple-reactor cascade operation, to capture the reactor's
time-varying non-linear dynamics, and to enhance control performance [38]. The applicability of the technique was demonstrated in a
cascaded zinc extraction process. An SL approach was presented to facilitate the decision-making process of a heterogeneous robot under
uncertainty in [39].

III. PERFORMANCE EVALUATION OF FL AND SL-BASED MODELS ON PRIVACY PRESERVATION

When preserving the privacy of participants in TES, there must be a balance between privacy, model accuracy, and the efficiency
of the algorithm [20]. In the review presented in [40], established that FL has been used in Renewable Energy (RE) for resource forecasting
and that its local model surpasses other models in preserving data privacy. A Mathematical model was introduced to evaluate FL-based
blockchain-enabled task scheduling to reduce energy consumption and delay by 41% and 28%, respectively [41]. An energy-aware
architectural model was investigated and developed in [42]. Table 2 presents the performance evaluation of FL and SL models for privacy
preservation.
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Figure. 1 Centrahzed FL Workflow
Source: Authors, (2026).

Table 2. Performance Evaluation of FL And SL Models.

FL SL

Ref. Ref.
Task Performance Task Performance

The model successfully

Modeling of Distributed Models performed L . .
[43] Anomaly Detection in effectively in terms of [38] Distributed Intelligent | decomposed a complex nonlinear
Smart Grids (SGs) memory utilization Control control problem into sub-
problems.
Modeling of Virtual The results indicate that ’SL-b'ased model to .
Power Plant using multi- multi-pattern-multi-task 1tergt_1vely 16?“1 the The mo dgl demc?nstrates .lts
[44] task FL for decentralizing | FL is 41% better than the [45] transition matrix when suitability in solving practical
the EMS processing best-recorded models the pre-event and post- problems in the energy sector

event states are unknown

A privacy-preserving The model a.chleves. SL-based model with an | The model outperformed others

o
spatial-temporal adaptive 14.86% effectiveness in HE algorithm to mitigate as it shows better convergence

[46] personalized FL model terms of forecasting [47] | privacy exposure threats speed and enhanced scalability

. accuracy when compared
for Multi-energy with the baseline FL features

models.

. . FL-based model surpasses
Prevention of sensitive P

private data in short-term others with improved Root Modeling of P(.)ss1b11.1stlc Achieved better learning
[48] . Mean Square error of up [49] Model Checking using
photovoltaic power : . performance.
. . to 10% in ensuring data SL.
forecasting using FL. .
security
FL-based predictive model
FL-based secure model accurately forecasted RE
[50] | for energy optimization in generation and electric
SG load in a privacy-oriented
manner.

Source: Authors, (2026).
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IV. DISCUSSION AND FINDINGS

In the literature for privacy preservation in TES, blockchain-based techniques are the most widely utilized. Some of these
techniques include HE-based algorithms, Paillier cryptography, and asymmetric cryptography. However, there is a limitation to these
blockchain-based methods: the entire ET information stored on the network is available to all participants, thereby exposing users' data.
Consequently, a malicious attacker may exploit this avenue for financial gain or espionage. In the application of SL in decentralized
energy systems, a review of relevant literature shows that SL-based adaptive frameworks have been used to enhance energy management,
whereas SL-based parallel control techniques were reported in resolving optimal control issues and for decentralized ventilation systems.
Additionally, a dynamic SL grid-responsive approach was explored to enhance energy flexibility, while a state SL approach was proposed
to achieve distributed intelligent control. The survey demonstrates that the SL technique is unsuitable for privacy preservation due to
challenges, such as centralized vulnerabilities, data control, efficiency, and non-collaborative features, which prevent multiple participants
from locally training a model. It was discovered that privacy-preserving techniques do not significantly affect the model’s accuracy but
may introduce computational and communication overhead. Furthermore, the survey shows that privacy-preserving techniques, such as
FL, can optimize privacy, accuracy, and efficiency. However, one must carefully consider finding a balance between security and system
performance. Consequently, all the reviewed articles on privacy-preserving techniques show that researchers have not explored the
suitability of either FL or SL in TES, even though our findings established that FL is more suitable.

V. CONCLUSION AND FUTURE OUTLOOK

This survey successfully examined patterns in the application of FL and SL techniques for privacy preservation. Also presented is
a comparative analysis of these ML-based techniques to determine the best fit for privacy preservation in TES to enhance network stability
and resilience. The investigation reveals that FL offers robust privacy protections and supports decentralization as the data resides with
participants during model training. In comparison with SL, which is centralized, all data are essentially aggregated into a main server for
training. Therefore, raises concerns about the privacy and security of sensitive data. Its features allow TES participants to engage in ET
without disclosing their private information. The research demonstrated that FL-based TES is secure and inherently decentralized, like
P2P-based TES. Hence, FL's suitability in preserving participants’ data. The work highlights the need for further research by exploring
the integration of FL with Blockchain Technology to resolve emerging privacy issues in TES and to enhance efficiency and security.
Additionally, challenges such as scalability and statistical heterogeneity require more attention. The contribution of this investigation will
serve as a reference for future research.
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