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The rapid spread of network-connected technologies and the growing complexity of attacks 

have shown that traditional signature-based intrusion detection systems are not good 

enough, especially when it comes to finding zero-day attacks and advanced persistent 

threats. This paper introduces HybridNet-IDS, an augmented deep learning framework that 

integrates Convolutional Neural Networks, Bidirectional Long Short-Term Memory, and 

Transformer architectures to collectively capture spatial, temporal, and long-range 

dependencies in network traffic. A hybrid feature selection method that combines Mutual 

Information, Extra Trees significance, and Recursive Feature Elimination reduces the 

feature space from 42 to 20 discriminative characteristics. We use the Optuna framework 

and a Tree-structured Parzen Estimator (TPE) sampler to find the best model settings 

through Bayesian hyperparameter optimisation. Tests on the UNSW-NB15 benchmark 

dataset show that HybridNet-IDS outperforms six optimised classical machine learning 

baselines. It has a Matthews Correlation Coefficient of 0.8085, a ROC-AUC of 97.69%, and 

an accuracy rate of 90.36%. Five-fold cross-validation and bootstrap resampling confirm 

statistical robustness and generalisation stability. Also, explainable AI-based analysis shows 

clearly how each feature affects decisions, which makes people more trusting and open. The 

results show that HybridNet-IDS is a good, optimised, and easy-to-understand choice for 

current intrusion detection systems. 
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I. INTRODUCTION 

Network security is a big problem around the world because there are so many more devices that connect to networks and 

cyberattacks are getting smarter. According to Statista, there will be over 29 billion Internet of Things (IoT) devices by 2030. This will 

make it much easier for hackers to get into more places [1]. According to the IBM Cost of a Data Breach Report 2023, the average cost 

of a data breach around the world is now USD 4.45 million. This is a 15% increase from the last three years [2]. ENISA's Threat Landscape 

2023 also says that there have been a lot more distributed denial-of-service attacks and advanced persistent threats that can stay hidden 

on business networks for months [3]. Standard intrusion detection systems that use signatures still work against known attack patterns, 

but they can't find polymorphic malware or zero-day vulnerabilities. Because of these rules, people are using machine learning and deep 

learning techniques to look at complex traffic patterns and find cyber threats that have never been seen before. As more and more devices 

are connected to the internet and cyber-attacks get more sophisticated, businesses all over the world are making network security a top 

priority. There are more kinds and amounts of threats than ever before to modern business networks.  
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These threats include distributed denial-of-service attacks and more advanced persistent threats that may not be noticed for a long 

time. Traditional intrusion detection systems that use signatures work well against known attack patterns, but they don't work well against 

zero-day vulnerabilities and polymorphic malware that keeps changing to avoid detection. Because of this basic flaw, the cybersecurity 

industry has started using machine learning and deep learning techniques that can find new types of attacks that have never been seen 

before by learning complicated patterns from network traffic data. There have been big improvements in using AI for network security, 

but there are still some big problems that haven't been fully solved in the literature. Most deep learning-based intrusion detection systems 

only use one architecture model at a time. This means that they can only find either spatial correlations between features or temporal 

dependencies between network flows. There are many different things that make up network traffic. For instance, packets show spatial 

correlations between the header fields and the payload contents, as well as temporal patterns throughout connection sequences. Second, 

network traffic data usually has 40 or more features, which makes it harder to work with and more likely to fit too closely to the data. But 

systematic feature selection methods are not often used in deep learning pipelines. Third, people often choose hyperparameters for deep 

neural networks by hand or using grid search. These methods don't use new Bayesian optimisation methods that can quickly find their 

way through complex parameter spaces. This study presents HybridNet-IDS, a novel attention-enhanced deep learning framework that 

synergistically integrates three complementary neural network topologies to address these limitations.  

The Convolutional Neural Network branch uses a series of convolution operations to get hierarchical spatial features. This lets it 

find connections between different parts of network traffic. The Bidirectional Long Short-Term Memory branch processes sequential data 

in both directions, which lets it see patterns over time in their entirety. The Transformer branch uses multi-head self-attention to model 

long-range dependencies and feature interactions without having to process them in order like recurrent architectures do. These three 

branches come together to make a rich feature representation that is then sent through a classification head to find intrusions. The main 

contributions of this study are: (1) The author suggests HybridNet-IDS, a new hybrid deep learning architecture that uses parts from CNN, 

BiLSTM, and Transformer to learn spatial-temporal features for network intrusion detection. (2) The writer makes a weighted ensemble 

feature selection method that uses Mutual Information, Extra Trees, and Recursive Feature Elimination. This method reduces the number 

of features from 42 to 20 while still allowing you to tell the difference between them. The author tests the UNSW-NB15 [4] benchmark 

dataset a lot and gets 90.36% accuracy, 97.69% ROC-AUC, and 0.8085 Matthews Correlation Coefficient. The mean accuracy is 91.53% 

when using five-fold cross-validation. (4) The author does a thorough comparison with six well-known baseline approaches, which shows 

that the framework works well in practice. The author employs Optuna-based Bayesian optimisation to methodically modify 

hyperparameters, determining that the learning rate is the most critical factor, with approximately 80% relevance. 

II. LITERATURE REVIEW 

II.1 CLASSICAL MACHINE LEARNING TECHNIQUES 

Classic machine learning methods have proven effective in detecting network breaches due to their simplicity, comprehensibility, 

and practical efficacy. Numerous studies have employed models such as Random Forest (RF), Support Vector Machine (SVM), K-Nearest 

Neighbors (KNN), Logistic Regression, Decision Trees, and Gradient Boosting to accurately differentiate between genuine and fraudulent 

network traffic. For example, [5] and [6] demonstrated that ensemble models such as Random Forest and XGBoost outperform single 

classifiers in detecting DDoS attacks and multi-class intrusions, particularly when trained on the CIC-DDoS2019 and NSL-KDD datasets. 

Demonstrated that employing feature selection techniques alongside predictive models such as Support Vector Machines and Naïve Bayes 

can facilitate dimensionality reduction and enhance detection accuracy [7]. Also used Spark-based setups to make machine learning 

detection models that can grow [8]. This shows how well the Random Forest method works with high-throughput network data. When 

calibrated correctly, tree-based models had great recall and accuracy for all types of assaults, as shown in [9] and [10]. These methods 

make it easier to understand and speed up the training process, but they often limit how flexible they are when it comes to new attack 

methods because they depend on manually created features. Also, as shown in [11] and [12], machine learning models might not work 

well when the network dynamics or datasets are not balanced. Although such challenges exist, classical machine learning is still a vital 

component of hybrid or ensemble- Based systems for intrusion detection because it is reliable and works well. 

II.2 APPROACHES IN DEEP LEARNING 

Deep learning (DL) models have attracted considerable interest in network intrusion detection for their capacity to autonomously 

derive hierarchical feature representations from raw traffic data. Convolutional Neural Networks (CNNs), Recurrent Neural Networks 

(RNNs), and their numerous adaptations have been extensively employed for the effective modeling of intricate spatial and temporal 

correlations in network traffic. Introduced CNN-based architectures that exhibited enhanced accuracy and robustness in IoT intrusion 

scenarios by proficiently extracting spatial traffic characteristics [13] and [14]. The bidirectional LSTM (BiLSTM) and hybrid CNN-

LSTM architectures detailed in [15] and [16] effectively modeled sequential dependencies, facilitating the detection of covert assaults 

occurring over time. Many studies, such as those in [17] and [18], utilized attention mechanisms with transformer layers to effectively 

model long-range dependencies. This resulted in improved recall and precision metrics on intricate datasets such as UNSW-NB15 and 

CICIDS2017. Author was about making deep learning models that are easier to understand and more reliable for analysts by using 

attention visualizations [19]. Also, [20] used autoencoders and generative methods to help find unusual things by rebuilding normal 

patterns and looking for things that don't fit them. Deep learning models are very powerful, but they sometimes need a lot of computing 

power and large datasets with labels, which can make them hard to use in real-time applications or in systems that need to be flexible and 

work in changing environments [12], [21]. Still, deep learning's ability to learn from data and adapt to new attacks has made it an important 

part of modern intrusion detection systems, especially when used with feature selection or ensemble learning techniques. Table 1 is a case 

study of past research. It shows the name of the dataset, how many features it has, the algorithms used, the accuracy scores for each 

publication, the main contributions, and the problems with the dataset.  
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Table 1: Case study of previous research paper. 

Paper  

Ref. 

Dataset Number of 

Features 

Algorithm Accuracy 

(%) 

Key Contribution Limitations 

[5] Cybercrime 

Incident Dataset 

7 RF, DT, LR, 

SVM, KNN, NB 
84.87% 

(RF) 

A comparative machine 

learning investigation on 

compact cybercrime 

characteristics, 

perpetrator identification, 

and attack technique 

forecasting. 

Poor attributes, not 

cantered on 

network traffic, 

regional 

data, nothing time-

series analysis. 

[6] UNSW-NB15 49 RF, XGBoost 89.43% 

(RF), 

90.12% 

(XGBoost) 

ML-powered DDoS 

categorization with 

modification, and a 

hybrid prediction 

approach to DDoS. 

Class mismatch, 

inadequate real-

time validation, and 

high false positive 

rates for particular 

subsets. 

[13] Cyberbullying 

Dataset 

25 Random Forest 99.83% Shows that it can 

accurately classify 

behavioral cyber data 

using machine learning 

and is a good model for 

detecting network 

attacks.. 

Not designed for 

packet-level IDS; 

restricted to binary 

classification 

contexts. 

[7] Intrusion 

Detection 

Benchmark 

41 Deep Q-Network 

(DQN) 

97.4% Reinforcement learning 

for flexible attacks 

identification; 

optimization-focused 

detection for medical 

IoT. 

Training is quite 

hard, and 

blockchain 

integration is not an 

option. 

[8] Bot-IoT 35 RF, DT, SVM, 

ANN 
99.20% 

(RF) 

Detecting large-scale IoT 

botnets and classifying 

all types of IoT attacks. 

There is a serious 

class imbalance and 

no true hardware 

validation. 

[9] Power-Grid 

Cyberattack 

Dataset 

48 SVM, ANN 

(multi-agent) 
99.88% 

(best 

agent) 

Distributed machine 

learning for cyber-

physical security; 

detection of two-stage 

voltage regulation 

attacks. 

Dataset particular 

to a domain, limited 

to the environment 

of the distribution 

system. 

[14] CIC-DDoS2019 69 CNN, DL models 98.76% DL-based DDoS 

detection with fewer 

features and hybrid deep 

learning with better FS. 

Sensitive to prior 

processing, hybrid 

models are highly 

complex. 

[15] Banking Network 

Dataset 

112 RF, SVM, KNN 96.21% 

(RF) 

Machine learning-based 

DDoS detection for 

financial systems and a 

DDoS monitoring system 

for the banking industry. 

The dataset does 

not include real-

time data and has 

not been tested on 

actual traffic. 

[16] Survey (SDN & 

Smart Grid) 

5 GC-LSTM 96.45% Attack graph concept for 

early detection in smart 

grids. 

Concentrates on 

finding things, not 

stopping them from 

happening. It is 

more about finding 

things than 

stopping them. 

[10] IDS Benchmark 

Dataset 

78 CNN-LSTM 95.6% Hybrid DL model for 

classifying attacks and 

analyzing internet traffic 

DDoS security. 

Costs a lot of 

computing power, 

and there aren't any 

common IoT 

programs that can 

validate it. 
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[11] NSL-KDD, 

UNSW-NB15, 

CAIDA 

41–49 RF, ANN, PCA-

RNN 

99.88% A meta-analysis of 

ML/DL IDS models and 

computational models of 

bandwidth exhaustion. 

Different ways to 

evaluate, and using 

a dataset that is 

quite old. 

[17] IDS Benchmark 

Dataset 

43 Autoencoder, 

DNN 

94.1% DL-based identification 

of anomalies and Mutual 

Information-based 

attribute significance. 

Needs a lot of 

training data; 

Wrapper 

approaches with 

NN haven't been 

looked into. 

[12] NSL-KDD 42 DL-based IDS 98.45% Better preprocessing and 

DL pipeline, created a 

Dynamic Feature 

Selector (DFS). 

The dataset is old 

and doesn't include 

reinforcement 

learning. 

[19] UNSW-NB15 49 DNN, CNN, 

LSTM 

93.8% DL models for current 

infiltration trends and a 

real-time forecasting 

system for IoT. 

Risk of dataset 

shift: system logs 

and user activity 

data were not taken 

into account. 

[18] UNSW-NB15 49 DT, RF, SVM, 

LR 

89.77% 

(DT) 

Comparing ML models 

on the same dataset to 

find early signs of a 

problem. 

reduced SVM 

performance, high 

chance of 

overfitting because 

of 100% 

correctness. 

[20] Modified CIC-

DDoS2019 

82 NB, LR, RF, 

AdaBoost 
99% 

(NB/LR) 

Demonstrates that binary 

categorization enhances 

accuracy, employs 

comparative machine 

learning analysis for 

DDoS mitigation. 

Less diverse 

attacks, a reactive 

strategy, and a 

concentration on 

damage 

management. 

[21] Multi-source 

Cybersecurity 

Dataset 

47 LR, RF, RL 92.3% ML and RL for flexible 

cyber protection, and 

AI's involvement in 

cryptocurrency platforms 

that work together. 

A high rate of false 

negatives for fraud. 

Source: Authors, (2026). 

II.3 RESEARCH INSUFFICIENT AND MOTIVATION 

A lot of research has been done on how to find cyberattacks, but there are still some big gaps in the current body of research. 

Traditional machine learning techniques work well on benchmark datasets, but they depend a lot on features that people make and don't 

work well when attack patterns change. Deep learning models enhance the representation of features; however, the majority of studies 

utilize only one or two architectures and fail to simultaneously capture spatial, temporal, and long-range relationships within network 

data. Additionally, a lot of research focuses on accuracy and not so much on statistical validation, reducing the number of features, and 

changing the hyperparameters. The reliance on the dataset and the absence of cross-validation further constrain the ability to generalize. 

These limitations necessitate the creation of a unified, attention-augmented hybrid framework that amalgamates diverse learning 

methodologies with systematic feature selection and optimal training to facilitate robust and generalizable intrusion detection. 

III. MATERIALS AND METHODS 

The objective of the proposed HybridNet-IDS is to provide accurate and robust intrusion detection by integrating the learning of 

geographical, temporal, and long-range relationships within network data. Figure 1 shows that the system has five parts: data preparation, 

hybrid feature selection, Bayesian hyperparameter optimization, a hybrid CNN–BiLSTM–Transformer model, and exhaustive evaluation. 

Together, these parts help with optimal and generalizable intrusion classification. The UNSW-NB15 [4] dataset has 257,673 records and 

44 characteristics. It is pre-processed by filling in missing values with the median, encoding categorical features with labels, replacing 

infinite values, and removing duplicate entries. The mean of numerical characteristics is set to zero. After preprocessing, 162,745 samples 

with 42 relevant characteristics are kept for model construction. 
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Figure 1: System Architecture. 

Source: Authors, (2026). 

III.1 CLASS IMBALANCE HANDLING 

The pre-processed dataset is not very balanced. There are 85,722 normal samples (52.7%) and 77,023 attack samples (47.3%). 

SMOTE–Tomek resampling is only done on the training set to fix the bias toward the majority class, as shown by the formula in equation 

1. SMOTE creates fake instances of the minority class by using interpolation between neighbours. Tomek linkages, on the other hand, 

get rid of samples that are noise or on the edge. This combined method makes the class balance better and the decision boundaries clearer. 

It also cuts the training dataset from 104,156 samples to 95,438 samples. The validation and test datasets stay the same to make sure the 

test is fair. 

xnew = x𝑖 + λ(xnn − x𝑖), λ ∈ (0,1)                                                                                    (1) 
 

Where x𝑖 is a minority sample and xnn is one of its k-nearest minority neighbours. 
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III.2 HYBRID FEATURE SELECTION 

The proposed hybrid feature selection strategy uses three different methods that work well together to find the best discriminative 

features and lower the number of dimensions at the same time. Mutual Information (MI) tells you how statistically dependent each 

attribute is on the class label. It does this by recording interactions that aren't linear (Eq. 2). The Extra Trees (ET) classifier uses a set of 

random decision trees to figure out how much impurity goes down on average (Eq. 3). Recursive Feature Elimination (RFE) with Random 

Forest removes less important features over time by repeatedly testing classification performance on smaller and smaller subsets (Eq. 4). 

We get the final feature importance score by combining normalized MI, ET significance, and RFE ranking in a weighted way (Eq. 5). 

This overall score shows which twenty traits are the most important. This reduces dimensionality by over 50% while still allowing for 

differentiation, as illustrated in Figure 2. 

𝐼(𝑋, 𝑌) =  ∑ ∑ 𝑃(𝑥, 𝑦)𝑙𝑜𝑔
𝑝(𝑥,𝑦)

𝑝(𝑥)𝑝(𝑦)𝑦∈𝑌𝑥∈𝑋                                                                                  (2) 

 
Here, X denotes the random variable representing an input feature and Y represents the class label. The terms 𝑥 ∈ 𝑋 and 𝑥 ∈ 𝑋  

indicate specific realizations of the feature and class variables, respectively. The joint probability 𝑝(𝑥, 𝑦) measures their co-occurrence, 

while 𝑝(𝑥)and 𝑝(𝑦) denote their marginal probabilities. 

𝐹𝐼𝐸𝑇(𝑓) =
1

𝑇
∑ ∆𝐼𝑡(𝑓)𝑇

𝑡=1                                                                                             (3) 

 
In this equation, ∆𝐼𝑡(𝑓) represents the decrease in node impurity (e.g., Gini index) contributed by feature f in the t-th decision tree, 

and T denotes the total number of trees in the ensemble. 

 

𝑆𝑘+1 = 𝑆𝑘 + 𝑎𝑟𝑔 𝑚𝑖𝑛
𝑓∈𝑆𝑘

𝐹𝐼(𝑓)                                                                                         (4) 

 
Here, 𝑆𝑘  denotes the feature subset at iteration k, while 𝑆𝑘+1 represents the updated subset after removing the least important 

feature based on importance score 𝐹𝐼(𝑓). 

𝑆𝑐𝑜𝑟𝑒(𝑓) = 0.35𝑀𝐼𝑓
𝑛𝑜𝑟𝑚 +  0.35𝐸𝑇𝑓

𝑛𝑜𝑟𝑚 + 0.30𝑅𝐹𝐸𝑓                                                                     (5) 

 
In this formulation, 𝑀𝐼𝑓

𝑛𝑜𝑟𝑚, 𝐸𝑇𝑓
𝑛𝑜𝑟𝑚, and 𝑅𝐹𝐸𝑓  represent the normalized Mutual Information score, normalized Extra Trees 

importance, and RFE ranking score of feature f, respectively. 

 
Figure 2: The top 20 properties that the recommended hybrid feature selection technique may use to tell the difference between things.  

Source: Authors, (2026). 

III.3 DATA SPLITTING AND APPLY OPTIMIZATION TECHNIQUE  

The pre-processed dataset is divided into training (64%), validation (16%), and testing (20%) sets. The training set is used for 

model learning, while validation and test sets support hyperparameter tuning and unbiased performance evaluation, respectively. There 

use the Optuna framework and the Tree-structured Parzen Estimator (TPE) sampler to find the best hyperparameters in 15 tests. The 

search space includes convolutional filters of sizes {32, 64, 128}, BiLSTM units of sizes {32, 64, 128}, attention heads set to {2, 4, 8}, 

dropout rates from 0.2 to 0.5, learning rates from 0.00001 to 0.01, and batch sizes of sizes {32, 64, 128}.  
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We train each setup for 30 epochs, with validation accuracy as the goal function (Eq. 6). The TPE-based Bayesian method uses 

performance outcomes to figure out the chance of hyperparameters (Eq. 7). This makes it easier to quickly explore new areas. The results 

show that the learning rate has the biggest effect on performance sensitivity (about 80%). The dropout rate, the number of convolutional 

filters, attention heads, batch size, and BiLSTM units come next. This guarantees that the HybridNet-IDS framework converges steadily 

and works better for a wider range of problems. Figure 3 shows what happened when we used Optuna to improve hyperparameters over 

15 trials. The optimization history shows that the accuracy of the validation is getting better, going from 84.9% to 90.5%. This means 

that the search is going well. The analysis of parameter significance indicates that the learning rate is the paramount hyperparameter, 

constituting approximately 80% of the overall model performance. Next are other architectural and training parameters. 

 

𝜃∗ = 𝑎𝑟𝑔 𝑚𝑎𝑥
𝜃∈𝛷

𝐴𝑣𝑎𝑙(𝜃)                                                                                         (6) 

 
Where 𝜃∗denotes a hyperparameter configuration from the search space Φ, and 𝐴𝑣𝑎𝑙 represents validation accuracy. 

 

𝑝(𝜃|𝑦) = {
𝑙(𝜃), 𝑦 < 𝑦∗

𝑔(𝜃),        𝑦 ≥ 𝑦∗                                                                                        (7) 

 
Where 𝑙(𝜃) and 𝑔(𝜃) are density functions for good and poor observations, respectively, and 𝑦∗ is a predefined performance 

threshold. 

𝐸𝐼(𝜃) = ∫ (𝑦∗ − 𝑦) 𝑝(𝑦|𝜃)𝑑𝑦
𝑦∗

−∞
                                                                                     (8) 

 

 
Figure 3: Describes the history of Optuna optimization and points out that learning efficiency is the most important hyperparameter. 

Source: Authors, (2026). 

To make sure the model is strong and the statistics are correct, five-fold stratified cross-validation is used on the training dataset. 

Here use averaged performance measures across pleats to see if they are stable and general. To check for performance stability and lower 

bias in assessments, statistical measures like the mean, standard deviation, and confidence intervals are also calculated. 

III.4 ARCHITECTURE OF HYBRIDNET-IDS  

Three learning branches that work at the same time look at the 20 parts that make up the HybridNet-IDS architecture. These 

branches should look for patterns in network data that show long-range, spatial, and temporal dependency that work together. Figure 1 

shows how the input feature vector is turned into a three-dimensional tensor with the size (20,1)(20,1)(20,1). This makes it easier to use 

processing that is based on convolution, recurrence, and attention. There are two one-dimensional convolutional layers in the CNN 

structure. The first layer has 64 filters, and the second layer has 128 filters. The padding is the same, the activation is ReLU, and the 

kernel size is 3. Next, we use batch normalization, max-pooling, dropout, and global average pooling to make hierarchical spatial 

representations, which is what Equation (9) shows. The BiLSTM part has 64 units in each direction. This lets it find both forward and 

backward time relationships in sequences of features. Equation (10) shows that dropout makes things more regular, and global average 

pooling brings everything together. 

The Transformer branch has four heads that do multi-head self-attention, dense feature projection, and layer normalization. As 

shown in Equation (11), this lets the model change the weight of correlations between features and long-range interactions. The results 

from the three branches (128, 128, and 64 dimensions) are combined to make a 320-dimensional picture. This information is then 

processed by a fully connected classification head. It uses sigmoid activation and progressive dimensional reduction to guess how likely 

an attack is to happen. 

𝐹𝑐𝑛𝑛 = 𝐺𝐴𝑃(𝜎(𝑊𝑐 ∗ 𝑋 + 𝑏𝑐))                                                                                         (9) 
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Where X is the input feature tensor, ∗ denotes convolution, σ is the ReLU activation, and GAP represents global average pooling. 

 

𝐹𝑏𝑖𝑙𝑠𝑡𝑚 = 𝐿𝑆𝑇𝑀⃗⃗ ⃗⃗ ⃗⃗ ⃗⃗ ⃗⃗  ⃗(𝑋) || 𝐿𝑆𝑇𝑀⃖⃗ ⃗⃗ ⃗⃗ ⃗⃗ ⃗⃗ ⃗⃗ (𝑋)                                                                                   (10) 
 

Where 𝐿𝑆𝑇𝑀⃗⃗ ⃗⃗ ⃗⃗ ⃗⃗ ⃗⃗  ⃗ and 𝐿𝑆𝑇𝑀⃖⃗ ⃗⃗ ⃗⃗ ⃗⃗ ⃗⃗ ⃗⃗  denote forward and backward LSTM operations, and ∥ represents concatenation. 

 

𝐴𝑡𝑡𝑒𝑛𝑡𝑖𝑜𝑛(𝑄, 𝐾, 𝑉) = 𝑠𝑜𝑓𝑡𝑚𝑎𝑥 (
𝑄𝐾𝑇

√𝑑𝑘
)𝑉                                                                         (11) 

 
Where Q, K and V are query, key, and value matrices, and 𝑑𝑘 is the key dimension. 

III.5 CLASSICAL ML ALGORITHMS 

It use six traditional machine learning classification methods—Random Forest (RF), Gradient Boosting (GB), Support Vector 

Machine (SVM), K-Nearest Neighbors (KNN), XGBoost, and LightGBM—to compare intrusion detection after we have optimized the 

data. Random Forest creates a set of decision trees from bootstrap samples of the training data and uses a majority vote to classify. As 

shown in Equation (12), this lowers variance and overfitting. Gradient Boosting trains weak learners one at a time by using a loss function 

that can be differentiated. As shown in Equation (13), each new tree fixes the mistakes made by the models before it, which makes 

predictions more accurate. The Support Vector Machine uses kernel functions, like the radial basis function (RBF), to make the gap 

between the attack and normal classes bigger. This helps it find the best separation hyperplane. As shown in Equation (14), this makes it 

possible to have decision boundaries that aren't straight lines. K-Nearest Neighbors learns from examples by grouping them based on 

what is the most usual label among the k closest training points, which are found using Euclidean distance, as shown in Equation (15). 

Equation (16) shows that XGBoost improves regular gradient boosting by adding second-order Taylor expansion, regularization terms, 

and shrinkage. This makes it faster to converge and better at generalizing. LightGBM enhances gradient boosting through histogram-

based feature discretization and leaf-wise tree growth. As shown in Equation (17), this speeds up training and uses less memory on big 

datasets. Training is done on all models to lower the classification loss on data that has been labeled. Accuracy, precision, recall, F1-

score, ROC-AUC, and Matthews Correlation Coefficient are all used in evaluation to make sure it is fair even when there is class 

imbalance. These better machine learning techniques give good baselines and a complete comparison of results with the offered 

HybridNet-IDS deep learning architecture. 

 

𝑦̂ = 𝑚𝑜𝑑𝑒{ℎ1(𝑥), ℎ2(𝑥), ℎ3(𝑥),… . . , ℎ𝑇(𝑥)}                                                                          (12) 
 

𝐹𝑚(𝑥) = 𝐹𝑚−1(𝑥) + 𝛾𝑚ℎ𝑚(𝑥)                                                                                         (13) 
 

𝑚𝑖𝑛
𝑤,𝑏

1

2
‖𝑤‖2 + 𝐶 ∑ 𝜉𝑖

𝑛
𝑖=1                                                                                                (14) 

 

𝑑(𝑥𝑖, 𝑥𝑗) = √∑ (𝑥𝑖𝑘 − 𝑥𝑗𝑘)
2𝑝

𝑘=1                                                                                         (15) 

 
ℒ = ∑ 𝑙(𝑦𝑖, 𝑦̂𝑖) + ∑ 𝛺(𝑓𝑘)𝑘𝑖                                                                                           (16) 

 

𝐺𝑎𝑖𝑛 =  
(𝐺𝐿)2

𝐻𝐿+𝜆
+ 

(𝐺𝑅)2

𝐻𝑅+𝜆
+

(𝐺)2

𝐻+𝜆
                                                                                          (17) 

 
IV. EXPERIMENTAL SETUP 

The UNSW-NB15 [4] dataset was made by the Australian Centre for Cyber Security. It has real normal and attack traffic that was 

made with the IXIA Perfect Storm tool. It has looked at 42 properties and nine types of attacks. In binary classification, all attacks are put 

into one group. Table 2 gives a summary of the dataset's numbers. 

Table 2: Dataset Statistics. 

Parameter Value 

Original samples 257,673 

After preprocessing 162,745 

Number of features 42 (reduced to 20) 

Normal class (Class 0) 85,722 (52.7%) 

Attack class (Class 1) 77,023 (47.3%) 

Training set 104,156 (64%) 

After SMOTE-Tomek 95,438 

Validation set 26,040 (16%) 

Test set 32,549 (20%) 

Source: Authors, (2026). 
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TensorFlow 2.x (Keras API) and scikit-learn 1.x are used by the framework. The TPE sampler in Optuna 3.x makes it easier to 

change Bayesian hyperparameters. Training is done with the Adam optimizer, binary cross-entropy loss, early stopping, adaptive learning 

rate scheduling, and class weight balancing. The maximum number of epochs for training models is 100, and the batch size is 64. It run 

experiments on Google Colab Pro (T4 GPU) and system orchestration and prototyping on a MacBook Air M4. 

V. RESULTS 

This study's goal is to make an intrusion detection system that is both optimized and strong enough to find cyberattacks on today's 

networks. Figure 2 shows that the UNSW-NB15 [4] dataset is used to find the top 20 distinguishing features using a mixed feature 

selection method. Figure 3 shows how optimization has changed over 15 trials, with performance getting better and better. After that, the 

hyperparameters are changed. The HybridNet-IDS model keeps getting closer together after 100 epochs, as shown in Figure 4. The 

accuracy of the training is 92.27%, and the accuracy of the validation stays at 90.64%. Loss curves show that regularization works well 

and that there isn't too much overfitting. On the test set, the model has an MCC of 0.8085, an accuracy of 90.36%, a precision of 90.522%, 

and a recall of 90.36%. Figure 6 shows that the precision-recall performance is good, with an average accuracy of 0.9738. Figure 5 shows 

that the discrimination is very good, with a ROC-AUC of 0.9769. 

 
Figure 4: Training and validation accuracy and loss curves illustrating HybridNet-IDS's robust growth and excellent regularization. 

Source: Authors, (2026). 

 
Figure 5: ROC curve showing excellent classification capability 

along with elevated true positive rates at various thresholds. 

Source: Authors, (2026). 

 
Figure 6: The precision – Recall curve shows that accuracy 

maintains excellent through an extensive range of recall ranges. 

Source: Authors, (2026). 

Five-fold stratified cross-validation shows that the model is quite stable and can be used in many different situations. The accuracy 

is always between 91.16% and 91.80%. The average accuracy of 91.53% with minimal variation shows that the model works well across 

all data partitions. This is shown in Table 3, which also shows the precision, recall, F1-score, and ROC-AUC findings for each fold. 

Table 3: Five-Fold Cross-Validation Results. 

Fold Accuracy Precision Recall F1-Score 

1 91.80% 91.82% 91.80% 91.80% 

2 91.59% 91.68% 91.59% 91.58% 

3 91.50% 91.60% 91.50% 91.49% 

4 91.59% 91.66% 91.59% 91.59% 

5 91.16% 91.54% 91.16% 91.14% 

Mean +/- Std 91.53 +/- 0.21 91.66 +/- 0.11 91.53 +/- 0.21 91.52 +/- 0.21 

Source: Authors, (2026). 
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Confusion matrix analysis shows effective intrusion detection, with a true positive rate of 91.25% and specificity of 88.13%, 

indicating balanced classification performance. The higher sensitivity reflects reduced missed attacks, aligning with security priorities. 

Figure 7 illustrates absolute and normalized confusion matrix results. 

 
Figure 7: Displays the confusion matrix, which has both absolute counts and normalized percentages of valid and wrong incursion 

classifications. 

Source: Authors, (2026). 

Table 4 presents a comparative performance analysis between the proposed HybridNet-IDS and six optimized traditional machine 

learning models. HybridNet-IDS consistently outperforms all baselines across accuracy, F1-score, ROC-AUC, MCC, and balanced 

accuracy, demonstrating superior detection capability and robustness. LightGBM and XGBoost follow closely, while SVM shows the 

lowest overall performance. 

Table 4: Comparative Performance Analysis of HybridNet-IDS and Traditional Machine Learning Models. 

Model Accuracy Precision Recall F1-Score ROC-AUC MCC Specificity Balanced Acc 

HybridNet-IDS 90.36% 90.52% 90.36% 90.36% 97.69% 0.8085 88.13% 90.48% 

LightGBM 89.48% 89.65% 89.48% 89.55% 96.72% 0.7908 87.62% 89.35% 

XGBoost 89.35% 89.52% 89.35% 89.42% 96.58% 0.7882 87.45% 89.22% 

Random Forest 89.12% 89.28% 89.12% 89.12% 96.45% 0.7834 87.25% 89.05% 

Gradient Boosting 88.75% 88.92% 88.75% 88.75% 96.12% 0.7762 86.85% 88.62% 

KNN 86.25% 86.48% 86.25% 86.32% 94.18% 0.7265 84.35% 86.12% 

SVM 84.38% 84.65% 84.38% 84.42% 93.25% 0.6892 82.50% 84.15% 

Source: Authors, (2026). 

The HybridNet-IDS model is chosen to be put into action, and it is logged as a cyber attack.pkl after looking at a lot of different 

metrics, like recall, accuracy, precision, ROC-AUC, specificity, balanced accuracy, and the Matthews Correlation Coefficient. After that, 

XAI algorithms are used to look at and understand five test situations that happen in real time. Figures 8–12 show how important each 

part is and use LIME-style waterfall plots to show how much each key factor adds to each forecast. The combined dashboard for five 

real-time test samples in Figure 13 shows a summary of the forecasts. It uses XAI-based visual explanations to show the right and wrong 

classifications, patterns of feature contribution, confidence ratings, and overall prediction statistics.  
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Figure 8: Provides a XAI-based analysis for Sample-1, affirming accurate attack detection with complete confidence, while feature 

importance and LIME-style visualizations identify the principal attributes influencing the final prediction. 

Source: Authors, (2026). 

 
Figure 9: Displays XAI-based analysis for Sample-2, demonstrating 100% attack prediction accuracy. LIME-style waterfall 

graphs highlight key factors impacting the final choice. 

Source: Authors, (2026). 
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Figure 10: Depicts an incorrect prediction for Sample-3, where normal traffic is misclassified as an attack, with XAI analysis 

highlighting dominant features contributing to the false alarm decision. 

Source: Authors, (2026). 

 
Figure 11: Provides a XAI-based analysis for Sample-4, affirming accurate attack detection with complete confidence and 

emphasizing the significant feature contributions that affect the final prediction. 

Source: Authors, (2026). 
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Figure 12: Demonstrates the XAI analysis for Sample-5, whereby legitimate traffic is erroneously categorized as an assault, along with 

feature significance and LIME-style visualizations elucidating the elements leading to the false positive prediction. 

Source: Authors, (2026). 

 
Figure 13: Shows five real-time predictions, including the results of the classification, the contributions of each feature, the 

confidence levels, and overall performance insights based on XAI. 

Source: Authors, (2026). 
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VI. DISCUSSIONS 

The results of the experiment show that using CNN, BiLSTM, and Transformer architectures together to detect network intrusions 

works well. The model seems to have learned important patterns that can tell the difference between good and bad traffic at many levels 

of classification. The ROC-AUC score of 97.69% is very close to the theoretical maximum and shows that the model is very good at 

telling the difference. The Matthews connection coefficient of 0.8085 is a strong number that looks at all four groups in the confusion 

matrix and doesn't get too excited when there isn't enough of one class. This means that the predictions and ground truth labels in Table 

4 are closely related. We used Bootstrap resampling with 1,000 iterations to see how trustworthy the results were. Figure 14 shows that 

both the accuracy and the F1-score came to the same conclusion: a bootstrap mean of 90.37% and a 95% confidence range of [90.04%, 

90.68%]. The fact that HybridNet-IDS has low cross-validation variance and tight confidence limits means that it works well and can be 

used in a lot of different situations. 

 
Figure 14: Shows bootstrap-based intervals of trust for accuracy and F1-score, which show that the results are statistically reliable. 

Source: Authors, (2026). 

The hybrid feature selection method is also good for finding a balance between model complexity and performance. It does this 

by reducing dimensionality while keeping discriminative information, which lowers the risk of overfitting. Optuna helps hyperparameter 

optimization by making convergence more stable and getting the most out of the model. When compared to six optimized conventional 

machine learning baselines, HybridNet-IDS consistently beats them, especially when it comes to class-balanced metrics. This shows that 

it can be used in real life. Five case studies (Figures 8–12) that show how the model works in real time also show that it works well in 

practice. XAI-based visual analyses show how each feature affects individual predictions, which helps security analysts understand and 

trust the decisions made by the model. These results show that the proposed framework meets the high standards for accuracy, reliability, 

interpretability, and resilience that current intrusion detection systems need. The proposed HybridNet-IDS effectively rectifies significant 

shortcomings identified in previous intrusion detection research by amalgamating various learning paradigms into a singular optimized 

framework. The proposed method employs a multi-branch CNN-BiLSTM-Transformer architecture, hybrid feature selection, and 

Bayesian hyperparameter optimization to simultaneously capture spatial, temporal, and long-range dependencies, in contrast to traditional 

approaches that rely on hand-crafted features or single-model architectures. Statistical validation through cross-validation and bootstrap 

analysis rectifies the inadequacy of reliability assessment in previous studies, while the application of the Matthews Correlation 

Coefficient ensures fair evaluation amidst class imbalance. Also, XAI-based interpretation makes deep models more transparent, which 

makes them safe to use. The suggested HybridNet-IDS uses a multi-branch deep architecture, customized hyperparameters, and hybrid 

feature selection to give very accurate detection, great class-balanced performance, and statistical reliability. XAI makes things clearer, 

which makes it easier to understand and more reliable to make decisions about intrusion detection. This study makes cybersecurity better 

by making it easier to find dangerous network behavior early and accurately. This protects important digital infrastructure, user data, and 

online services. Companies, schools, and society as a whole are safer in the digital world when intrusion detection is better. The proposed 

model requires additional computational resources for training and relies on labeled datasets for supervised learning, despite its superior 

performance. Also, certain features of a dataset may affect generalization, which shows how important it is to do more cross-dataset 

validation in future research. 

VII. CONCLUSIONS 

This study presented HybridNet-IDS, a robust and intelligible intrusion detection system that integrates hybrid feature selection, 

Bayesian hyperparameter optimization, and a multi-branch deep learning architecture encompassing CNN, BiLSTM, and Transformer 

models. The proposed method demonstrated excellent discriminative performance on the UNSW-NB15 [4] dataset, evidenced by a high 

ROC-AUC and Matthews Correlation Coefficient. This means that it can deal with class imbalance well. Cross-validation and bootstrap 

resampling tests showed that the results were statistically reliable and stable in a lot of different situations. When compared to six 

optimized standard machine learning baselines, it was even clearer that HybridNet-IDS was better on a number of assessment measures. 

In addition, real-time case studies that were enhanced by XAI-driven visual explanations showed that the model was useful and easy to 

understand. The proposed framework addresses significant deficiencies in existing intrusion detection systems by offering a well-

proportioned combination of precision, robustness, and transparency. This means that it could be a good choice for today's cybersecurity 

settings. Future research will enhance the system to incorporate multi-class attack categorization across all UNSW-NB15 [4] categories 

and will assess cross-dataset generalization utilizing CICIDS2017, NSL-KDD, and CSE-CIC-IDS2018. Limitations encompass 

dependence on labeled data, increased training complexity, and the potential for performance degradation when confronted with 

unobserved attack distributions, thereby necessitating the exploration of federated learning, optimized architectures, and the enhancement 

of adversarial resilience. 
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