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A significant issue in digital steganography is concealing color images within natural 

photographs, when the objective is to convey a large quantity of hidden information without 

sacrificing visual quality.  Certain conventional techniques that rely on the spatial or 

frequency domains typically leave behind noticeable artifacts and are readily interfered with 

by filtering, noise, or compression.  Some transformer-based models have recently 

demonstrated exceptional ability to capture intricate linkages and long-range 

interdependence across data channels.  Building on this, we have presented a transformer-

powered framework for color image concealment that learns the best embedding patterns 

across RGB channels by using self-attention. In comparison to both conventional techniques 

and previous deep learning methods, our results demonstrate that this methodology provides 

considerably greater imperceptibility and recovery, indicating transformers as a promising 

avenue for enhanced image steganography. 
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I. INTRODUCTION 

The exponential growth of digital media, data protection, and secure communication is more crucial than ever in the world of 

modern computing [1-3]. Digital steganography, the art of covertly encoding messages into seemingly innocuous media, is one of the 

numerous methods that have been created in this approach thus far. It has proven to be an essential instrument in ensuring privacy and 

safeguarding against unauthorized access.  One of the most active research areas is color image hiding, in which a hidden image is 

concealed by a picture of the outdoors. The application of this is popular in such applications as secure messaging, watermarking, 

copyright protection, and covert communication. In comparison to textual steganography [4], the steganography of color images presents 

special challenges since it should consider the spatial as well as the spatial characteristics of images. As human vision is very sensitive to 

color, texture, and structure distortions, the task is to balance two competing objectives: to withstand as much hidden information (payload 

capacity) and to maintain the cover image indistinguishable (imperceptibility). Although there has been a lot of progress [5], this balance 

is hard to achieve. The existing procedures can be divided into two main categories, which include spatial domain methods described in 

[6] and transform-domain methods described in [7]. Spatial-domain techniques, which include the Least Significant Bit (LSB) substitution 

method described in [8], directly change pixel values inside the cover image. The strategies show simplicity and strong performance, but 

they create clear visual defects that become visible in high-quality color photographs, and their results get affected by basic image 

processing tasks such as compression and filtering. The execution of transform-based techniques happens through the processing of 

frequency space data, which includes methods such as Discrete Cosine Transform (DCT) and Discrete Wavelet Transform (DWT). The 

methods deliver average protection against standard attacks, but they need users to set up parameters manually, and their efficiency drops 

when handling large data sizes or full-color images. This is largely an outcome of the RGB channels correlating with the high sensitivity 

of human vision in the detection of the smallest distortions. [9]. The latest advancements in deep learning technology have created a new 

system for concealing images.  
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The combination of autoencoders [10] with generative networks [11] and Convolutional Neural Network (CNN)-based 

frameworks has achieved outstanding performance in their capacity to learn complex mappings, which they use to conceal and restore 

images. The system achieves automatic process optimization, which enables it to create better embedding methods while decreasing 

visual defects and enhancing data recovery capabilities. Researchers in deep learning-based steganography studies have focused their 

research efforts on grayscale image analysis [10] and single-channel payload examination. The researchers used CNNs because the 

network excels at local feature extraction, but they faced challenges when testing color channel connections between remote locations 

and through large distance ranges. The subtle RGB channel interactions that determine visual imperceptibility in full-color image hiding 

cause CNN-based methods to lack essential contextual data, which results in color distortions and decreased system resilience. [12] We 

present a transformer-based framework that enables color image hiding as a solution to these difficulties. Transformers [13] begin with 

natural language processing development because their self-attention mechanisms let them track all input dependencies, which enables 

them to effectively handle long-distance relationships. Recent years have seen successful transformer adaptations that enable machines 

to complete various vision tasks, such as image generation [14], super-resolution [15], and image-to-image translation, because these 

tasks require machines to understand their complete visual environment. We demonstrate transformers as a solution for solving the 

challenge of hiding color images through our research. The network learns embedding techniques through our method, which enables it 

to transmit larger payloads while keeping visual quality because visual quality depends on its ability to represent both spatial patterns and 

inter-channel correlations. The proposed framework treats the cover image and secret image as sequences of image patches, which are 

processed by a transformer encoder-decoder model. The encoder extracts information from the cover image to build a detailed 

representation, which includes both local texture elements and global structural elements. The decoder reconstructs the secret image from 

the embedded representation. The self-attention layers in the transformer system enable the model to perform channel-aware embedding, 

which results in better information distribution across RGB channels that decreases perceptual artifacts. The model training process 

includes robustness-oriented augmentation, which creates realistic image manipulations through Gaussian noise, JPEG compression, and 

median filtering. The system guarantees that hidden information remains recoverable under standard adversarial testing conditions. The 

main contributions of this work are presented in summary form as follows: 

1. Our research presents a new approach to color image hiding, which uses transformer technology as an alternative to existing 

traditional and CNN-based methods. 

2. Our method uses self-attention to track both inter-channel and spatial relationships, which decreases the visual distortion that affects 

the steganography image. 

3. Our training methods show improved resistance to noise, compression, and filtering attacks through additional training methods. 

4. Our method demonstrates better imperceptibility, recoverability, and payload capacity than existing methods according to extensive 

testing, which proves that transformer architectures effectively support advanced color steganography. 

The study is as follows: the related works will be shown in the next section. The methodology is described in Section III. The 

experimental analysis is carried out in Section IV.  The analysis of the results is shown in Section V, and in Section IV, we wrap up the 

study with some recommendations for further research. 

II. THEORETICAL REFERENCE 

II.1 TRADITIONAL IMAGE HIDING METHODS 

Researchers have conducted extensive research on conventional image-hiding techniques first developed as steganography 

methods, which operate in both spatial and transform domains. The LSB substitution method, which functions as a spatial-domain 

technique [16], achieves its secret information embedding through direct pixel value modifications that specifically target the least visible 

parts of the image. The methods provide an easy way to execute operations while delivering an efficient system for carrying out high 

payloads. The system displays high vulnerability against various types of image processing activities, which include noise, compression, 

and additional processing methods. The methods fail to protect concealed information because even tiny changes result in substantial 

information loss, which prevents their usage for secure color image protection. The transform-domain methods use DCT [17] and DWT 

[18] techniques to embed information within frequency components of their systems. Better compression and filter resistance performance 

results from their method, which operates on coefficient data instead of using actual pixel brightness values. The system requires exact 

parameter settings to function properly, yet it fails to handle full-color data because RGB channels require mutual dependence. The spatial 

methods and transform domain methods use handcrafted rules, which restrict their capacity to create customized embedding solutions 

that suit different cover images and advanced attack situations. 

II.2 CNN-BASED IMAGE HIDING 

Deep learning has created a complete transformation of the field of image steganography through its introduction to digital image 

processing. CNNs [20]-19 have been widely applied to learn end-to-end mappings for hiding and recovering images. The Autoencoder-

based framework encodes the secret image into a latent representation and decodes it from the steganography image while it achieves its 

goal of imperceptibility and recoverability. The CNN-based methods from [21]-20 use residual connections together with multi-scale 

feature extraction methods to achieve minimal visual distortions in their output. The existing methods achieve better results than 

traditional techniques when tested under controlled conditions, but they mainly work with grayscale payloads and single-channel 

embeddings. CNNs build their fundamental design around local receptive fields, which prevents them from effectively modeling the 

spatial and color relationships found in natural images. The process of hiding full-color images results in color distortions and perceptual 

artifacts that become worse under difficult attack situations involving compression and additive noise. 

 

Page 1066



 
 
 

 

ITEGAM-JETIA, Manaus, v.12 n.60, p.1065-1073 July-August, 2026. 

 

 

II.3 ATTENTION AND TRANSFORMER-BASED IMAGE PROCESSING 

Transformers [13], which developers designed for natural language processing, now enable various computer vision applications 

that include image classification [21], super-resolution [22], and image-to-image translation [23]. Transformers use self-attention 

mechanisms to create models that identify all global dependencies by detecting connections between different spatial areas and different 

spatial channels. This feature enables transformers in image processing to develop contextual embeddings, which use both local texture 

information and distant interaction data for tasks that need precise results in image generation and restoration work. Recent studies [14] 

show that transformer-based architectures provide better performance than CNNs because they achieve superior color correlation 

detection and structural preservation, which makes them suitable for high-quality image steganography. 

II.4 ROBUSTNESS AND ADVERSARIAL CONSIDERATIONS 

Researchers face a major difficulty because they need to create image-hiding methods that can withstand various types of attacks, 

which include noise addition, JPEG compression, filtering, and geometric transformations. The initial methods used both spatial and 

transform domains but showed weak defense capabilities, which resulted in major hidden payload losses whenever there were slight 

distortions. The CNN-based frameworks in reference [24] solved these problems because they used data augmentation together with 

adversarial training to enable models to extract hidden data from noisy and compressed input. The local receptive nature of CNNs restricts 

the capabilities of such methods in reference [25] because they need to establish complete color embedding through global pattern 

detection. The transformer-based models enable better performance in robustness-based embedding because they utilize global context 

information to control hidden data distribution between spatial and channel dimensions, which allows for effective data retrieval during 

times of severe data processing. 

III. MATERIALS AND METHODS 

The proposed approach for color image hiding leverages the self-attention capabilities of transformer architectures to model 

inter-channel and spatial dependencies in Figure 1 while achieving precise secret image embedding into natural cover images. Our 

transformer-driven framework goes beyond conventional CNN-based methods that only detect local patterns because it uses global 

context to distribute concealed data through RGB channels while keeping everything undetectable. The overall methodology consists of 

three major components, which include image preprocessing and patch embedding together with transformer-based embedding and 

recovery and loss-driven training that uses robustness enhancements. 

 
Figure 1: Modelling Architecture. 

Source: Authors, (2026). 

III.1 IMAGE PREPROCESSING AND PATCH EMBEDDING 

The transformer architecture requires both the cover and secret images to be divided into separate patches that do not overlap 

with each other. The image, which has been resized to a standard size of 256×256 pixels, gets divided into 16×16 patches that create 256 

patches for each image. The patch contains 16×16×3 pixel values for RGB channels, which get flattened before they undergo linear 

projection into a higher-dimensional space that creates patch embeddings. The model uses positional encodings to enhance these 

embeddings because they help maintain spatial information about patch locations during the entire embedding and recovery process. The 

patch-based representation transforms a 2D image into a sequence that the transformer can use with its attention mechanism, which 

enables the network to detect connections between different spatial areas as well as between different color channels. The process of 

patching and embedding the secret image generates a latent representation that maintains its original content and structure, which can be 

combined with the representation of the cover image. 
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III.2 TRANSFORMER-BASED EMBEDDING AND RECOVERY 

The main element of our model uses a transformer encoder-decoder system to enable complete image hiding between all 

processing stages. The encoder creates a contextual latent representation from patch embeddings of the cover image, which it uses to 

capture both fine-grained textures and overall structural patterns. Parallel to these operations, embeddings of the secret image are 

introduced to cross-attention layers, where the model is able to cohesively inject secret information into certain areas of the cover image 

representation. This channel-conscious embedding approach works out hidden data efficiently across the RGB channels to minimize the 

perceptual distortions and ensures a high payload capacity. This modified representation can be successfully decoded by the decoder to 

reconstruct the secret image, which is essentially the reverse process of the embedding process. Self-attention layers allow the model to 

learn the spatial and color correlation of the steganographic image to increase fidelity in the recovered secret. To ensure training stability 

and low-level detail retention, residual connections are also used between encoder and decoder, and layer normalization is used to ensure 

convergence and eliminate vanishing gradients. Moreover, multi-head attention enables the network to concentrate on a variety of visual 

features, e.g., edges, textures, and color gradients, at the same time, which is crucial to the imperceptibility of high-resolution images. 

III.3 LOSS FUNCTION AND OPTIMIZATION  

A composite loss is used to direct the training goal and balance three objectives, namely: (1) the steganographic image should 

be imperceptible, (2) the steganographic secret should be fidelity, and (3) the channel colors should be similar. Towards this goal, the 

cover loss punishes discrepancies between the original and steganographic cover with Mean Squared Error (MSE), to guarantee few 

visible artifacts. Reconstruction loss also applies MSE with a focus on the recovered secret image, and it directly maximizes accurate 

recovery. The channel-consistency loss system punishes RGB channel differences because it creates artificial color changes, which make 

the perceptual experience more authentic. The Adam optimizer controls learning rate transitions through its schedule, which enables 

smooth convergence. The system achieves better stability through two methods, which include clipping all gradients to remove explosive 

gradients and using early stopping based on validation metrics to stop overfitting. 

III.4 ROBUSTNESS ENHANCEMENT  

The framework testing process needs robustness-based training because this method tests the system's ability to withstand real-

world performance challenges. The steganographic pictures undergo random testing, which includes Gaussian noise application and JPEG 

compression at multiple quality settings and median filter processing. The augmentations replicate storage and transmission methods that 

create typical image degradation patterns that occur during those processes. Training under such a regime, the model learns to store 

information in a manner that it can be recovered despite perturbations. In addition, a cross-attention mechanism is used to reinforce critical 

information in strong areas of the cover image and enhance secret recovery in the presence of noise, compression, or filters. 

IV. EXPERIMENTAL ANALYSIS 

IV.1 DATASETS 

We use a variety of large, high quality natural image data to train and test our transformer-based framework on color image 

hiding. We use COCO (Common Objects in Context) [26] as our main dataset containing more than 300,000 images and diverse objects, 

scenes, and textures. Such diversity assists the model in learning embedding techniques that allow generalizing in various situations - not 

only indoor settings and natural scenery but also human-oriented images. We also use the DIV2K dataset [27] that contains high-resolution 

images that are suitable to test payload capacity and perceptual fidelity. To enhance uniformity, all of the images are scaled to 256 x 256 

pixels, which is made to result in efficient transformation by the transformer architecture. Secret images have been randomly chosen 

among the same datasets, although they are never the same as the cover images that accompany them. The cover and secret images are 

normalized to a standard intensity range and RGB-formatted in order to maintain the full-color embedding. The system becomes more 

powerful through multiple augmentations, which include Gaussian noise, various levels of JPEG compression, and median filtering, 

together with additional methods. The model training process uses these augmentations to test the system's ability to handle actual 

transmission and storage distortions, which will lead to precise information recovery. 

IV.2 EVALUATION METRICS 

The framework assessment uses metrics that measure three different aspects of system performance together with its ability to 

withstand attacks. 

 The Peak Signal-to-Noise Ratio (PSNR) test, which compares the cover image to the steganographic image, shows that higher 

PSNR values result in less visual distortion from the embedding process. 

 The Structural Similarity Index (SSIM) test measures both the perceptual and structural accuracy of the cover and steganographic 

content as well as of the content that has been secretly recovered. 

 Secret recovery tests use PSNR and SSIM measurements to evaluate the system after applying three types of distortion, which 

include Gaussian noise, JPEG compression, and median filtering. 

 Researchers express payload capacity through bits per pixel (bpp) values, which show the quantity of concealed information that 

each cover image pixel can accommodate. 

 The CIEDE2000 ΔE test evaluates color consistency by measuring perceptual color differences, which demonstrate that the 

steganographic image maintains authentic color reproduction. 
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IV.3 BASELINES 

The assessment process requires us to evaluate our transformer-based approach against selected baseline models from spatial, 

transform, and deep learning fields. 

 The LSB substitution technique operates as a basic method that enables users to insert information into pixel values throughout digital 

content. The system enables users to transmit high payloads yet suffers from severe data loss when subjected to compression or noise 

attacks. 

 The DCT-based hiding method establishes frequency coefficient information embedding, which delivers medium defense capabilities 

but restricts large color information transmission. 

 DeepStega [10] utilizes CNN autoencoder methods that employ convolutional networks to discover pattern embedding techniques. 

The methods succeed at detecting local features yet display limitations when attempting to process extended image data and multiple 

color channels in full-color image hiding. 

The evaluation process for all baseline systems requires their training and testing on identical datasets while using the same 

attack methods, which include Gaussian noise, JPEG compression, and median filtering. The evaluation process operates with identical 

metrics, which include PSNR and SSIM, bpp, and CIEDE2000 ΔE. 

IV.4 HYPERPARAMETERS 

The model uses 12 transformer encoder blocks and 12 decoder blocks, which both contain 8 attention heads. The patch 

embedding dimension reaches 512, which enables the model to extract spatial and channel-level information at a reasonable processing 

expense. The Feed-Forward Network (FFN) dimension within each transformer block is configured to 2048, which enables the model to 

achieve high-quality embedding and recovery results. The training process uses a batch size of 16 images, which enables efficient GPU 

memory usage while providing accurate gradient calculations. The Adam optimizer uses an initial learning rate of 1e-4, which it reduces 

through a cosine annealing schedule to achieve smooth convergence. The system uses gradient clipping with a 1.0 norm threshold to 

maintain operational stability while preventing deep transformer architectures from developing exploding gradients. The loss function 

weights use λc = 1.0, λh = 2.0, and λch = 0.5 to show that accurate secret image recovery needs to be achieved while maintaining 

imperceptibility and color fidelity. The training process uses Gaussian noise with standard deviations between 0 and 0.05 and JPEG 

compression quality factors between 30 and 100 and median filtering with 3 × 3 and 5 × 5 kernels as robustness-oriented augmentation 

methods. The model completes 100 training epochs, which use early stopping to check validation PSNR, so it achieves high-quality 

results without overfitting.1 

V. RESULT ANALYSIS 

V.1 IMPERCEPTIBILITY OF STEGANOGRAPHY IMAGES 

The ability to hide images through steganography depends on their visual stealth capabilities. The proposed transformer-based 

framework developed by our team achieved successful steganography through its ability to create secret images which maintained 

complete visual similarity to the original cover images. The PSNR values, which measured the relationship between cover and 

steganography images, showed an average of 42.5 dB while the SSIM score reached 0.97 which showed almost no visible distortion 

according to Table 1. The LSB and DCT-based methods reached PSNR scores between 38 and 40 dB while their SSIM results measured 

between 0.92 and 0.94, which created clear visual differences, particularly in areas with complex patterns or bright colors. The self-

attention mechanism of transformers enhances system performance because it enables complete distribution of concealed data which 

prevents the creation of spatial distortions that exist in CNN-based systems. 

Table 1: Comparison Of Imperceptibility Metrics For Different Steganography Methods. 

Areas Articles 2018 Articles 2019 

Engineering 60 71 

Biotechnology 12 9 

Computing 27 23 

Total 99 103 

Source: Authors, (2026). 

V.2 RECOVERY FIDELITY OF SECRET IMAGES 

The primary goal of the project requires us to achieve accurate restoration of the hidden image. The test set results presented in 

Table 2 showed that secret images returned an average PSNR value of 36.2 dB and an SSIM score of approximately 0.94, which 

demonstrated their high structural fidelity. CNN-based autoencoder methods typically recovered images with PSNR around 32–34 dB 

and SSIM of 0.90–0.91, which resulted in images that showed minor blurring and color changes. Traditional LSB and DCT methods 

performed even worse, with recovered PSNR values below 30 dB and SSIM under 0.88. The transformer-based framework uses cross-

attention layers to help the model discover strong areas of the cover image, which it uses for embedding, while the model reconstructs 

important details. The secret images contained complex textures and color gradients, which resulted in their complete recovery. 
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Table 2: Comparison Of Recovery Fidelity For Secret Images. 

Method PSNR (dB) SSIM 

LSB-based 28.7 0.86 

DCT-based 29.5 0.87 

CNN-based Autoencoder 33.1 0.91 

Proposed Transformer 36.2 0.94 

Source: Authors, (2026). 

V.3 ROBUSTNESS AGAINST ATTACKS 

Table 3 demonstrates that steganography needs to show resistance against basic image alterations to establish practical 

effectiveness. The model testing involved three attack conditions, which included Gaussian noise at σ = 0.03 and JPEG compression with 

a 50 quality factor and median filtering through a 3 × 3 kernel. The transformer-based system achieved an average recovered PSNR result 

of 33.5 dB and SSIM score of 0.91, which exceeded the performance of CNN-based systems and traditional baselines that produced 

results below 30 dB and 0.85. The model uses attention mechanisms to spread embedded data throughout areas which experience less 

noise and filtering, thus creating backup systems that strengthen its security. The recovered images maintained visible structural elements 

together with color information even after they underwent strong JPEG compression at a quality factor of 30. The results demonstrate 

that the proposed approach effectively functions in actual environments where images experience multiple editing processes and 

transmission-related image distortions. 

Table 3: Robustness of Secret Image Recovery Under Common Attacks. 

Attack Type Method PSNR (dB) SSIM 

Gaussian Noise (σ = 0.03) LSB-based 27.8 0.83  
DCT-based 28.5 0.84  

CNN-based Autoencoder 29.7 0.86  
Proposed Transformer 33.5 0.91 

JPEG Compression (QF = 50) LSB-based 26.9 0.82  
DCT-based 27.6 0.83  

CNN-based Autoencoder 29.2 0.85  
Proposed Transformer 32.8 0.90 

Median Filtering (3 × 3 kernel) LSB-based 25.7 0.80  
DCT-based 26.8 0.82  

CNN-based Autoencoder 28.9 0.84  
Proposed Transformer 32.5 0.89 

Source: Authors, (2026). 

V.4 PAYLOAD CAPACITY AND COLOR FIDELITY 

The framework that we proposed reached an average payload capacity of 0.45 bpp when processing full-color secret images 

because it achieved high imperceptibility, which Table 4 demonstrates, while exceeding traditional LSB methods, which had a payload 

capacity of approximately 0.35 bpp, and DCT-based methods, which had a capacity of about 0.40 bpp. The CIEDE2000 ΔE metric was 

used to assess color fidelity, which produced an average measurement of 1.2 that showed people could not perceive any color changes 

between cover and steganography images. The ΔE values from CNN-based methods typically reached the 2.5 to 3.0 range, which created 

visible color artifacts in areas with detailed gradient transitions. The transformer uses its global attention system to find an optimal solution 

that unites embedding density and visual quality by spreading information throughout spatial and channel dimensions. The system enables 

high-resolution color images to be embedded because it maintains visual quality, which represents a fundamental improvement over 

earlier techniques that required users to choose between payload capacity and visual quality. 

Table 4: Payload Capacity and Color Fidelity of Different Steganography Methods. 

Method Payload Capacity (bpp) CIEDE2000 ΔE 

LSB-based 0.35 2.8 

DCT-based 0.40 2.4 

CNN-based Autoencoder 0.42 2.5 – 3.0 

Proposed Transformer 0.45 1.2 

Source: Authors, (2026). 

V.5 COMPARISON WITH BASELINES 

Comparative analysis demonstrates the superiority of the proposed transformer-based framework across all evaluation criteria 

as shown in Table V. In terms of imperceptibility, recovery fidelity, robustness, payload capacity, and color consistency, our method 

consistently outperforms LSB, DCT, and CNN-based baselines. For instance, while CNN-based autoencoders provide reasonable 

steganography image quality, they underperform under attack scenarios and show color distortions in high-frequency regions. LSB 

substitution, despite high payload capacity, suffers from extreme sensitivity to compression and filtering. DCT-based methods offer 

moderate robustness but are limited in embedding capacity and often fail to preserve perceptual fidelity.  
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In contrast, the transformer-based model effectively integrates global spatial and channel-level information, achieving both high-

quality steganography images and reliable recovery of hidden content. The performance features of the suggested framework are further 

highlighted by graphical analysis in addition to the tabulated data.  In contrast to conventional and CNN-based methods, the transformer-

based technique strikes the optimal compromise between steganography image imperceptibility and recovery fidelity, as illustrated in 

Figure .2. The robustness evaluation in Figure. 3 shows that our system retains considerably greater recovery quality than the baselines 

under common image alterations including median filtering, JPEG compression, and Gaussian noise.  Lastly, the relationship between 

payload capacity and color fidelity is seen in Figure. 4, where the transformer maintains nearly perfect color consistency while achieving 

the maximum embedding rate. 

Table 5: Overall Comparison With Baseline Methods. 

Method 
Imperceptibility 

(PSNR / SSIM) 

Recovery 

Fidelity 

(PSNR / 

SSIM) 

Robustness 

(Avg. PSNR / 

SSIM under 

Attacks) 

Payload 

Capacity 

(bpp) 

Color 

Fidelity 

(ΔE) 

LSB-based 38.2 / 0.92 28.7 / 0.86 26.8 / 0.82 0.35 2.8 

DCT-based 39.5 / 0.94 29.5 / 0.87 27.6 / 0.83 0.40 2.4 

CNN-based 

Autoencoder 
40.1 / 0.95 33.1 / 0.91 29.3 / 0.85 0.42 2.5 – 3.0 

Proposed 

Transformer 
42.5 / 0.97 36.2 / 0.94 33.5 / 0.91 0.45 1.2 

Source: Authors, (2026). 

 
Figure 2: Trade-off between imperceptibility (PSNR of steganography images) and recovery fidelity (PSNR of secret images) across 

different methods. 

Source: Authors, (2026). 

 
Figure 3: Robustness of secret image recovery under different attack scenarios (Gaussian noise, JPEG compression, and median 

filtering. 

Source: Authors, (2026). 
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Figure 4: Relationship between payload capacity (bpp) and color fidelity ($\Delta E$). 

Source: Authors, (2026). 

VI. CONCLUSIONS AND FUTURE WORKS 

In this work, we proposed a transformer-based framework for color image hiding that leverages self-attention mechanisms to 

model inter-channel and spatial dependencies. By embedding secret images through a patch-wise, channel-aware attention process, the 

framework achieves high imperceptibility, robust recoverability, and substantial payload capacity. Experimental results demonstrate that 

our approach outperforms traditional spatial- and transform-domain methods, as well as CNN-based deep learning approaches, across 

key metrics including PSNR, SSIM, CIEDE2000 color fidelity, and robustness against noise, compression, and filtering attacks. The 

system achieves better visual quality maintenance for steganography images because it can track extended distance connections while 

intelligently transmitting concealed information. The research presents multiple viable paths for future exploration. The framework needs 

extension to enable users to work with both high-resolution images and video steganography technology. The system needs to include 

adversarial training and diffusion-based generative models to achieve better imperceptibility and system protection. Adaptive embedding 

strategies that use perceptual saliency and content complexity understanding need exploration to achieve better performance and 

protection. The system requires testing of lightweight transformer models and model compression methods to enable operation on devices 

with limited processing power. 
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