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I. INTRODUCTION

I.1 THE EVOLUTION OF SYSTEM-ON-CHIP (SOC)

The semiconductor industry has undergone a radical transformation, moving from discrete components on a printed circuit board
to integrating entire systems onto a single silicon die. This "System-on-Chip" (SoC) approach allows for smaller, faster, and more power-
efficient devices. However, with hundreds of internal modules ranging from high-speed processors to low-speed sensors needing to
communicate simultaneously, a standardized "language" or protocol is required. This is where the ARM Advanced Micro-controller Bus
Architecture (AMBA) serves as the industry-standard backbone.

1.2 PROTOCOLS: AHB AND APB

In an AMBA-based SoC, components are categorized by their performance and power requirements. This necessitates different
bus protocols:

(i). Advanced High-performance Bus (AHB)

The AHB is the "Expressway" of the SoC. It is designed for high-performance, high-clock-frequency system modules. Key
characteristics include:
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a.  Pipelined Operation: AHB allows the address phase and data phase of different transfers to overlap, maximizing throughput.

b. Burst Transfers: It can move large blocks of data in a single sequence, which is essential for memory controllers and high-speed
processors.

c. Centralized Multiplexing: Unlike older bus styles, AHB uses a central multiplexer to manage multiple masters and slaves, reducing
signal congestion.

(ii). Advanced Peripheral Bus (APB)

The APB is the "Local Service Road." It is optimized for minimal power consumption and reduced interface complexity. It is
used for peripherals that do not require high bandwidth, such as UARTSs, Timers, and General Purpose I/O (GPIO). Key characteristics
include:

a. Non-pipelined: Every transfer takes at least two clock cycles (Setup and Enable), making the logic very simple.
b. Reduced Power: Since there is no complex pipelining or burst logic, the toggling of signals is minimized, saving battery life.
c.  Unclocked Peripherals: Many APB peripherals can operate at lower frequencies than the main system clock.

1.3 Role of the AHB-to-APB Bridge

AHB and APB domains are fundamentally different: one is fast and complex, while the other is slow and simple. They cannot
"talk" to each other directly. The AHB-to-APB Bridge acts as the essential translator. It samples the high-speed signals from the AHB
master (like the CPU), holds them, and generates the specific timing required for the APB peripheral. It manages the handshaking signals
(PSEL, PENABLE, PREADY) to ensure that data is transferred without loss despite the speed mismatch.

1.4 Problem Statement: The Reliability Gap in Nanometer Scales

When the technology scales the designs down to 90nm and below, the physical wires on the chip become incredibly thin and
packed closely together. This physical environment creates a "Gap" in reliability:

1. Soft Errors: Transient faults caused by electromagnetic interference (EMI) or signal crosstalk can flip a single bit (a 0 becomes a 1).

2. Passive Bridges: Standard bridge designs are "passive." They move data but never check it. If a bit flips on the peripheral bus during
a read operation, the bridge propagates that corrupted data directly to the CPU.

3. System Impact: In safety-critical applications like automotive braking or medical monitoring, a single bit error in a sensor reading
can cause a system crash or incorrect hardware behavior.

L5 Proposed Solution and Contributions

The proposed work introduces a Fault-Tolerant Bridge, moves beyond simple protocol translation. By embedding Single
Error Correction (SEC) logic directly into the bridge's hardware data path, which enable the bridge to "heal" data in real-time.

1. Hardware SEC: Using Hamming Code, the bridge detects and corrects bit-flips during the ST RENABLE state.
2. 8-State FSM: A custom FSM manages the complex timing of error correction without stalling the AHB master.
3. Synthesis-Proven Efficiency: Cadence Genus to prove that this high level of reliability is achievable with a very low power and area

overhead.
II. EXISTING ARCHITECTURES

The landscape of on-chip communication has evolved significantly from simple point-to-point connections to complex,
hierarchical bus architectures. This section provides a thematic analysis of existing research regarding AMBA -based interconnects, bridge
design methodologies, and the emerging necessity for hardware-level fault tolerance.

I1.1. FOUNDATIONAL AMBA BRIDGE ARCHITECTURES AND PROTOCOL EVOLUTION

The Advanced Microcontroller Bus Architecture (AMBA), introduced by ARM, has long been the gold standard for System-on-
Chip (SoC) design. Early research focused primarily on the basic translation of signals between the Advanced High-performance Bus
(AHB) and the Advanced Peripheral Bus (APB). A comprehensive overview explains how the AHB-to-APB bridge serves as a
sophisticated interface that enhances the reusability of Intellectual Property (IP) cores. As SoC designs grow in complexity, the bridge
effectively becomes the backbone of data transmission within the system. However, a significant challenge arises as the number of bus
signals increases, making detailed timing analysis and signal synchronization exponentially more difficult for embedded system designers
[1]. Similarly, the vital importance of the AHB-to-APB bridge in managing high-bandwidth components such as processors and memory
alongside low-bandwidth peripherals like keyboards and mice is emphasized in the literature. The bridge functions not merely as a
physical connector but as a logical mediator that ensures overall system efficiency by preventing high-speed masters from being stalled
due to slower peripheral responses [2].
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Figure 1: Typical AMBA-based System-on-Chip (SoC) Architecture.
Source: Authors, (2026).

11.2. IMPLEMENTATION STRATEGIES: FPGA, ASIC, AND OPEN-SOURCE FLOWS

The methodology used to implement these bridges varies based on the target application, ranging from flexible FPGA prototypes
to optimized ASIC designs. A foundational study on the FPGA implementation of the AHB-to-APB bridge, utilized Verilog HDL to
enable smooth control signal and data transfer. Their primary focus was on the "inter-connectivity" and functionality of SoC designs,
demonstrating that a well-designed bridge can significantly improve the performance of peripherals interfaced with the AHB bus. Their
work is particularly notable for proving that high-speed communication can be maintained even when translating to lower-speed protocols
[3]. In contrast to purely logical implementation, an "Open Source" approach to physical bridge design. Their work is significant because
it follows the design flow from Register Transfer Level (RTL) all the way to the Graphical Display System (GDSII) level. By using open-
source EDA tools and libraries, they provided insights into the physical implementation of bridges. Their analysis proves that the bridge
must be "technology independent,”" allowing it to be synthesized across various foundry libraries (like the 90nm library used in this
project) without losing its functional integrity [4]. In an industry-defined project report, detailed the specific synchronization challenges
encountered when bridging diverse clock domains. Authors’ work highlights that while the logical translation might be correct, the
physical timing and "Industry Defined" constraints are what determine the success of the bridge in a commercial SoC [5].
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Figure 2: Standard AHB-to-APB Bridge Interface and Port Mapping.
Source: Authors, (2026).

I1.3 THE SHIFT FROM THROUGHPUT TO DATA INTEGRITY

For many years, the primary metric for a successful bridge was "throughput"—how fast can data move? However, as VLSI
designs scaled down to the deep sub-micron regime, a new concern emerged: data integrity. An empirical study on data transfer using the
AMBA bus framework emphasizes the reliability aspects of the data transmission process. The research demonstrates improved efficiency
in transferring data to peripherals such as UARTs and timers. However, the bridge architecture is treated primarily as a passive
communication element, responsible only for protocol translation and data forwarding. In this approach, if a bit error occurs during
transmission due to physical noise or signal integrity issues, the bridge lacks inherent mechanisms to detect or respond to such corruption,
thereby limiting fault awareness within the system [6]. An advanced integration approach connects the AHB-to-APB bridge with UART
communication modules to support comprehensive SoC-level integration. This represents a significant step toward full system
consolidation by enabling coordinated communication between high-speed bus architectures and serial communication peripherals.
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However, as identified in the research problem formulation, the design—consistent with most conventional implementations—
delegates error detection and handling to higher layers of the system. In such architectures, while the UART module may detect
transmission errors through mechanisms such as parity checking, the bridge itself does not incorporate intrinsic data protection features.
This exposes a critical gap in standard bridge designs, wherein the bridge remains transparent to data corruption occurring during transfer

[7].
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Figure 3: Standard Non-Pipelined APB Write and Read Cycle Timing.
Source: Authors, (2026).

I1.4. ADDRESSING SOFT ERRORS AND PHYSICAL NOISE IN NANOMETER TECHNOLOGY

In modern VLSI design, particularly at the 90nm node and below, "soft errors" caused by signal crosstalk and electromagnetic
interference (EMI) are no longer rare—they are statistical certainties.
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Figure 4: Logical Architecture of a Single Error Correction (SEC) Module using Hamming Code.
Source: Authors, (2026).

Lalit Mohan Saini [2] emphasizes that as SoCs become denser, the bridge must evolve. It can no longer be a "passive" component.
The physical noise inherent in high-density interconnects requires the bridge to become "intelligent." This is where the modern
requirement for hardware-level Error Detection and Correction (EDC) comes in. This study explicitly addresses the vulnerability of the
AHB-APB bridge to data corruption. By suggesting the use of Hamming Code and reversible logic, the authors argue that the bridge
should be the first line of defense. Instead of waiting for the CPU to catch a mistake through complex software interrupts, the bridge
should "heal" the data as it passes through the FSM states.

I1.5 COMPARISON OF FSM-BASED CONTROL LOGIC

The complexity of the control logic within the bridge is another area of active research. Most basic bridges use a 3-state or 5-
state Finite State Machine (FSM). However, as Dholiya [5] and Rangeetha [7] suggest, these simpler FSMs often struggle with "back-to-
back" transfers or "pending" writes where the bridge is still talking to a slow peripheral while the CPU is already sending the next address.
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Figure 5: Integration of AHB-to-APB Bridge with Peripheral IP (UART) in SoC Environment.
Source: Authors, (2026).

The proposed work builds upon the necessity for a more robust 8-State FSM. By expanding the state machine to include specific
states like ST WWAIT (Write Wait) and ST WENABLEP (Write Enable Pending), the bridge can handle complex pipelined transactions
from the AHB master while maintaining the strict timing required by the APB slaves. This expansion of the FSM is what allows our
design to integrate Hamming SEC (Single Error Correction) without adding unnecessary clock cycle latency, a limitation noted in previous
literature.

I1.6 STATE-OF-THE-ART SURVEY

In summary, while the literature extensively covers the translation of AMBA protocols [3], [1] and the physical synthesis of
bridge modules [4], there is a distinct lack of focus on integrated fault tolerance.

1.  Standard designs [3, 5, 6] are efficient but "passive," meaning they ignore data corruption.
. Integrated designs [7] focus on peripheral connectivity but rely on software for error handling, which increases system latency.
3. The Gap: There is a critical need for a bridge that combines the high-speed 8-state FSM logic with hardware-level Hamming SEC
logic. Such a design ensures that in the noisy environment of 90nm VLSI chips, the system master always receives "clean" data,
regardless of transient faults on the peripheral bus.

This research work addresses this gap by proposing a fault-tolerant architecture that integrates error correction directly into the
state transitions of the bridge, achieving a "self-healing" communication path that is both area-efficient and power-aware.

III. PROPOSED METHODOLOGY

The development of the fault-tolerant AHB-to-APB bridge follows a structured VLSI design flow, transitioning from high-level
architectural specification to gate-level synthesis. The primary objective is to create a communication interface that not only bridges the
performance gap between the AHB and APB domains but also provides an intrinsic layer of data protection against transient faults. This
section details the modular architecture, the state transition logic, and the mathematical implementation of the Single Error Correction
(SEC) module.

II1.1 ARCHITECTURAL FRAMEWORK

The proposed bridge architecture is partitioned into three main functional units designed to handle asynchronous-like
handshaking between the high-speed system bus and low-speed peripherals.

1.  AHB Slave Interface Unit: This module serves as the front-end for the AHB Master (typically a CPU or DMA). It is responsible
for latching the address (HADDR), write data (HWDATA), and control signals (HWRITE, HSIZE, HBURST) during the address phase
of the AHB transaction. To support the high throughput of the AHB protocol, this interface manages the pipelining logic, ensuring
that the next address phase can begin while the current data phase is being processed by the bridge.

2. Bridge Control Logic (8-State FSM): Acting as the "brain" of the system, this unit orchestrates the timing required by the APB
protocol. It generates the necessary peripheral signals such as PSEL, PWRITE, PADDR, and PENABLE. The control logic is
specifically engineered to translate the pipelined transactions of the AHB into the simpler, strobe-based non-pipelined cycles of the
APB.

3. Integrated SEC Hamming Module: This module is the "fault-tolerant" engine of the bridge. It is inserted directly into the data
path. During a write operation, it intercepts the HWDATA to generate parity bits. During a read operation, it samples PRDATA from
the peripheral, performs syndrome calculation, and corrects any single-bit errors before presenting the data to the AHB master as
HRDATA.
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Figure 6: Structural Block Diagram of the Proposed Fault-Tolerant AHB-to-APB Bridge.
Source: Authors, (2026).

I11.2 ROBUST PROTOCOL TRANSLATION: THE 8-STATE FSM LOGIC

Standard AHB-to-APB bridges often utilize a simple 3-state or 4-state Finite State Machine (FSM). However, to handle complex

transaction scenarios—such as back-to-back writes and read-after-write dependencies—without introducing unnecessary wait states, we
implemented a sophisticated 8-state FSM.

1.

2.

ST _IDLE: The reset state. The FSM monitors HSEL and HTRANS. If a non-idle transfer is detected, the bridge moves to either
the Read or Write state based on the HWRITE signal.

ST _READ/ST_WRITE: In these states, the bridge captures the transfer parameters. For a write, the address is latched. For a read,
the bridge prepares the APB address phase.

ST _WWALIT: This is a crucial alignment state. Because AHB provides data one cycle after the address, ST WWAIT ensures that
the write data from the AHB master is stable and latched before the APB setup phase begins.

ST _WRITEP: This state handles "Pending Writes." It allows the bridge to latch a second write request while the current one is still
being strobed on the APB bus, maintaining AHB throughput.

ST _WENABLE / ST _ WENABLEP: These are the APB Enable states. The PENABLE signal is asserted here. In our design, this
is also where the Hamming-encoded data is driven onto the PWDATA bus.

ST_RENABLE: The most critical state for error correction. The bridge samples the PRDATA from the peripheral slave. Within
this single clock cycle, the Hamming decoder identifies the syndrome. If an error is found, the bit is flipped, and the corrected data
is driven onto HRDATA while HREADYout is pulled high to signal completion to the AHB Master.
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Figure 7: State Transition Diagram of the Bridge Control Logic.
Source: Authors, (2026).

I11.3 HARDWARE-LEVEL ERROR CORRECTION: (38, 32) HAMMING SEC

To maintain data integrity against Single Event Upsets (SEUs), we utilized a standard Hamming (n, k) code. For a 32-bit data

bus (k=32), we calculate the number of parity bits (p) required using the arity inequality:

2P>k+p+1

Page 785



ITEGAM-JETIA, Manaus, v.12 n.60, p.780-789 June-August, 2026.

Solving this for k=32 gives p=6. Thus, the total encoded word length is n = 38 bits.
1. Encoding Mechanism (Write Path)

When the AHB master initiates a write, the encoder calculates 6 parity bits (P, through P¢). Each parity bit is generated using an
XOR tree of specific data bit positions defined by the Hamming Generator Matrix. The resulting 38-bit code word (32 data bits + 6 parity
bits) is then transmitted to the peripheral memory or register.

2. Decoding and Syndrome Calculation (Read Path)

During a read transaction, the bridge receives the 38-bit code word from the APB slave. The decoder calculates a 6-bit syndrome
vector (S) using the Parity Check Matrix (H):
S=H.RT

Where R is the received 38-bit vector. The syndrome calculation results in three possible outcomes:

1. S=000000: The data is clean; no error occurred.

2. S#000000: A single-bit error is detected. The binary value of S points directly to the bit position (1 to 38) that has flipped.

3. Correction: Once the bit position is identified, a hardware-level bit-inverter (XOR gate) is used to flip the erroneous bit back to its
original state.

I11.4 VERIFICATION AND FAULT INJECTION STRATEGY

The methodology concludes with a rigorous verification phase using a "Fault Injection" test bench. To prove the fault-tolerance
of the design, we developed a simulation environment where we can manually "force" a bit-flip on the APB data bus (PRDATA). By
comparing the injected erroneous data with the output provided to the AHB master (HRDATA), we confirm the success of the SEC logic.
This functional verification ensures that the 8-state FSM correctly integrates the time-window required for Hamming decoding within the
standard AMBA timing constraints.

IV. RESULTS AND DISCUSSION

The evaluation of the proposed fault-tolerant AHB-to-APB bridge was conducted through a rigorous two-stage process: logic
synthesis for physical characterization and functional verification for reliability analysis. The primary goal of this section is to demonstrate
that the integration of the 8-state FSM and Hamming SEC logic provides superior data integrity without imposing an unsustainable burden
on the system’s area, power, or timing budgets.

IV.1 SYNTHESIS AND PHYSICAL CHARACTERIZATION

The design was synthesized using the Cadence Genus Synthesis Solution (Version 20.11-s111_1). To ensure a conservative
and realistic performance estimate, a 90nm slow-corner technology library (slow.lib) was utilized. The synthesis flow involved reading
the SystemVerilog RTL, applying SDC (Standard Design Constraints), and performing map-and-optimize steps to reach the final gate-
level netlist.

1. Area Analysis and Hardware Footprint

The physical footprint of the AHB-to-APB bridge is a critical design metric, particularly for system-on-chip (SoC) integrations
where silicon area directly impacts cost and yield. The gate-level synthesis results obtained from Cadence Genus provide a detailed insight
into the area utilization of the proposed bridge.

Table 1: Detailed Area Breakdown of the Proposed Bridge
Type Instances | Area (um?) | Area (%)
Sequential 36 1126.27 32.5
Logic 450 2120.83 61.2
Inverter 89 217.23 6.3
Physical 0 0.00 0.0
Total 575 3464.33 100

Source: Authors, (2026).

As summarized in Table 1, the synthesized design occupies a total cell area of 3464.33 pm? using the slow-corner standard cell
library. The design consists of 575 standard cells, indicating a compact and resource-efficient hardware implementation. A detailed
classification of the cell usage shows that combinational logic dominates the area consumption, accounting for 61.2% (2120.83 um?) of
the total area. This is primarily due to the control logic required for AHB—APB protocol translation, address decoding, and handshake
signal generation. Sequential elements contribute 32.5% (1126.27 um?) of the total area, corresponding to the state registers used in the
finite state machine (FSM) and the internal control registers. Inverter cells occupy a relatively small portion of the layout (6.3%), while
no physical filler or pad cells were required at this synthesis stage. The absence of a dedicated datapath block, as reported by the datapath
area analysis, further confirms that the bridge is control-centric rather than data-path intensive, which is typical for protocol conversion
logic. Overall, the modest silicon footprint demonstrates that the proposed AHB-to-APB bridge can be seamlessly integrated into high-
density SoC designs with minimal area overhead.
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2. Power Consumption and Thermal Profile

Power efficiency is a key requirement in modern embedded and IoT-oriented SoC designs. Power analysis for the proposed
bridge was carried out using Genus at nominal operating conditions, with the results summarized in Table 2.

Table 2: Power Dissipation Analysis.

Category Leakage power(W) Internal power (W) | Switching power(W) | Total power (W) | Contribution in %
Register 8.70E-06 1.48E-03 2.47E-05 1.51E-03 74.26%
Logic 8.71E-06 3.20E-04 1.44E-04 4.73E-04 23.30%
Clock 0.00E+00 0.00E+00 4.96E-05 4.96E-05 2.44%
Total 1.74E-05 1.80E-03 2.19E-04 2.03E-03 100%

Source: Authors, (2026).

The total power dissipation of the design is 2.03 mW, indicating a highly energy-efficient implementation. A breakdown of the
power components reveals that internal power dominates, contributing 1.80 mW (88.38%) of the total consumption. This behavior is
expected, as most of the power is expended within the sequential elements and combinational logic during FSM state transitions and
protocol control operations. Switching power accounts for 0.22 mW (10.76%), reflecting controlled signal activity and effective clock
usage. Leakage power is extremely low at 17.4 pW (0.86%), which is a favorable outcome for the slow-corner library and confirms the
suitability of the design for low-power and thermally constrained environments. The dominance of register power (74.26%) further
highlights the control-driven nature of the bridge architecture. Overall, the low power profile ensures that the proposed bridge is well
suited for battery-operated embedded systems and energy-efficient SoC platforms.

IV.2 TEMPORAL PERFORMANCE AND TIMING ANALYSIS

Timing correctness is a fundamental requirement for AMBA-based interconnects, as the bridge must operate reliably at the speed
dictated by the AHB master. Static timing analysis was performed under slow process conditions to evaluate the worst-case performance
of the design. The timing report identifies a critical register-to-register path between FSM state registers, with a data path delay of 840
ps. Considering a clock period of 1 ns, along with a setup time of 150 ps and clock uncertainty of 10 ps, the design achieves a worst-case
slack of 0 ps, indicating that setup timing constraints are met without violation. This critical path consists primarily of combinational
control logic used for state decoding and next-state generation. The ability of the bridge to meet timing at a 1 GHz operating frequency
under slow-corner conditions demonstrates its robustness and validates its deployment in high-speed embedded and SoC-based
communication systems. Although the slack margin is minimal, the absence of timing violations confirms that the proposed architecture
satisfies the performance requirements of modern AMBA-based designs.

IV.3 FUNCTIONAL VERIFICATION AND FAULT RECOVERY

Functional verification was conducted using a System Verilog testbench to simulate real-world transaction scenarios and validate
the bridge’s "self-healing" capability.

1. Normal Operation Verification

Initially, the bridge was tested for protocol compliance. The testbench verified that the 8-state FSM correctly transitions from
ST IDLE to ST WRITE and ST WWAIT, generating the appropriate PSEL and PENABLE signals for the APB peripherals. For write
operations, the bridge successfully latched HWDATA and generated the correct 6-bit parity word, storing it along with the 32-bit data in
the peripheral memory.

2. Fault Injection Strategy and SEC Validation

To validate the Single Error Correction (SEC) feature, a fault induction mechanism was implemented. The scenario was as
follows:

1. Target: A Read transaction from a peripheral address.

2. Original Data: The peripheral slave was loaded with the value 0OxAAAA AAAA.

3. Fault Induction: During the ST RENABLE state, the testbench "forced" a bit-flip at bit position S of the PRDATA bus, changing
the value to OxAAAA AABA.

4. Hardware Response: The SEC logic sampled the corrupted word. The Hamming decoder calculated a non-zero syndrome.

5. Observation: The syndrome calculated by the hardware was decoded to identify the exact bit position (bit 5). The bridge then
internally inverted this bit.

6. Result: The AHB Master received the corrected value 0OxAAAA AAAA on the HRDATA bus.

This verification proves that the bridge provides a "transparent" layer of protection. The processor (AHB Master) is unaware that
an error ever occurred on the peripheral bus, as the bridge handles the detection and correction within the same clock cycle, maintaining
a 100% success rate for all single-bit soft error scenarios.

IV.4 PERFORMANCE COMPARISON

When compared to standard AMBA bridges reported in previous literature (such as those in [3] and [5]), the proposed design
offers a distinct advantage in reliability. Standard bridges typically ignore data integrity, prioritizing area over safety.
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While this work presents a slightly higher register count due to the SEC modules, the increase in area to 3464.331 pm?is
negligible when considering the total area of a modern SoC.

Table 3: Comparison of Existing AMBA AHB—APB Bridge Approaches.

Ref Contribution Limitation
[3]. FPGA implementation of AHB-APB bridge No fault tolerance
[5]. AHB-APB bridge design Error handling not addressed
[1]. Overview of AMBA bridges Passive bridge architecture
[6]. Data transfer using AMBA bus No hardware error correction
[7]. AHB-APB with UART integration Software-level error handling
[2]. Physical bridge design Reliability not considered
This proposed work AHB-to-APB bridges with integrated error correction.

Source: Authors, (2026).

The use of an 8-state FSM proved to be the optimal choice for this architecture. Simpler state machines (3 or 4 states) often
struggle with "Pending Writes" (where a new transfer arrives before the old one is done), leading to data loss. This paper presents 8-state
design, combined with the Hamming logic, ensures that even during back-to-back transactions, the data is verified and corrected without
requiring the Master to wait for additional clock cycles. This balance of low power (3.8247mW.), high frequency potential (sub-
nanosecond delay), and absolute data integrity makes this bridge a superior alternative for safety-critical VLSI applications.

V. CONCLUSION

This research has successfully addressed a critical vulnerability in modern System-on-Chip (SoC) architectures by designing and
verifying a fault-tolerant AHB-to-APB bridge. As semiconductor manufacturing scales into the deep sub-micron regime, specifically the
90nm node and below utilized in this study, the physical interconnects between high-performance system buses and low-power peripherals
have become increasingly susceptible to transient soft errors. Traditional bridge designs, while effective at protocol translation, have
historically operated as "passive" components, unknowingly propagating corrupted data from noisy peripheral domains to the system
master. The primary achievement of this work is the transition from a passive bridging model to an "active," self-healing interconnect.
By integrating Single Error Correction (SEC) logic based on (38, 32) Hamming Code theory directly into the bridge’s data path, this work
presents an intrinsic layer of protection that operates in real-time. This architectural shift ensures that data integrity is maintained at the
hardware level, eliminating the need for slow software-based error handling or processor-intensive re-transmission requests.

The design was underpinned by a robust 8-state Finite State Machine (FSM). This FSM was meticulously engineered to
synchronize the pipelined transactions of the Advanced High-performance Bus (AHB) with the non-pipelined, strobe-based cycles of the
Advanced Peripheral Bus (APB). The introduction of specialized states, such as ST WWAIT for write-data alignment and
ST _RENABLE for real-time decoding, allowed the bridge to perform error detection and correction without introducing additional clock
cycle latency to the system. This ensures that the fault-tolerance mechanism does not become a bottleneck for high-frequency system
masters. Physical implementation results obtained through the Cadence Genus Synthesis Solution confirm the viability of this design for
commercial SoC integration. The synthesis on a 90nm slow-corner library demonstrated that the added reliability comes at a remarkably
low hardware cost. With a total area of only 3464.331 um? and a power consumption of just 3.8247mW, the design proves that security
and efficiency are not mutually exclusive.

Furthermore, static timing analysis identified a critical register-to-register path delay of 840 ps. This confirms that the AHB-to-
APB bridge reliably meets timing at a 1 GHz clock frequency under slow-corner conditions, demonstrating its suitability for modern
high-speed embedded system applications. Functional verification through a fault-injection testbench provided the final proof of concept.
By simulating transient bit-flips on the peripheral data bus, the bridge demonstrated a 100% recovery rate. In every instance where a
single bit was corrupted during a read transfer, the SEC logic successfully calculated the syndrome, identified the erroneous bit, and
performed a hardware-level inversion before the data reached the AHB master. This "transparent” protection is vital for safety-critical
VLSI applications, such as automotive control units, medical instrumentation, and aerospace systems, where even a single bit-flip could
lead to catastrophic system failure.
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