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The inception of cognitive radio networks (CRNs) institutes both possibilities and 

complications in spectrum access and security. Blockchain technology has made an 

appearance as a possible solution to address these issues, providing improved 

transparency, security and effectiveness in spectrum management. Researchers propose 

several security methods to mitigate these attacks, each with drawbacks. Most of these 

methods have higher complexity, while others cannot be used to focus on training time and 
accuracy. To overcome these issues while maintaining higher security and Quality of 

Service (QoS), a novel blockchain method called, eXtreme Gradient Boost Quadratic 

Balloon Cryptographic Block Compression (XGBQ-BCBC) based secured routing in CRN 

is proposed. The method initially collects multiple secondary user and primary user from 

different cognitive radio controllers and creates blocks for the storage of these sets in 

blockchain network. Here, the eXtreme Gradient Boost Quadratic Node Classifier is 

employed where the weak classifier results are combined using Quadratic Classifier for 

classifying and authenticating the nodes as normal nodes or attacks based on the residual 

energy and relative trustworthiness factor and stored in the blockchain. At this point, the 

data packets collected from the normal nodes are hashed by using Balloon Cryptographic 

Matyas–Meyer–Oseas (MMO) Block compression function. Next, the hashed results are 
sent to the normal nodes by authenticating the normal nodes. If normal node’s 

authentication verification is passed, then the hashed results are said to the receiver nodes, 

therefore ensuring robust data transmission in the CRN. The simulation results of the 

proposed method demonstrate 27%, 32% data confidentiality and data integrity in the 

presence of MUs, when compared to other methods like Channel Availability Probability 

and multi-objective optimization. As a result the security of cognitive radio blockchain 

network is demonstrated to be improved in a significant manner.  
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I. INTRODUCTION 

A robust routing path was identified in [1] by reducing the PU interference and routing delay to increase the throughput within IIoT 

domain. A generic routing framework was introduced from cross-layer perspective to share information resources based on Channel 

Availability Probability. A novel cross-layer-oriented routing protocol was introduced using time-variant channel estimation technique. The 

designed protocol periodically updated and stored routing table information for optimal route decision-making. A new routing metric was 

used to achieve higher throughput and lower delay. Though the throughput was improved, the computational cost was not minimized by 

robust routing path A spectrum allocation strategy was introduced in [2] with cognitive radio (CR) technology. The time-sensitive and 

regular communication service requirements were addressed with distribution terminal communication services for power quality monitoring 

with secondary data (SD).  
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 An optimization problem was addressed with indicators like SD transmission rate and maximum latency. The convex optimization 

method was used to attain optimal power and frequency bandwidth allocation for users with SD. However, the computational complexity 
was not reduced by spectrum allocation strategy. Blockchain-based technology was introduced in [3] to detect and prevent criminal 

activities. The designed technology employed blockchain-based malicious user detection with SHA-3 hashing and energy detection-based 

Spectrum sensing. The detection strategy comprised block updating phase and iron out phase. But, the data confidentiality was not at 

required level. A blockchain-based smart contracts was introduced in [4] with blockchain for making transactions private among participants. 

The blockchain measured trustworthiness of particular user depending on accuracy level of sensing results. A money locking approach was 

introduced where the penalty gets deducted. But the routing time was not reduced by blockchain-based smart contracts. Two novel 

blockchain-based methods that took into considerations multiple input multiple outputs in a single cell network to boost the overall 

performance were presented in [5]. Energy-efficiency and security was provided in [6] using blockchan enabled clustering mechanism 

contributing to sustainable development. A Multi-Level Trust Based Secure Routing was proposed in [7] to improve overall QoS 

performance. Blockchain technology (BCT) materializes as a notable player in boosting the spectrum access security.  

Also the fusion of blockchain and 6G results in increased security. Combining blockchain with IoT systems improves security by 
encrypting and digitally signing IoT data as blockchain transactions. To improve spectrum utilization efficiency, node evaluation and 

selection algorithm were proposed in [8] therefore improving the network security against malicious node attacks. A review of accessing 

spectrum in dynamic fashion with blockchain architecture was presented in [9]. Significant contribution and developments by combining 

blockchain with CRN was investigated in [10]. A comprehensive review covering security threats along with mitigation mechanisms for 

industrial IoT was provided in [11]. Different security challenges in addition to security integration for establishing security were presented 

in [12]. In spite of the significant research efforts, a lack in comprehensive survey still is said to exist. A state-of-the-art blockchain based 

trust and reputation based mechanisms were presented in [13]. A complete review on dynamic access of spectrum with blockchain was 

presented in [14]. A holistic and systematic survey was presented in [15] to meet the requirement of blockchain. Overall, the paper provides a 

complete overview of the work accomplished, concentrating on the integration of deep learning, blockchain technology and cryptographic 

mechanism to address the security issues CRNs. The proposed method exhibits the performance metric improvements and exhibits its 

prospective as an efficient solution for improving security and real-time protection in CRNs.  

I.1 MOTIVATION 

The motivation of this work is to address the security issues encountered by CRNs. Combining the adaptability of blockchains with 

the intelligence of cognitive radios CRNS validate dynamic and effective communication in a variety of scenarios. However, these networks 

are susceptible to a variety of authentication issues. Existing deep learning method modeled to address these security aspects, however suffer 

from secure routing and an absence of proper node authentication mechanism.  

I.2 CONTRIBUTIONS  

This work contributes the following to addressing aforementioned issues employing eXtreme Gradient Boost Quadratic Balloon 

Cryptographic Block Compression (XGBQ-BCBC) based secured routing in CRN.  

 To present a novel secure data routing method that employs eXtreme Gradient Boost Quadratic Node Classifier to classify between 

normal nodes and malicious nodes based on residual energy and relative trustworthiness factors. This strategy improves ability to 

authenticate users in a computationally and accurate manner.  

 To store the analyzed data packets on a blockchain-based distributed network in order to ensure data integrity and data confidentiality.  

 The blockchain implementation in the proposed method employs a Balloon Cryptographic Matyas–Meyer–Oseas (MMO) Block 

compression-based Secure Routing. This model ensures the integrity and confidentiality of the stored data packet, thereby boosting the 

method’s overall security.  

 Compared to existing methods, the blockchain-based security method called, eXtreme Gradient Boost Quadratic Balloon Cryptographic 
Block Compression (XGBQ-BCBC) in CRN demonstrates significant performance enhancements in a number of performance metrics. 

The proposed method achieves a remarkable reduction in authentication time (x% and y% relative to Channel Availability Probability 

and multi-objective optimization respectively), improves data confidentiality (x% and y% relative to the same models), increase data 

integrity (x% and y% relative to the same models) during various communications. These improvements contribute to the security and 

efficiency of CRNs as a whole. 

I.3 ORGANIZATION OF THE WORK  

The remaining of the paper is organized as follows. The background of CRN and blockchain based secure routing in CRN for data 
confidentiality and data integrity is explained in section 2 with the reviews of related work discussed in detail. Section 3 explains the system 

model followed by which the proposed method, XGBQ-BCBC is elaborated using diagram and algorithmic description. Case study and 

inferences are provided in Section 4 with the experimental setup, results and discussion analyzed in section 5 and 6. Finally, section 6 

concludes the paper. 

II. RELATED WORKS 

Cognitive Radio Networks (CRNs) are under sustained attacks from compromised primary and secondary users. Researchers 

propose several security mechanisms to circumvent these attacks, each with drawbacks.  
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 Most of these methods have higher complexity and in contrast cannot be utilized to take the edge off multiple attack types. To 

overcome these drawbacks while sustaining higher security and Quality of Service (QoS) under attacks, a novel blockchain-based security 
method for boosting attack resilience in CRNs was proposed in [16]. The method showcased higher throughput with higher packet delivery 

ratio for several real-time cognitive radio scenarios. Nevertheless, CRN could result in considerable security issues while not focusing on 

privacy attacks during Spectrum Sensing (SS). A pareto encryption standard along with fine tunable recurrent neural network was presented 

in [17] to ensure privacy preservation. Yet another method to improve communication employing decentralized blockcahin was proposed in 

[18] for improving integrity level. CRNs integrate features of ad-hoc networks with cognitive radios to ease a variety of communication 

scenarios. Nevertheless, these CRNs are governed by uninterrupted attacks both from internal and external adversaries. They provide a 

trustworthy platform to deal with security, privacy, scalability and so on. Woefully, the attackers can still inoculate traffic to hinder 

blockchain nodes systematic functionalities. An optimized Blockchain-based IoT architecture was presented in [19] to attain optimized 

throughput therefore achieving efficacy extensively. Moreover, their constrained IP tracing potentialities make them inappropriate for real-

time scenarios. To address this aspect, a novel blockchain-based method for deep traffic pattern analysis and circumventing of malicious 

attacks in CRNs was presented in [20]. Yet another framework employing blockchain technology to identify malicious users accurately was 
designed in [21]. A two-level shared key authentication mechanism with the aid of channel state information and DL was presented in [22] 

with high secrecy.  

Light-weight convolutional neural network was employed in [23] to address on three different aspects, spectrum sensing, data 

routing and secure transmission based on the adaptive intelligent behavior. Yet another security mechanism employing federated learning 

was designed in [24] to confirm robustness. A holistic review on designing privacy-preserving reputation mechanism for IoT applications 

was investigated in [25]. Yet another blockchain framework to ensure transparency and security was presented in [26]. Generate of hash 

function was employed in [27] for blockchain transaction with improved accuracy.  Conventional routing mechanisms frequently lack in 

imparting adequate security, resulting in data breaches. To address this issue, a greedy routing protocol with blockchain as infrastructure was 

presented in [28]. By employing greedy forwarding mechanism security was enhanced along with reliable data transmission. A blockchain-

based cyber security mechanism employing machine learning was proposed in [29] along with a detailed review. Yet another optimal and 

secure routing using deep learning in [30] with minimal interference level and strong security during routing. From the scrutiny of related 

works, restricted conventional deep learning solutions have been designed to measure the effectiveness of secure routing in CRN. Instead of 
focusing on entire numbers of users, by splitting them into normal and malicious users via blockchain, results in minimizing the end-to-end 

delay with improved authentication accuracy. With this objective a novel method called, eXtreme Gradient Boost Quadratic Balloon 

Cryptographic Block Compression (XGBQ-BCBC) based secured routing in CRN is proposed. The elaborate description of the XGBQ-

BCBC method is provided in the following sub-sections.  

III. EXTREME GRADIENT BOOST QUADRATIC BALLOON CRYPTOGRAPHIC BLOCK COMPRESSION (XGBQ-BCBC) 

BASED SECURED ROUTING IN CRN 

Many of these methods are characterized by high complexity that may results in challenges in implementation or performance 
efficiency. Some methods are specialized to address on the authenticity but might not be versatile enough to reduce the training time. This 

could leave the network vulnerable to unaddressed authentication. In response to the identified drawbacks, the paragraph introduces a novel 

blockchain-based security method called, eXtreme Gradient Boost Quadratic Balloon Cryptographic Block Compression (XGBQ-BCBC) in 

CRN. The method’s is outlined with several key features: 

III.1 BLOCKCHAIN-BASED CRN SYSTEM MODEL 

Figure 1 show the system model for blockchain-based secured routing in Cognitive Radio Network (CRN) with ‘𝑢’ secondary users 

‘𝑆𝑈𝑠’ and a primary user ‘𝑃𝑈’.  

 
Figure 1: Blockchain-based CRN System Model. 

Source: Authors, (2026). 
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 Moreover, there may be ‘𝑣’ malicious users ‘𝑀𝑈𝑠’ in the spectrum sensing to degrade network performance. The act of spectrum 

sensing is performed by secondary users ‘𝑆𝑈𝑠’ and broadcast the local decisions to all other adjacent users with updates in the blocks ‘𝐵𝑡’ for 

time duration ‘𝑡’. Hence, new blocks are created after every ‘𝜏’ units of time and get chained, therefore forming a blockchain. In this manner, 

blocks are created for primary user ‘𝑃𝑈’ and secondary users ‘𝑆𝑈𝑠’ therefore forming blockchain for further processing. Also, secure routing 

in blockchain-based networks consists of functions involving control plane and data plane. As far as control plane is concerned routing 

decisions are made and validated utilizing blockchain technology and on the other hand, the data plane is responsible for actual secure 

forwarding of data packets on the basis of rules determined by control plane. 

III.1.1 Registration 

In the proposed method, number of cognitive users or nodes is collected as an input. Initially, the primary user ‘𝑃𝑈’ and secondary 

user ‘𝑆𝑈’ are registered in the blockchain for performing secure data management in cognitive radio network (CRN). This is explained as 

given below.  

III.1.2 Primary User and Secondary User Registration Process 

Here, initially the number of primary user ‘𝑃𝑈’ is registered in the blockchain by utilizing their User ID and Network ID. This is 

mathematically represented as given below. 

 𝑅𝑒𝑔𝑎
𝑃𝑈 = [𝑅𝑒𝑔1

𝑃𝑈 + 𝑅𝑒𝑔1
𝑃𝑈 + ⋯ + 𝑅𝑒𝑔𝑚

𝑃𝑈], 𝑤ℎ𝑒𝑟𝑒 𝑎 = 1,2, … , 𝑚                                                    (1) 

From the above equation (1), ‘𝑎 = 1,2, … , 𝑚’ denotes the number of registered primary user ‘𝑃𝑈’ and ‘(𝑅𝑒𝑔1
𝑃𝑈)’ denoting the first 

registered primary user ‘𝑃𝑈’. In a similar manner, the number of secondary user ‘𝑆𝑈’ is registered and is mathematically represented as 

given below.  

𝑅𝑒𝑔𝑏
𝑆𝑈 = [𝑅𝑒𝑔2

𝑆𝑈 + 𝑅𝑒𝑔2
𝑆𝑈 + ⋯ + 𝑅𝑒𝑔𝑛

𝑆𝑈], 𝑤ℎ𝑒𝑟𝑒 𝑏 = 1,2, … , 𝑛                                                     (2) 

From the above equation (2), ‘𝑏 = 1,2, … , 𝑛’ denote the number of registered secondary user ‘𝑆𝑈’ with ‘𝑅𝑒𝑔𝑛
𝑆𝑈’ representing the 

‘𝑛 − 𝑡ℎ’ registered secondary user in blockchain.  

III.1.3 Extreme Gradient Boost Quadratic Node Classifier   

The eXtreme Gradient Boost Node Classifier employed in our work denotes a scalable tree optimization with the boosting concept 
being the root of classifier combines the forecasting of weak learners (i.e. Quadratic classifier) with additive training methods to develop a 

strong learner. Moreover, by combining the weak quadratic classifier results to that of the strong eXtreme Gradient Boost Node Classifier 

results aids in avoiding overfitting and enhances mathematical ability. The eXtreme Gradient Boost Node Classifier along with Quadratic 

classifier is illustrated in figure 2.  

 
Figure 2: Structure of eXtreme Gradient Boost Quadratic Node Classifier. 

Source: Authors, (2026). 

From the above figure the objective functions (i.e. normal and malicious node classification based on the residual energy and 

relative trustworthiness) are simplified by allowing the prediction and regularization terms to be combined. The mathematical formulate is as 

given below.  
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 𝑥𝑖 = 𝑓𝑖
(𝑘)

= ∑ 𝑓𝑙(𝑆𝑈𝑖[𝐸𝑅𝑒𝑠(𝑡), 𝑅𝑇]) = 𝑓𝑖
(𝑘−1)

+ 𝑓𝑘(𝑆𝑈𝑖[𝐸𝑅𝑒𝑠(𝑡), 𝑅𝑇])𝑘
𝑙=1                                                  (3) 

From the above equation (3) ‘𝑓𝑘(𝑆𝑈𝑖[𝐸𝑅𝑒𝑠(𝑡), 𝑅𝑇])’ denotes the learner at step ‘𝑘’, ‘𝑓𝑖
(𝑘)

’ denotes the prediction at ‘𝑘’, ‘𝑓𝑖
(𝑘−1)

’ 

represent the prediction at ‘𝑘 − 1’ with respect to the input features ‘𝑓𝑘(𝑆𝑈𝑖[𝐸𝑅𝑒𝑠(𝑡), 𝑅𝑇])’ with high residual energy and relative trust factor 

for the corresponding secondary user respectively. Following which the Quadratic Classifier is formulated as given below by means of 

likelihood ratio (LR).  

𝐿𝑅 =
√2𝜋|Σ1|

1
exp(−

1

2
(𝑥−𝜇1)𝑇Σ1

−1(𝑥−𝜇1))

√2𝜋|Σ0|
1

exp(−
1

2
(𝑥−𝜇0)𝑇Σ0

−1(𝑥−𝜇0))
                                                                                  (4) 

From the above equation (4), the likelihood ratio ‘’ value is arrived at based on the means ‘𝜇1, 𝜇0’, covariance matrices ‘Σ1, Σ0’, 

corresponding to ‘ 𝐿𝑅 = 0, 𝑤ℎ𝑒𝑛 𝑡ℎ𝑒 𝑠𝑒𝑐𝑜𝑛𝑑𝑎𝑟𝑦 𝑢𝑠𝑒𝑟 𝑖𝑠 𝑛𝑜𝑟𝑚𝑎𝑙 𝑛𝑜𝑑𝑒 ’, ‘ 𝐿𝑅 = 1, 𝑤ℎ𝑒𝑛 𝑡ℎ𝑒 𝑠𝑒𝑐𝑜𝑛𝑑𝑎𝑟𝑦 𝑢𝑠𝑒𝑟 𝑖𝑠 𝑚𝑎𝑙𝑖𝑐𝑜𝑢𝑠 𝑛𝑜𝑑𝑒 ’ 

respectively. These values are sent in to the boosted eXtreme Gradient Boost Node Classifier to generate the final results.  

III.1.4 Residual Energy Calculation  

Primary Users being licensed owners of a specific spectrum band are assumed to have guaranteed access and does not depend on 

opportunistic spectrum access or residual energy calculations.  On the other hand Secondary Users are unlicensed that possessing limited 

power sources necessitates residual energy evaluation. In CRN the unlicensed secondary users can opportunistically utilize spectrum bands 

that are not being utilized by licensed primary users. However, upon detection of a primary user’s signal the secondary users must vacate the 

channel immediately. Hence, based on the residual energy and trust value, the nodes are categorized using eXtreme Gradient Boost Node 

Classifier. Here, the eXtreme Gradient Boost Node Classifier combines the weak classifier result to attain strong classifier output. Quadratic 

Classifier is taken as weak classifier for classifying and authenticating nodes as normal nodes or malicious nodes. By combining the weak 

classifier results, classification performance gets improved. The residual energy of a node in Cognitive Radio Network (CRN) is the amount 

of energy remaining after a certain time instance, taking into consideration the energy consumed while performing several operations like, 

transmission, reception and idle states. The mathematical formula for measuring residual energy at time instance ‘𝑡’ for each registered 

secondary user is calculated as given below.  

𝐸𝑅𝑒𝑠(𝑡) = 𝑅𝑒𝑔𝑏
𝑆𝑈𝑀𝑎𝑥 (𝐸𝐼𝑛𝑖𝑡 − [𝐸𝑇𝑟𝑎𝑛𝑠(𝑡) + 𝐸𝑅𝑒𝑐𝑣(𝑡) + 𝐸𝐼𝑑𝑙𝑒(𝑡)])                                                    (5) 

From the above equation (5) the residual energy ‘𝐸𝑅𝑒𝑠(𝑡)’ is measured by considering the values of energy consumed while 

transmitting data packets ‘𝐸𝑇𝑟𝑎𝑛𝑠(𝑡)’ at time ‘𝑡’, energy consumed while receiving data packets ‘𝐸𝑅𝑒𝑐𝑣(𝑡)’ and energy consumed during the 

idle stage ‘𝐸𝐼𝑑𝑙𝑒(𝑡)’ respectively. Higher the measured residual energy result of the registered secondary user higher is the probability of 

secondary user being normal node. 

III.1.5 Relative Trustworthiness Calculation 

Relative trustworthiness of a user in CRN is formulated based on the distance factor for each registered secondary user as given below.  

𝑅𝑇 = 𝑅𝑒𝑔𝑏
𝑆𝑈𝑀𝑎𝑥 [min (

𝐷𝑖𝑠1

𝐷𝑖𝑠2
,

𝐷𝑖𝑠2

𝐷𝑖𝑠1
)]                                                                                (6) 

From the above equation (6) relative trustworthiness ‘𝑅𝑇’ factor is arrived at based on the minimum distance between users. Higher 

the relative trustworthiness of the registered secondary user higher is the probability of secondary user being normal node. The distance 

factor is measured as given below.  

𝐷𝑖𝑠1 = √(𝑃𝑆𝑈𝑖
− 𝑃𝑃𝑈)

2
+ (𝑄𝑆𝑈𝑖

− 𝑄𝑃𝑈)
2
                                                                               (7) 

 𝐷𝑖𝑠2 = √(𝑃𝑀𝑈 − 𝑃𝑆𝑈𝑖
)

2
+ (𝑄𝑀𝑈 − 𝑄𝑆𝑈𝑖

)
2
          (8) 

From the above equations (7) and (8), ‘(𝑃𝑆𝑈𝑖
, 𝑄𝑆𝑈𝑖

)’ represents the ‘𝑃’ and ‘𝑄’ coordinates of ‘𝑖 − 𝑡ℎ’ secondary user ‘𝑆𝑈’, 

‘(𝑃𝑃𝑈 , 𝑄𝑃𝑈)’ denoting ‘𝑃’ and ‘𝑄’ coordinates of primary user and ‘(𝑃𝑀𝑈 , 𝑄𝑀𝑈)’ referring to the ‘𝑃’ and ‘𝑄’ coordinates of malicious user 
respectively. To make the overfitting rational while minimizing the methods speed the mathematical formula to evaluate the goodness for 

original function is as given below.  

 𝑂𝑏𝑗𝑒𝑐𝑡𝑖𝑣𝑒(𝑝) = ∑ ℒ(𝑅𝑒𝑠𝑖 − 𝑅𝑒𝑠𝑖
′)𝑛

𝑙=1                  (9) 

From the above equation (8), ‘ℒ’, denotes the loss function for the corresponding ‘𝑛’ number of observations employing Lasso 

regularization term represented as given below.  

ℒ = ∑ 𝑅𝑒𝑠𝑖
𝑛
𝑖=1 − (𝑥𝑖𝛽)2 + ∑ |𝛽𝑗|𝑚

𝑗=1           (10) 

From the above loss function results (9) are arrived at based on the actual result ‘ 𝑅𝑒𝑠𝑖 ’, predicted results ‘𝑅𝑒𝑠𝑖
′ ’ for the 

corresponding input ‘𝑥𝑖’ with respect to a coefficient value ‘𝛽’ respectively. The pseudo code representation of eXtreme Gradient Boost 
Quadratic Node Classifier is given below.  
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 Input: Primary Users ‘𝑃𝑈 =  𝑃𝑈1, 𝑃𝑈2, … , 𝑃𝑈𝑚’, Secondary Users ‘𝑆𝑈 = 𝑆𝑈1, 𝑆𝑈2, … , 𝑆𝑈𝑛’ 

Output: Computationally-efficient authentication  

Step 1: Initialize ‘𝑚’, ‘𝑛’ 
Step 2: Begin  

Sep 3: For each Primary Users ‘𝑃𝑈’, Secondary Users ‘𝑆𝑈’ 

Step 4: Perform primary user and secondary user registration according to (1) and (2) 

Step 5: Generate extreme boosting and quadratic classifier results according to (3) and (4) 

Step 6: Evaluate residual energy according to (5) 

Step 7: Evaluate relative trustworthiness results according to (6), (7) and (8) 

Step 8: Evaluate the goodness for original function according to (9) and (10) 

Step 9: Generate results of malicious nodes ‘𝑀𝑁’ and normal nodes ‘𝑁𝑁’ 

Step 10: Return node classified results (normal nodes ‘𝑁𝑁’ along with data packets ‘𝐷𝑃’) 

Step 11: End for 
Step 12: End  

Algorithm 1: eXtreme Gradient Boost Quadratic Node Classifier. 

Source: Authors, (2026). 

As given in the above algorithm initially the registered primary user and secondary user are generated in the form of block. 

Following which only the registered users in the block undergo the process of classification. With the utilization of eXtreme Gradient Boost 

Node Classifier (i.e. strong learner) and Quadratic Classifier (i.e. weak learner) for node classification process combines the prediction 
results from several weak learners. With the aid of several weak learners each new tree correct the errors made by the previous tree, resulting 

in a highly accurate result. Also, by selecting the nodes with high residual energy and relative trustworthiness as basis in turn minimizes the 

overall time consumed in actual authentication process.  

III.2 BALLOON CRYPTOGRAPHIC MATYAS–MEYER–OSEAS (MMO) BLOCK COMPRESSION-BASED SECURE 

ROUTING  

Second, data packets are collected from normal nodes for ensuring secured routing.  In our work, Balloon Cryptographic hash-based 

Matyas–Meyer–Oseas (MMO) compression is applied for ensuring secured data routing. Figure 3 shows the structure of Balloon 

Cryptographic Matyas–Meyer–Oseas Block compression model. 

 
Figure 3: Structure of Balloon Cryptographic Matyas–Meyer–Oseas Block compression model for secure routing in CRN. 

Source: Authors, (2026). 

As shown in the above figure, the normal nodes sensed data packets are provided as input. The scenario described, involves the 

utilization of Balloon Cryptographic hash function for secured data routing and Matyas–Meyer–Oseas (MMO) compression function for 

hash generation in a blockchain control plane with blockchain as basic architecture. The function generates hash value for every normal 

nodes sensed data packets using Matyas–Meyer–Oseas Compression Function. Moreover, the hash value generation is considered as an 

encryption process for every data packets. This is performed via expansion, mixing and output hash generation. The hashed data are sent to 

the source node. The decryption process is carried out in the destination node to obtain original data, therefore preventing illegal access. This 

guarantees the secured data routing in CRN. The Matyas–Meyer–Oseas Compression function is one of the typical mechanisms in building a 

single-block-length compression function from a block cipher. The function ‘𝑓’ obtains an input chaining value ‘𝐻𝑖−1’ along with data 

packet block ‘𝐷𝑃𝑖’ to generate next chaining value ‘𝐻𝑖’ employing a block cipher ‘𝐸’. This is mathematically formulated as given below.  

𝐻𝑖 = 𝐸𝐻𝑖−1
(𝐷𝑃𝑖) ⨁ 𝐷𝑃𝑖                 (11) 
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 From the above equation (11), the previous has value ‘𝐻𝑖−1’ represents the block cipher key value for the corresponding plain text 

(i.e., data packet ‘ 𝐷𝑃𝑖’) with the output ‘𝐻𝑖’ forming the XOR ‘⨁’ of the cipher text ‘𝐸𝐻𝑖−1
(𝐷𝑃𝑖)’ and plain text ‘ 𝐷𝑃𝑖’ respectively.  

III.2.1 Expansion 

In the expansion stage, to start with large buffer of memory is filled with a pseudorandom byte sequence ‘ 𝑃𝑅𝐵𝑠𝑒𝑞 ’. This 

pseudorandom byte sequence ‘𝑃𝑅𝐵𝑠𝑒𝑞’ is arrived by repeatedly hashing a fusion of the password ‘𝑃𝑤𝑑’ and salt ‘𝑆𝑡’ provided as inputs to 

the function. This is mathematically formulated as given below. 

𝐼𝑉 = 𝐷𝑃𝑖[𝑃𝑅𝐵𝑠𝑒𝑞 + 𝐻(𝑃𝑤𝑑 + 𝑆𝑡)]         (12) 

From the above equation (12) the input value is generated based on the pseudorandom byte sequence ‘𝑃𝑅𝐵𝑠𝑒𝑞’, along with user 

provided data ‘𝑃𝑤𝑑’ and arbitrary piece of data ‘𝑆𝑡’ for each normal nodes sensed data packets ‘𝐷𝑃𝑖’ respectively.  

III.2.2 Mixing  

Following which in the mixing stage, the bytes within the allocated memory buffer for each input value ‘𝐼𝑉’ are mixed repeatedly 

for a specified number of iteration. In each iterations’ a block in the buffer is updated by hashing its current value, value of the previous 

block and values from other arbitrarily selected blocks within the buffer. This is mathematically formulated as given below.  

𝐵𝑖𝐷𝑃𝑖 = 𝐻𝑖[𝐵𝑖] + 𝐻−𝑖−1[𝐵𝑖−1] + ⋯ + 𝐻𝑚[𝐵𝑚]𝑖𝑡𝑒𝑟       (13) 

From the above equation (13) for each block ‘𝐵𝑖’ with corresponding normal sensed nodes data packets ‘𝐷𝑃𝑖’, mixing operation is 

performed repeatedly overall several iterations ‘𝑖𝑡𝑒𝑟’ with the results of the Matyas–Meyer–Oseas Compression function deciding the 

memory locations to access. Finally upon successful completion of the mixing phase, the last element in the final buffer forms the resulting 

hash output that is sent to the normal sensed node. This is mathematically formulated as given below.  

𝐻𝑉 = 𝐻𝑚[𝐵𝑚]          (14) 

Finally, the decryption process is carried out in the destination sensed node to obtain original data, therefore preventing illegal 

access. The pseudo representation of Balloon Cryptographic Matyas–Meyer–Oseas Block compression-based Secure Routing in CRN is 

provided below.  

Input: Primary Users ‘𝑃𝑈 =  𝑃𝑈1, 𝑃𝑈2, … , 𝑃𝑈𝑚’, Secondary Users ‘𝑆𝑈 = 𝑆𝑈1, 𝑆𝑈2, … , 𝑆𝑈𝑛  

Output: robust and secure data routing  

Step 1: Initialization ‘𝑚’, ‘𝑛’ 

Step 2: Initialize normal nodes ‘𝑁𝑁’, data packets ‘𝐷𝑃’ 

Step 3: Begin  

Step 4: For each Primary Users ‘𝑃𝑈’, Secondary Users ‘𝑆𝑈’, normal nodes ‘𝑁𝑁’ and data packets ‘𝐷𝑃’ 

//Generate Matyas–Meyer–Oseas Compression function results according to (11) 

//Encryption  

//Expansion 

Step 5: Generate input vector results according to (12) 

//Mixing  

Step 6: Generate mixed results repeatedly for a specified number of iteration according to (13) 

//Output  

Step 7: Obtain last element from the mixing function resulting hash output 

Step 9: Return hashed value to the normal sensed nodes ‘𝐻𝑉’  

Step 9: End for 

Step 11: For each Primary Users ‘𝑃𝑈’, Secondary Users ‘𝑆𝑈’, normal nodes ‘𝑁𝑁’ and data packets ‘𝐷𝑃’ 

Step 12: If ‘𝐴𝐻𝑉 = 𝑃𝐻𝑉’ 

Step 13: Then secured data routing between nodes  

Step 14: End if 

Step 15: If ‘𝐴𝐻𝑉 ≠ 𝑃𝐻𝑉’ 

Step 16: Then no data routing between nodes  

Step 17: End if 

Step 18: End for  

Step 19: End  

Algorithm 2 Balloon Cryptographic Matyas–Meyer–Oseas Block compression-based Secure Routing. 

Source: Authors, (2026). 

As given in the above algorithm the entire process of blockchain-based secure data routing in cRN by combining the Balloon 

cryptographic hash with the Matyas-Meyer-Oseas compression function.  
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 On one hand, Balloon Hashing necessitates a fundamental standard compression function and on the other hand, the Matyas-Meyer-

Oseas compression function that is built from block cipher that serves this purpose. Balloon Hashing using Matyas-Meyer-Oseas 
compression function processes the input data to generate unique hash value that is sent to the sender node. On the other end the receiver 

node evaluates the hash and making a comparison with original hash as send by the server, any data packet changes results in a distinct hash 

value. In this manner the data integrity is ensured. Moreover by storing and distributing hashed data instead of the raw data packets using 

Matyas-Meyer-Oseas compression function in a blockchain helps prevent unauthorized data access wherein even if an unauthorized user 

intercepts hash value, original data packet is not reconstructed from hash. This in turn ensures data confidentially.  

III.3 CASE STUDY AND INFERENCES 

In this section case analysis of secure routing in CRN using primary and secondary users are simulated by applying eXtreme 

Gradient Boost Quadratic Balloon Cryptographic Block Compression (XGBQ-BCBC) method. Figure 4 shows the sample nodes for 
simulation. 

 

Figure 4: Sample node generation. 

Source: Authors, (2026). 

As shown in the above figure 50 nodes comprising of both primary user and secondary user are obtained for performing secure 
routing in CRN. To perform simulation 33 numbers of primary user and 17 numbers of secondary users are used. Also an initial energy of 

100 Joules is set for all the 50 nodes and according to the proceedings the energy consumption gets depleted. With this hypothesis residual 

energy and relative trustworthiness factors are analyzed. The results are shown in figure 5.  

   

Figure 5: Calculation of residual energy and relative trustworthiness. 

Source: Authors, (2026). 
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 From the above results of residual energy and relative trustworthiness for each user in CRN, eXtreme Gradient Boost Node 

Classifier along with Quadratic classifier is applied to differentiate between normal nodes and malicious node. By differentiating between 
normal and malicious users, the authentication accuracy along with end-to-end delay involved in routing process gets improved. Figure 6 

shows the corresponding results of normal primary user (33) and malicious users (i.e. secondary malicious users 14 and secondary normal 

users 13).  

 
Figure 6: CRN Node Created Results 

Source: Authors, (2026). 

Finally with the above CRN node created results, normal sensed data packets (i.e. with seven primary users and three secondary 

users for simulation) are subjected to Balloon Cryptographic hash-based Matyas–Meyer–Oseas compression to ensure secure routing. Figure 

7 shows the cryptographic results generated to ensure authentication and integrity of data.  

 
Encoding results 

 
Decoded results for secure routing 

Figure 7: Cryptographic results for secure routing. 

Source: Authors, (2026). 

By applying the above Balloon Hashing using Matyas-Meyer-Oseas compression function unique hash values are generated that in 

turn results in the improvement of data integrity. Also by storing and distributing hashed data instead of the raw data packets improves the 

overall data confidentiality extensively. The quantitative results are provided in the following sub-section.  
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 IV. EXPERIMENTAL SETUP 

In this section, the performance of the proposed blockchain method called, eXtreme Gradient Boost Quadratic Balloon 

Cryptographic Block Compression (XGBQ-BCBC) based secured routing in CRN was analyzed. The proposed method was implemented 

using Python high-level general-purpose programming language and the experiments are performed on an Intel(R) Pentium machine with a 

speed 2.13 GHz and 4.0 GB RAM using Windows 7 32-bit Operating System. A brief comparison of the proposed XGBQ-BCBC method 

with the existing Channel Availability Probability [1] and Multi-objective optimization [2] with respect to authentication accuracy, 

authentication time, data confidentiality and data integrity for varied numbers of data packets and sensor nodes. 

V. RESULTS AND DISCUSSION 

The performance of the proposed XGBQ-BCBC and two existing approaches namely Channel Availability Probability [1] and 

Multi-objective optimization [2] are discussed. To evaluate the model's effectiveness, several performance indicators are considered, 

including authentication accuracy, authentication time, data confidentiality and data integrity.  

V.1 PERFORMANCE ANALYSIS OF AUTHENTICATION ACCURACY 

In this section authentication accuracy is analyzed and validated. Authentication and secure routing are said to be demanding as far 

as cognitive radio networks (CRNs) are concerned. This is due to the reason to make certain accurate spectrum sharing is made by verifying 

and validating node identities and establishing reliable data paths that is said to be demanding owing to the network’s arbitrary nature. The 

authentication accuracy is mathematically stated as given below.  

𝐴𝐴 = ∑
𝐷𝑃𝐴𝐴 

𝐷𝑃𝑖
∗ 100𝑁

𝑖=1                 (15) 

From the above equation (15) authentication accuracy ‘𝐴𝐴’ is measured based on the data packets considered ‘𝐷𝑃𝑖’ and data packets 

authenticated accurately ‘𝐷𝑃𝐴𝐴’. It is measured in terms of percentage (%). Table 1 lists the authentication accuracy results when substituted 

in equation (15).  

Table 1: Authentication accuracy using Proposed XGBQ-BCBC, Existing Channel Availability Probability [1] and Multi-objective 

optimization. 

Number 

of users 

Authentication accuracy (%) 

Proposed XGBQ-

BCBC 

Channel Availability Probability [1] Multi-objective optimization [2] 

5 90 85 80 

10 85.35 76.25 63.35 

15 84 75.55 62.45 

20 83.15 74.25 61.25 

25 82 73 60 

30 80.45 71.45 58.15 

35 83.55 74.35 61.55 

40 85 76 63.25 

45 87.15 78.15 65.15 

50 89 80 67 

Source: [2]. 

Table 1 demonstrates the experimental results of authentication accuracy. The number of users is taken in the ranges from 5 to 50. 

Table 1 symbolizes the performance evaluation of the authentication accuracy using three techniques proposed XGBQ-BCBC and existing 

methods Channel Availability Probability [1] and Multi-objective optimization [2]. Let us consider the 5 user for conducting the 
experiments. Firstly, the authentication accuracy is obtained as 90%, 85% and 80% for proposed XGBQ-BCBC and existing [1], [2] 

respectively. Similarly, nine remaining runs are carried out with respect to the number of users. The observed ten results of the XGBQ-

BCBC are compared to the existing methods. The graph is created as given below figure 8 based on the above table 1. 
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Figure 8: Analysis of authentication accuracy. 

Source: Authors, (2026). 

Figure 8 shows the results of authentication accuracy using three methods, XGBQ-BCBC, Channel Availability Probability [1] and 

Multi-objective optimization [2]. To ensure fair comparison between three methods, similar number of users (PUs and SUs) ranging between 

5 and 50 are applied to simulation process. The horizontal axis denotes the number of users, while the vertical axis reflects the authentication 

accuracy achieved. An increase in number of users causes increase in the spectrum utilization by the secondary user in case of channel 

availability and hence in the presence of malicious secondary user accuracy is said to be compromised. However simulations conducted for 

10 iterations show high authentication accuracy results generated for the proposed XGBQ-BCBC method upon comparison to [1] and [2]. 

The reason for higher authentication accuracy is to apply the eXtreme Gradient Boost Node Classifier. It combines the weak classifier result 

for achieving the strong classifier output. Quadratic Classifier is considered as weak classifier to accurately classify the nodes as normal 
nodes or malicious nodes. With this the overall authentication accuracy using proposed XGBQ-BCBC method was found to be better by 10% 

compared to [1] and 33% compared to [2]. 

V.2 PERFORMANCE ANALYSIS OF END-TO-END DELAY  

End-to-end delay in secure routing for cognitive radio networks is a performance metric denoting the total time consumed for a data 

packet to travel between source and destination. This is mathematically formulated as given below.  

 𝐸2𝐸6 = 𝑇𝑖 𝐸𝑛𝑑 − 𝑇𝑖 𝑆𝑡𝑎𝑟𝑡                         (16) 

From the above equation (16) end-to-end delay ‘𝐸2𝐸 ’ denotes the time consumed ‘𝑇𝑖 𝐸𝑛𝑑 , 𝑇𝑖 𝑆𝑡𝑎𝑟𝑡 ’ between the source and 
destination to transmit data packets between them. It is measured in terms of seconds (sec). Table 2 lists the end-to-end delay results when 

substituted in equation (16).  

Table 2: End-to-end delay using Proposed XGBQ-BCBC, Existing Channel Availability Probability and Multi-objective optimization. 

Number 

of users 

End-to-end delay (sec)  

Proposed XGBQ-

BCBC 

Channel Availability Probability [1] Multi-objective optimization [2] 

5 4.4 5.25 7.55 

10 6.3 8.25 8.85 

15 7.1 10.45 10.95 

20 10.45 12.95 13.25 

25 12.1 14.45 14.85 

30 13.25 15.35 15.85 

35 12.45 14.65 16 

40 10.1 12.25 14.15 

45 9.25 10.45 11.35 

50 11.1 13.1 13.55 

Source: [1] [2]. 

Table 2 demonstrates the performance analysis outcomes of end-to-end delay. The results of end-to-end delay using XGBQ-BCBC 

with existing Channel Availability Probability [1] and Multi-objective optimization [2]. But, comparatively, proposed XGBQ-BCBC 

minimizes the end-to-end delay involved during the secure routing. With the increasing number users, results of end-to-end delay are 

increased. By considering the values in above table 2, the graph is plotted in figure 9. 
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Figure 9: Analysis of end-to-end delay. 

Source: Authors, (2026). 

Figure 9 shows the graphical representation of end-to-end delay recorded for three distinct methods, XGBQ-BCBC, Channel 

Availability Probability [1] and Multi-objective optimization [2] respectively. Values were substituted in equation (16) and results were 

plotted accordingly for all the three methods. Though an increase in the end-to-end delay is recorded for the first six iterations however for 

rest of the four iterations the end-to-end delay was found to be decreasing, therefore corroborating the objective of increase in number of 

users does not influence end-to-end delay. However, the 10 users are considered for calculating the end-to-end delay. Firstly, the end-to-end 

delay is obtained as 6.3sec using proposed XGBQ-BCBC method.  By applying the [1] [2], the end-to-end delay is found to be 8.25sec and 

8.85sec respectively. Also simulations performed for an overall ten simulation runs show comparatively better results using proposed 

XGBQ-BCBC method than [1] and [2]. The reason was by applying the eXtreme Gradient Boost Quadratic Node Classifier where 

classification of nodes between normal and malicious was performed. Also, the residual energy is measured. The nodes are chosen with high 

residual energy for routing. Node trustworthiness is evaluated using a likelihood ratio. The combination of these techniques is intended to 

reduce the end-to-end delay. This in turn minimized the end-to-end delay involved in the process of routing in CRN using XGBQ-BCBC 

method by 23% compared to [1] and 35% compared to [2] respectively.  

V.3 PERFORMANCE ANALYSIS OF DATA CONFIDENTIALITY  

In this section data confidentiality rate is analyzed. Data confidentiality prevents unauthorized access to data packets making certain 

that only authorized cognitive users view it.  In this manner sensitive data packet information are protected from unauthorized access.  The 

data confidentiality is represented as given below.  

𝐷𝐶 = ∑
𝐷𝑃𝐴𝐶𝑈 

𝐷𝑃𝑖
∗ 100𝑁

𝑖=1                    (17) 

From the above equation (17) data confidentiality ‘𝐷𝐶’ is measured based on the data packets considered ‘𝐷𝑃𝑖’ and the data packets 

accessed by authenticated cognitive users ‘𝐷𝑃𝐴𝐶𝑈’. Table 3 lists the data confidentiality rate results when substituted in equation (17).  

Table 3: Data confidentiality using Proposed XGBQ-BCBC, Existing Channel Availability Probability and multi-objective optimization. 

Data 

packets  

Data confidentiality (%) 

Proposed XGBQ-

BCBC 

Channel Availability Probability [1] Multi-objective optimization [2] 

50 98 90 84 

100 96.26 86.54 81.25 

150 94 84.35 79.35 

200 93.15 83.15 78.55 

250 92 82.55 77.65 

300 90.55 80.15 75.35 

350 88.65 78.35 73.25 

400 90 80.25 75.55 

450 93.15 83.55 78.15 

500 95 85 75 

Source: [1] [2]. 
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 Table 3 describes the performance results of data confidentiality rate versus the data packets considered in the ranges from 50 to 

500. The performance of data confidentiality rate is computed using three methods namely proposed XGBQ-BCBC method and existing 
methods, Channel Availability Probability [1] and Multi-objective optimization [2]. The overall observed results indicate that the XGBQ-

BCBC method provides improved performance in terms of achieving higher data confidentiality (i.e., higher data transmission) than the 

existing methods. This is proved through the statistical calculation. For considering 50 data packets, the data confidentiality is significantly 

improved using the proposed effectively increased using the XGBQ-BCBC by 98% when compared to existing methods taken for 

comparison Channel Availability Probability [1] (90%), Multi-objective optimization [2] (84%). The graph is plotted as given below figure 

10 based on the above table 3. 

 
Figure 10: Analysis of Data Confidentiality. 

Source: Authors, (2026). 

Figure 10 shows the results of data confidentiality for the proposed XGBQ-BCBC method and two existing methods, Channel 

Availability Probability [1] and Multi-objective optimization [2] respectively. From the above figure data confidentiality was observed to be 
lesser for the first set of seven iterations whereas for the rest of three iterations it was found to be higher. Also comparative figurative 

representation show better results using proposed XGBQ-BCBC method when compared to [1] and [2]. The reason was by applying Balloon 

Cryptographic hash function for secured data routing and Matyas–Meyer–Oseas (MMO) compression function for hash generation in a 

blockchain control plane. Hash value is converted into original data with fixed-size. MMO process is one-way function to reverse the hash to 

find the original raw data. Storing and distributing only the hashed data in the blockchain control plane that enhances data confidentiality. An 

unauthorized party who accesses the hash value cannot view the original content. This in turn improves data confidentially of the proposed 

XGBQ-BCBC method by 10% compared to [1] and 16% compared to [2]. 

V.4 PERFORMANCE ANALYSIS OF DATA INTEGRITY  

In this section data integrity analysis is made. Data integrity ensures that data packet s accurate and has not been tampered with or 

changed in an unauthorized manner. With this unauthorized or accidental modification of data is said to be avoided. The data integrity rate is 

mathematically formulated as given below.  

 𝐷𝐼 = ∑
𝐷𝑃𝑁𝑀 

𝐷𝑃𝑖
∗ 100𝑁

𝑖=1                 (18) 

From the above equation (18) data integrity ‘𝐷𝐼’ is measured based on the data packets considered ‘𝐷𝑃𝑖’ and the amount of data 

packets being not modified ‘𝐷𝑃𝑁𝑀’. Table 4 lists the data integrity rate results when substituted in equation (18).  

Table 4: Data integrity using Proposed XGBQ-BCBC, Existing Channel Availability Probability and multi-objective optimization. 

Data 
packets 

Data integrity (%) 

Proposed XGBQ-
BCBC 

Channel Availability Probability [1] Multi-objective optimization [2] 

50 94 88 82 

100 91.35 79.35 74.25 

150 90.25 78.55 73.15 

200 88.55 76.35 71.55 

250 85.35 73.25 68.25 

300 82 70.1 65.55 

350 80 68.45 63.25 

400 84.15 72.15 67.55 

450 87 75.35 70.25 

500 89.25 77.35 72.15 

Source: [1] [2]. 

Page 828



 

 

 

ITEGAM-JETIA, Manaus, v.12 n.60, p.816-831 July-August, 2026. 

 Table 4 demonstrates the performance analysis outcomes of data integrity rate. The data packets are considered in the range from 50 

to 500. The validation is performed through comparing proposed XGBQ-BCBC method and two existing methods, Channel Availability 
Probability [1] and Multi-objective optimization [2]. With the increasing number of data packets, results of data integrity rate are reduced or 

increased. However, the proposed XGBQ-BCBC method is achieved better data integrity rate than the other two conventional methods. 

 
Figure 11: Analysis of data integrity. 

Source: Authors, (2026). 

Finally figure 11 give above illustrates the data integrity results using three methods, XGBQ-BCBC, Channel Availability 

Probability [1] and multi-objective optimization [2]. With horizontal axis representing the data packets ranging between 50 and 500, vertical 

axis denotes the data integrity results by applying the values in the equation 18. This is evident from the simulation with 50 data packets 

where the data integrity using XGBQ-BCBC was observed to be 94% whereas the data integrity for [1] and [2] was found to be 88% and 

82% respectively. Comparison between three methods shows better data integrity results for XGBQ-BCBC method when compared to [1] 

and [2]. The reason for higher data integrity was to employ the Balloon Hashing using Matyas-Meyer-Oseas compression function. By using 

this algorithm, unique hash value are generated for each input data that is sent to the sender node. Evaluates the hash of the received data and 

compares it to the original hash value sent by the sender. A successful comparison confirms that the data has not been altered during 

transmission, therefore ensuring the data integrity and enabling routing. With this the data integrity of XGBQ-BCBC method was found to be 

better by 13% compared to [1] and 19% compared to [2]. 

VI. CONCLUSION 

This paper presented a novel blockchain method to ensure secured routing in cognitive radio network using eXtreme Gradient Boost 

Quadratic Balloon Cryptographic Block Compression (XGBQ-BCBC) method. The proposed XGBQ-BCBC method for secure routing in 

CRN performed via blockchain performs the tasks of user (PU and SU) registration, block generation, node classification between normal 

users, malicious users and establishing data routing between normal nodes. First, user registration process was performed and stored in the 

form of blocks via blockchain. Following which for each registered user, eXtreme Gradient Boost Quadratic Node Classifier was applied 

differentiating between normal users and malicious users based on the likelihood ratio via residual energy and relative trustworthiness 

factors.  Finally, with the data packets of sensed normal users using Balloon Cryptographic Matyas–Meyer–Oseas (MMO) Block 

compression results secure routing is established in an accurate manner. The algorithm is designed to simultaneously optimize four distinct 
performance metrics, including authentication accuracy, end-to-end delay, data confidentiality and data integrity. The proposed XGBQ-

BCBC is assessed on various numbers of data packets and users. The performance of the proposed method is compared to the popular secure 

routing methods such as Channel Availability Probability and multi-objective optimization using different performance metrics. 

Experimental results prove that the XGBQ-BCBC method efficiently differentiates between normal and malicious users and therefore 

ensuring secure routing.  
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