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ARTICLE INFO ABSTRACT

Article History 6G offers possibilities through technologies such as millimeter waves, terahertz waves,
Received: February 10, 2026 beamforming, and reconfigurable intelligent surfaces (RIS). Each technology introduces its
Reviewed: April 17, 2026 own challenges. One of the most significant challenges is security, and this is the subject of
Accepted: May 17, 2026 our study. Vulnerabilities arise from narrow beams when using millimeter waves. Through
Published: June 30, 2026 this study, the security of 6G networks is enhanced with deep learning algorithms and using
Keywords: RIS to guide the smart beam to counter attacks. A multi-layered deep neural network (DNN)
Sixth Generation 6G, is used to predict the signal-to-noise ratio (SINR) and interference with and without the
Beamforming Technology, mobility of users. Additionally, a mathematical model was developed to optimize the SINR
Deep Neural Network (DNN), and counter some security threats, such as jamming, spoofing, and data poisoning. This work
reconfigurable intelligent surfaces contains realistic channel modeling to simulate user mobility and logarithmic shading
(RIS), effects. Our results show that the maximum average SINR was 33.2351 using beamforming
signal-to-noise ratio and with RIS, and after adding deep learning, the improvement was 27.5%. Using a DNN model,
interference (SINR), SINR levels (25-45 dB) under three attacks and continuous user movement at a speed of
Starlink Satellite System, v = 1.5m/s, and a prediction accuracy of 0.032 was obtained for the root mean square error

(RMSE) value. It should be noted that the achieved performance depends on the deployment
and channel conditions considered. The proposed system provides a timely security response
with a training period of 37 seconds, which is suitable for 6G requirements.

Copyright ©2026 by authors and Galileo Institute of Technology and Education of the Amazon (ITEGAM). This work is licensed
Y under the Creative Commons Attribution International License (CC BY 4.0).

I. INTRODUCTION

Millimeter-wave links are strongly affected by changes in the surrounding environment, especially when users are in motion.
These factors reduce connection reliability and increase beam misalignment [1], [2]. These limitations are exacerbated by the limited
spatial selectivity and increasing density of connected users. Beamforming techniques are applied, aiming to direct most of the signal
energy toward intended receivers while limiting unintended radiation [3]. Adaptive beamforming technology has proven effective in
improving SINR because it can respond to rapid changes in the environment and user movement (1.1-11.1 m/s), allowing the system to
track shifts in channel conditions over a 10 ms period [4]. Each adaptive approach (analog, digital, hybrid) comes with its own set of
trade-offs, balancing computational demands, hardware costs, and energy consumption [5- 7]. Artificial intelligence techniques have been
added to enhance integration within beamforming frameworks and improve overall performance. It has been proven that data-driven
approaches will be used as key tools by manufacturers and operators to meet 6G requirements through the use of unsupervised learning
and reinforcement learning [8]. At the same time, user movement adds further challenges that degrade the quality of service, directly
impacting the reliability of physical layer security. As movement increases, channel coherence time decreases, leading to obsolescence
of channel state information (CSI) and rendering estimated channel parameters obsolete before they are used. Beamforming decisions
based on legacy CSI are often incorrect, resulting in beam misalignment. This, in turn, causes the main lobe to deviate from the intended
user, while uncontrolled side lobes emerge, facilitating unintended information leakage in multiple spatial directions [9]. Simultaneously,
eavesdroppers exploit this vulnerability and enhance the received SNR without altering the encryption mechanisms [10].
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The statistical characteristics of the wireless channel are affected by random shading effects caused by physical obstructions,
leading to increased channel gain variations. These conditions create a vulnerability for model poisoning attacks [11, 12]. Attackers
exploit this vulnerability to inject malicious signals, particularly during deep fade-through periods. Channel estimation and beamforming
optimization are affected, and incorrect beamforming weights are generated, making the system susceptible to other attacks such as
jamming. Countering these threats is crucial, especially for critical applications supporting 6G technologies, such as remote surgery,
autonomous vehicles, 3D communications, and smart city architecture [13]. Ensuring data security is a preventative necessity, not an
option, especially given the threats facing quantum computing that compromise high-level encryption systems [14]. Physical-layer
security mechanisms based on intrinsic channel characteristics are considered a primary and sustainable line of defense. Recent research
to address and mitigate these threats has relied on two main technologies: RIS technology, which utilizes programmable electromagnetic
structures (controlled by a microcontroller) capable of adapting the radio propagation environment by creating virtual vision paths (VLS),
enhancing signal strength relative to noise, and minimizing information leakage to eavesdroppers [15- 17]. The second technology is deep
learning techniques, which enable accurate CSI prediction and proactive beamforming design by observing complex, nonlinear channel
behaviors that are difficult to model using traditional analytical techniques [18]. The authors [19] presented a comprehensive study of the
role and importance of 6G in achieving 99.99999% reliable connectivity, reaching speeds of 1 Thps, and increasing positioning accuracy
through millimeter wave, terahertz frequency, and RIS technologies.

They also highlighted the critical trade-offs between spectrum efficiency and power consumption, and between security and
spectrum efficiency. They also highlighted the critical trade-offs between spectral efficiency and power consumption, and between
security and spectral efficiency. Another study [20] focused on improving the energy efficiency of multi-user communications using RIS
technology, disregarding user mobility. This was achieved by employing a transmission power distribution model and a phase-shift model
for reflective elements to mitigate the non-convexity problem. The study demonstrated that RIS technology can achieve up to 300%
higher energy efficiency than amplification and retransmission relay systems. The study [21] investigated physical layer security by
combining RF and free-space optical (FSO) communications in three eavesdropping scenarios: RF eavesdropping, FSO eavesdropping.
Closed-form expressions were derived for average security capacity, probability of security breach, and effective security throughput.
The results demonstrated that RIS is effective in securing confidential information and extending coverage and capacity. The above
demonstrates that the development of RIS and artificial intelligence has achieved convincing results, but more is needed, and most current
studies assume the static nature of user positions. This assumption is unrealistic and ignores the impact of mobility and fading speed,
especially for 6G. Research often focuses on a single type of attack (eavesdropping only) without addressing complex attacks (jamming
and data poisoning). At the same time, Al-based communication models need to integrate multiple technologies, particularly when
channel inputs change abruptly due to user movement. This paper contributes to addressing these challenges by:

1. Using beamforming and RIS, a DNN is proposed with a regular loss function (RDF) that balances prediction accuracy and
generalization capability, with an RMSE of 0.032 for stationary users.

2. To simulate a 6G channel, a security model was developed that integrates user traffic (1.5 m/s) and the shading effect (4 dB) to
counter three attacks (jamming, poisoning, and spoofing).

3. The proposed system demonstrated the ability to maintain stable security capacity within a SINR security range (25-45 dB) with
the worst channel conditions (three attacks and user traffic) through statistical analysis of the SINR distribution.

4. Previous studies [22, 23] focused on a single threat, while this research proposes a comprehensive analytical model of the signal-
to-noise ratio and interference (Equation 5) by incorporating the collective spoofing of three attackers. Additionally, a deep
learning hybrid cost function (Equation 6) was designed to counter the effects of random shading in 6G environments.

This manuscript consists of the following sections. Section 2 introduces the system model and the detailed methodology adopted
in this study. Section 2.1 outlines the main assumptions of the considered network, followed by the passive RIS-assisted beamforming
model and the formulation of the secrecy capacity in Section 2.2. Sections 2.3 and 2.4 describe the learning-based formulations and the
training procedure of the proposed Robust-DNN, while Section 2.5 addresses the modeling of dynamic environments under user mobility.
Section 3 presents the simulation results and their discussion. The impact of multi-mode attacks is analyzed, and the beamforming
performance under static user conditions is reported in Sections 3.1 and 3.2, with the evaluation of deep learning optimization in the static
scenario provided in Section 3.3. The training performance of the proposed Robust-DNN under mobility conditions is examined in Section
3.4. Finally, the conclusions and future research directions are summarized in the last section.

Il. SYSTEM MODEL AND DETAILED METHODOLOGY

Most In this study, we focus on a downlink millimeter-wave (mmWave) network that operates at a carrier frequency of 28 GHz
to ensure high-capacity secure communication. The proposed architecture consists of three main entities: a Base Station (BS) with M
antennas, a passive RIS having N elements, and a dense cluster of legitimate users (K=20) who share the frequency spectrum
simultaneously. It is tested at three locations to determine the RIS optimal position for serving a randomly positioned group of users. The
system aims to increase the sum secrecy rate (SSR) under multi-attack conditions, as illustrated in Figure 1.
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Figure 1: System model (3D network topology) with multiple seeds.
Source: Authors, (2026).

11.1 SYSTEM ASSUMPTIONS
The model is built on assumptions to ensure a realistic simulation approach. The main assumptions are:

e The operating environment: A microcell network using a 28 GHz, making it susceptible to blockage and result in significant
path losses.

o Cluster-based users: The model includes K=20 users sharing the same frequency resources, with inter-user interference that
needs to be addressed.

e Attack Model: Three active non-colluding eavesdroppers in the network. They operate with imperfect Channel State Information
(CSI) and execute multi-mode attacks (jamming, spoofing, and poisoning).

e Channel dynamics: channels change randomly due to log-normal shadowing and user mobility, resulting in an imperfect CSI.

e RIS: A passive intelligent reflector surface that controls only the phase (amplitude = 1) and whose position is selected from
predefined filters.

The mmWave Channel Model used the Close-In (CI) Free-Space Reference Distance path loss model to characterize the urban
environment. The path loss at distance d is expressed as [24, 25]:

PL(d)[dB] = FSPL(d,) + 107 logy, (;—0) + X, Q)

Where FSPL(do) is the free space path loss at reference distance do=1 m. 7 is path loss exponent = 3.0, and X; ~ N (0,4 dB)
represents the log-normal shadowing.

1.2 PASSIVE RIS-ASSISTED BEAMFORMING MODEL AND SECRECY CAPACITY FORMULATION

The total signal y,, that reaches users ki is the sum of the direct path hgx and the reflected path hy in the absence of an obstacle,
so the general equation is [26]:

yi = (R, ®G + hl, )x + ny, 2

Where G is RIS-to-transmitter channel matrix, @ is the reflection matrix controlled by RIS (diagonal matrix of phase shifts), and
ny is the added noise at the receiver k. The passive RIS-assisted beamforming enhances the received signal power for the intended user
through the coherent superposition of the reflected signals from all RIS elements, based on finding the optimal equation below [26].

. 2
Prx o4 gzl(xnel(en_‘binc_‘bref) ~ NZ (3)

aon represents the reflection amplitude of n RIS element, and 0, is the adjustable phase shift applied by this element. @inc and @rer
refer to the incident and reflected phase components associated with variations in propagation paths. The RIS phase shifts must be
optimally adjusted to compensate for the incident and reflected phases, ensuring that all reflection components are constructively
combined at the receiver. If the coherent alignment condition is met, the received signal power can be considered to be proportional to
the square of the number of RIS elements, i.e., Prx ¢ N2. This squared gain enhances the RIS phase, boosting the effective channel power
and directly impacting the SINR ratio, thereby increasing the system's security capacity. So, standard secrecy capacity is the capacity that
represents the difference between the capacity of the legitimate channel and the capacity of the eavesdropping channel, according to the
following equation [22, 26]:

+
Coecie = [loga(1 + SINR,) — maxlog,(1 + SINR, ;)| )
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Where Cg.. is secrecy capacity for user k, i.e., the maximum secure data transfer rate that attackers cannot intercept. e € E is a
specific attacker within the group of attackers. SINR, . is SINR that an attacker can capture from the user k. [ ] is the strongest listening
ability of any attacker in the group E.

11.3 PROPOSED FORMULATIONS

This section is the most important compared to previous works [22, 26] that typically consider a single threat type or a single user,
this study introduces three novel formulations to address the complexity of 6G security.

11.3.1 Multi-Threat SINR Formulation

A comprehensive SINR formulation is proposed, combining the interference effects from three different sources and calculating
the interference between the dense cluster (K=20) with aggregate Jamming from multiple attackers. The proposed interference term is
formulated as:

P t|h5ff.kwk|2

SINRPt = (5)

2 2
024k Pt|h§ff,kwj| +33 21 Pymlhymkl

User Interference Aggregate Jamming
Where hg’ff‘k is effective channel vector for user k after considering the effect of RIS or any channel processing, wy, is beamforming
vector used to direct the signal to the user k. 6 is noise power, i.e., thermal noise power (AWGN) at the receiver. w; is beamforming
vector for user j: This vector represents the beamforming that directs the signal towards user j. It is used to adjust the phase and amplitude
of each element in the transmitting array (such as transmitter antennas or RIS) so that the signal reaches the target user with strength. P, ,,
is attacker transmission power m: The power used by the attacker m to transmit the jamming signal, which is added to the denominator
to reduce the SINR of the user k. h;, , is attacker channel m to user k: This represents the effect of the jamming or attack coming from

attacker m on user Kk, i.e., how the jamming signal travels through the channel and reaches the user. It is worth noting that equation (5)
combines internal and external interference sources, which is a more rigorous assessment than the simplified models in [22] and [25].

11.3.2 Robust Loss Function of a Robust Neural Network

Reference [27] relied on general organization and did not specify a cost function. In this research, loss function is specifically
tailored to serve the purpose of wireless communications by balancing accuracy with weight stability to minimize the effects of X,
(shading) as show in equation 5. In other words, the loss function (£(8)) represents the amount of error between the target values and the
outputs predicted by the deep neural network (DNN) model, incorporating regulatory terms to avoid overlearning and improve stability.
Dropout was used not only to prevent overfitting but also as a mechanism to simulate channel breakage or estimation error during training.
This allows the system to operate efficiently even if the channel data is inaccurate to a certain extent.

2
L(®) = % II§=1 (SINRtarget,k — DNN(sy; e)) + 7\1|9|§ + A; Y. Dropout(8) (6)

Smoothing  Uncertainty Handling

Where 8 is vector parameters of the DNN model, such as layer weights and neural network parameter in nodes. s, are the input
features of the model for user k include channel properties, user location, and RIS properties. DNN(s,; 0) is the output of the neural

2
network after processing the inputs s, using the parameters 6. (SINRmrgetyk — DNN(sg; 6)) is the error squared per user, which is the

basic component of the mean squared error (MSE). This term 2,;|6|2 reduces overfitting and makes the model smoother. Whereas
hyperparameters (A; A,) determine the importance of each regulation term in relation to the main error component. The addition of A,
(utilizes a Dropout mechanism) addresses sudden and rapid channel changes, thereby mitigating uncertainty. This mechanism enhances
the model's flexibility during training, increasing its adaptability to channel conditions and improving SINR prediction.

11.3.3 Sum-Rate Based Placement Algorithm

In reference [23], the placement was optimized for a single user. A new placement criterion was developed based on the spectral
center of gravity for all users as follows.

lopt = arg max Y2 E [logz(l + SINR,, (l))] (7

This formulation expands the placement optimization problem to accommodate the random spatial distribution of the user cluster,
ensuring optimal coverage for the group rather than a single fixed point.

1.4 ROBUST-DNN ARCHITECTURE AND TRAINING

A deep robust neural network (Robust-DNN) with a hierarchical architecture is simulated to treat the non-convex optimization
mentioned in equation (7). First, Robust-DNN is designed with static users to capture high-dimensional channel dependencies. The
network consists of five fully connected (FC) layers configured as follows:

e Input Layer: The normalized feature vector is entered only for the real/imaginary parts of the channel and coordinates. Input data
is normalized using the Min-Max scaling technique to map features into the range [0, 1] to achieve stable gradient convergence
during training.
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e Hidden Layers: The network is built as a pyramidal structure with [2048, 1024, 512, 256] neurons. Leaky ReLU activation (o =
0.01) is used instead of standard ReL.U to mitigate and reduce dying ReLU. Also, we ensure gradient flow in deep layers.

e Regularization: A hybrid regularization strategy is used to achieve robustness when there is imperfect CSI. Batch normalization
is applied after each of the first three FC layers to accelerate convergence. High dropout rates of 0.5 and 0.4 are applied to the
first two layers, respectively, to simulate channel uncertainties. To achieve L2 regularization It is easy to add a factor 0.001 to
the loss function.

e Output Layer: A single regression neuron is used to predict the normalized secrecy rate.

Second, the model is trained using the Adam optimizer for 300 epochs with a mini-batch size of 128. A piecewise learning rate
schedule is used, starting at 0.003 and dropping by a factor of 0.5 every 60 epochs to ensure precise convergence. Finally, a Savitzky-
Golay filter (order 2, frame length 7) is applied to the predicted outputs (Ypred) to sSmooth out numerical noise before denormalization, to
achieve more stable spectral efficiency curves.

1.5 DYNAMIC ENVIRONMENT MODELING AND MOBILITY TESTING

User motion was added to simulate a 6G reality by extending the simulation of a time-varying dynamic environment that includes
user movement and random shading.

11.5.1 Motion and Channel Model

A dynamic scenario was adopted using 500-time snapshot with random user movement at a constant speed v,,, = 1.5m/s to
simulate pedestrian behavior. The normal logarithmic shading effect X, with a standard deviation of ¢ = 4 dB was introduced to
represent obstacles in urban microcells. The time-varying path loss for user k at time t was calculated as follows:

PL,(t) = FSPL(d,) + 107 logyo(di (D)) + X4 (t) (8)
11.5.2 Robust Deep Neural Network for Dynamic Tracking

A robust, adaptive DNN was built to handle rapid channel fluctuations. The specialized network was trained on the dynamic
dataset, and the network structure was optimized for generalization rather than memorization by:

Updating inputs that include dynamic characteristic vectors represented by updated coordinates (x;,y:,z;) and instantaneous
distances. The structure consists of two fully connected layers, each containing 1024 and 512 neurons, respectively. The necessary
regulation strategy to prevent overshoot in training on specific pathways is achieved by increasing the dropout rates to 0.3 and 0.2 for the
first and second layers, respectively, and implementing early stop (verification patience = 10) to halt training when the generalization
performance reaches its maximum value.

I1l. SIMULATION RESULTS AND DISCUSSION

The new models were tested and evaluated based on the design equations in Section 2 using MATLAB R2025b. This simulation
included one base station and three RIS test sites to select the optimal site achieving the highest SINR before and after the attack. Twenty
users were randomly assigned to ensure comprehensiveness within a 200 x 200 m area, representing the coverage area for millimeter
waves as shown in Figure 1. The analysis was performed by examining beamforming assisted by RIS, then expanding the model to
include a DNN, and finally, assessing the effect of user mobility at 1.5 m/s. Table 1 shows the main simulation parameters.

Table 1: The main simulation parameters.

Parameter Value Description

Software MATLAB R2025b | Simulation Platform

Carrier Frequency f; 28 GHz mmWave Band

Bandwidth BW 100 MHz System Bandwidth

Tx Power Piy 30 dBm (1 Watt) Base Station Power

Noise Power Ng -100 dBm Thermal Noise Floor

RIS Elements N 50 - 1000 Variable Array Size

Path Loss Exponent a 3.0 Urban NLoS Environment
Mobility Speed v 1.5 m/s Pedestrian Motion (Dynamic Scenario)
Shadowing o 4 dB Log-Normal Shadowing Std. Dev.
Deep Learning Optimizer | Adam Adaptive Moment Estimation

Source: Authors, (2026).
I11.1 RESULTS OF MULTI-MODE ATTACKS

In this simulation, the SINR average was used because it reflects the reliability of the connection and the quality of the channel,
as well as its susceptibility to environmental factors such as interference or attacks. Figure 2 shows the effect of increasing the number of
RIS elements (50-1000) (whose positions were changed three times) on the SINR average without any attack. According to Equation (3),
increasing N certainly leads to an increase in the SINR average, but not exponentially, due to the increased interference, as illustrated in
Figure 2.

Page 1686



ITEGAM-JETIA, Manaus, v.12 n.59, p.1682-1692, May/June, 2026.

Average SINR before attack and RIS site scans

50
== RIS location (0, 50, 20)
45 =—f=— RIS location (0, 100, 20)
RIS location (0, 150, 20)
40 - X =1000
%* 35 —) Y1 =
oz 30 ¢ 34.1844
=
» 25} f*' Y2 -
o ~
Foo @ 34.6526
g
<C 15
10|
5 -
0

o

260 460 660 860 1OIOO
Number of RIS elements
Figure 2: Average SINR vs. number of RIS elements before attack with multiple RIS locations.

Source: Authors, (2026).

System performance tends to deteriorate, especially the average SINR, when under attack with no attack defense measures in
place. Figure 3 illustrates the severe impact of a jamming attack, and the user's proximity to the base station is ineffective due to the high
noise level. At the same time, for the RIS (0, 100, 20) site, increasing the number of RIS elements does not eliminate this attack but rather
mitigates it, as the average SINR drops to 2.6811 dB when N = 50 elements and to 15.0394 when N = 1000 elements. The severity of the
impact varies depending on the type of attack. Figure 4 shows the impact of a spoofing attack, while Figure 5 shows a poisoning attack.
It is worth noting that these results were obtained after repeated simulations and varying the seed value. At an N = 1000 value, a
comparison of the three attacks suggests that the jamming attack (SINR = 15.0394 dB) is the most impactful, then the poisoning attack
(SINR =15.1492 dB), and the spoofing attack (SINR = 21.1785 dB) is the least impactful.
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Figure 3: Average SINR vs. number of RIS elements after Jamming attack.
Source: Authors, (2026).

SINR after a spoofing attack
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Figure 4: Average SINR vs. number of RIS elements after Spoofing attack.
Source: Authors, (2026).
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SINR after poisoning attack
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111.2 RESULTS OF BEAMFORMING IN A STATIC SCENARIO

The proposed RIS-assisted beamforming optimization algorithm was implemented as mention in section 3.2 to mitigate the impact
of these threats when user locations are fixed. Figure 6 illustrates the optimization of RIS element phase shifts, beamforming directed
towards legitimate users, and interference cancellation. This is achieved by coherently integrating the signal paths reflected from the RIS
system, thereby recovering a significant portion of the lost SINR. The beamforming gain increases with the number of RIS elements (see
Equation (3)), as evidenced by the improvement in the average SINR for all tested locations to 33.1844, 32.6526, and 30.7447 dB for RIS
locations 2, 3, and 1, respectively. This demonstrates the effectiveness of the proposed beamforming technique - especially at location 2-
where the SINR was 34.1844 dB before the attack, meaning the attack's impact is now 1 dB and does not affect communication or data.
Therefore, beamforming acts as an effective shield against ground-based attackers by establishing a strong virtual link with a direct line
of sight.

50 - SINR after the attack was remediated
—©— RIS location (0, 50, 20)
45+ === RIS location (0, 100, 20)
RIS location (0, 150, 20) X = 1000
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Figure 6: Average SINR after attack remediated using RIS and beamforming.
Source: Authors, (2026).

111.3 RESULTS OF DEEP LEARNING OPTIMIZATION FOR A SCENARIO WITHOUT USER MOBILITY

In the previous section, optimization was performed using an analytical mathematical solution for beamforming, and the
improvement was to reduce the impact of attackers. In this section, the proposed DNN was used to optimize phase formation and achieve
Al superiority. The objective is to exploit learning-based optimization to compensate for channel impairments that are difficult to capture
using purely analytical methods. Figure 7 illustrates the training progress of the proposed deep neural network (DNN) over 300 training
cycles in a scenario with no user movement. Convergence behavior was analyzed using two metrics: root mean square error (RMSE) and
loss function (MSE). The training curve (solid blue) and validation curve (dashed black) demonstrate the convergence speed over 50
cycles, showing the effectiveness of the integrated Adam optimizer with batch normalization. The gradient vanishing problem was
mitigated, and the learning process was accelerated. The model also avoided overfitting by matching the training and validation curves
over 300 cycles. The use of dropout rates (0.5 and 0.4) prevented noise from being stored in the training data of the network.
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The prediction accuracy was 96.6%, with an RMSE value of 0.0341. The proposed DNN is suitable for application in the 6G
system due to the low computational effort, as the training process was completed within 36 seconds, which is suitable as a latency time.
Figure 8 illustrates the average SINR as the number of RIS elements increases from 50 to 1000 at three different RIS positions using
beamforming with and without DL. The results of the proposed Robust-DNN model show an improvement in the average SINR of 8-12
dB compared to not using it. This gain can be explained by the DNN learning and processing rapid channel changes. In contrast, the
beamforming improvement relies on assuming an ideal phase shift, while the DNN model learns the nonlinear relationship between
channel characteristics and then examines the SINR values to correct for phase quantization errors and coupling between elements. From
the observed trend, the second-position RIS curve can be divided into two sections: increasing N from 50 to 600 leads to an increase in
the average SINR in the first section. In the second section, the DL curve reaches saturation at N=1000 due to beam concentration
sensitivity (microbeaming) resulting from the large matrix sizes (N=1000) and the large gain. This causes the reflected beam to become
very narrow, maximizing gain and negatively impacting beam alignment accuracy. At N=100, for example, the misalignment loss of the
beamforming model is lower, while the misalignment loss increases significantly after the DL estimates an incorrect phase value (due to
some unforeseen cause in the channel). In other words, as N increases, the difference between the two models with and without DL
increases. At N = 1000 elements, the number of users was increased from 2 to 20 users. This illustrates the effect of interference with or
without a DL response. Figure 9 shows the effect of this increase on the average SINR. A gradual decrease in the average SINR is
observed with a small slope in the presence of DL and a larger slope in the presence of beamforming. At N = 10 users, the average SINR
for the DL model is 45.8405, and for the beamforming model it is 33.2351, representing a 27.5% improvement in the average SINR.
From these results, the DL model continues to operate reliably even as the number of users increases.
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Figure 7: Robust-DNN training performance in static user case.
Source: Authors, (2026).
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Figure 9: Average SINR vs. number of users in static user case.
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111.4 TRAINING RESULTS OF THE PROPOSED ROBUST-DNN IN A MOBILITY SCENARIO

User mobility was added to the previous model to test it practically by increasing the variability and complexity of the 6G channel,
as shown in blue in Figure 10. Applying equations 4 and 5, these swings were tracked, and the adaptive network's ability to mitigate the
resulting changes at velocity (v = 1.5 m/s) and shading (¢ = 4dB) was verified. This tracking represents the black validation curve,
which changes with the CSI while remaining stable despite these abrupt changes during training through the dropout layers in the flexible
model. Figure 10 also shows how these layers filter random noise without storing it. The RMSE in this training reached 5.30, and with
this result, our model correctly predicts the direction of the mean signal. The training time was a short 26 s.

Results
Validation RMSE 5.3022

Training finished: Met validation criterion

Training Time
Start time:

Elapsed time: 26 sec
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Epoch: 14 of 150
Iteration 1050 of 11550
Iterations per epoch: 7

Maximum iterations: 11550
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Figure 10: Training of the proposed Robust-DNN in a mobility scenario.
Source: Authors, (2026).

Figure 11 reports the spread of average SINR values observed during the dynamic test with pedestrian motion and shadowing
using equation (8). The blue curve represents the actual SINR (applied equations (4) & (5)), while the red curve corresponds to the values
estimated by the robust DNN (applied equation (6)). The actual distribution range is 17-57 dB. This behavior is due to pedestrian
movement and channel changes when using RIS. The values 25 to 45 dB represent the active range. A slight dispersion is observed at the
edges due to the use of mmWave under shadowing and blocking conditions. The predicted SINR values exhibit peaks, showing that the
proposed robust DNN tracks the overall channel quality trend using CSI and RIS configuration while reducing random fluctuations caused
by attacks and rapid variations. Figure 11 also shows that adding RIS with a robust DNN offers a practical gain in average SINR using
equation (3). In practice, higher red values correspond to a more stable average SINR, despite the fluctuations introduced by mobility and
shadowing. This behavior also indicates stronger robustness against the considered attacks. As for the horizontal increase, it shows
improved beamforming, the best RIS utilization, and enhanced channel quality for the legitimate user. While a decrease leads to the
opposite effect.
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Figure 11: Comparison between actual SINR and the proposed Robust-DNN in mobility case.
Source: Authors, (2026).

IVV. CONCLUSIONS AND FUTURE WORK

In this study, we evaluate beamforming with varying RIS sizes (50—1000) and the inclusion of DL to meet 6G design targets. This
involved integrating path loss equations and reflection equations with security criteria and fortifying the model with algorithms, most
notably Supervised DNN, Adam Optimization with Backpropagation, Dropout, and L2 Regularization. This change shifts the system
from simple connectivity optimization to a defence-oriented design framework that improves resistance to practical attack scenarios.
Average SINR gains were observed at N = 1000 using beamforming optimization without DL: 54.68% for jamming attacks, 54.35% for
poisoning attacks, and 36.2% for spoofing attacks. The efficiency of the final model was confirmed in a user mobility scenario. This
model was further enhanced by integrating RIS with a robust DNN to handle rapid changes in channel characteristics. It was designed to
improve SINR and security performance for 6G networks across diverse scenarios. Our results also suggest the model's resilience with
an average SINR (increase of 8-12 dB) when N increased from 50 to 600 elements in a simulated scenario involving pedestrian traffic
and shading. One limitation of the current study is that higher user densities were not examined. The Doppler effect at high user speeds
will be discussed, and the efficiency of connectivity for maintaining optimal performance in high-mobility scenarios will be evaluated.
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